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CHECKING TERRORISM AT THE BORDER 


THURSDAY, APRIL 6, 2006 

House of Representatives, 

Subcommittee on International Terrorism 

AND Nonproliferation, 
Committee on International Relations, 

Washington, DC. 

The Subcommittee met, pursuant to notice, at 10:09 a.m. in room 
2172, Rayburn House Office Building, Hon. Edward R. Royce 
(Chairman of the Subcommittee) presiding. 

Mr. Royce. This hearing will come to order. 

The title of this hearing today is “Checking Terrorism at the Bor- 
der.” 

Terrorists conspiring to attack the United States often defraud 
and manipulate our immigration system. And the 9/11 Commission 
found that 15 of the hijackers that attacked the United States 
could have been stopped had we more diligently enforced our immi- 
gration laws. As one of today’s witnesses will testify, there are doz- 
ens of terrorists who defrauded our immigration system, including 
many since 9/11, to remain in this country. This includes individ- 
uals affiliated with al-Qaeda, and affiliated with Hezbollah. 

Last week this Subcommittee held a hearing on the attempts by 
terrorists to acquire shoulder-launched missiles that can down an 
airliner. Our homeland faces a very determined terrorist enemy, 
and our immigration policies and practices, I am afraid, remain a 
very porous defense. 

Indeed, one of our witnesses, an individual experienced as a top 
security official in the immigration field, will tell us in frank terms 
that our immigration officials aren’t taking seriously their responsi- 
bility to counter terrorism. United States Citizenship and Immigra- 
tion Services (USCIS), the agency that establishes the immigration 
status of millions of applicants every year, remains deeply flawed, 
which a Government Accountability Office report highlighted just 
last month. 

USCIS is riddled with fraud and corruption, we will hear from 
one witness, and the critical information needed to protect national 
security remains stovepiped with information-sharing being frus- 
trated. This puts those deciding immigration applications in the 
very difficult position of not having access to key records held by 
other U.S. Government agencies, including the FBI and the CIA. 
And frankly, when you can’t check the terrorist watch list, that cre- 
ates an opening for terrorists. Moreover, there are too many 
uninvestigated complaints against USCIS personnel who issue 
green cards or work visas or asylum and other immigration stand- 
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ings representing grave vulnerabilities. Some of these personnel 
themselves have not been adequately investigated before being 
given the responsibility of frustrating attempts by terrorists and 
criminals to acquire the documentation needed to operate freely in 
the United States. 

One of today’s witnesses will tell of U.S. immigration documents 
being issued by foreign intelligence operatives. That is why I of- 
fered a successful amendment to the House immigration enforce- 
ment bill, to ensure that law enforcement is a top USCIS priority. 

A big part of the problem is that those deciding applications are 
under enormous pressure to reduce the backlog. The Department 
of Homeland Security Inspector General in November, in docu- 
menting the Agency’s poor management controls, found that it 
“continues to operate under production pressures.” Now, that is the 
jargon for “move the applications as fast as you can.” The March 
GAO report seconded that finding, noting that “production goals” 
are put over rooting out the type of fraud that terrorists commit 
in their planning. The system, it is clear, is rigged to approve im- 
migration applications, and the system is rigged to shortchange se- 
curity. This report also found that “a number of individuals linked 
to a hostile foreign powers intelligence service were found to have 
been employed as temporary alien workers on military research.” 
USCIS says it supports the ideal of “keeping America’s doors open, 
but well guarded.” The doors are open for sure, but I don’t see the 
security counter-balance, despite the lessons of 9/11. 

It is timely to examine these issues now, as Congress debates im- 
migration policy. The Senate may soon pass guest worker legisla- 
tion. This policy in which illegal immigrants are given legal status 
will place tremendous new burdens on a deeply-flawed USCIS. The 
President’s budget request includes $247 million for USCIS to im- 
plement a guest worker program. Guest worker program or not, 
and I hope not, more money without fundamental USCIS reform 
and the will to protect national security will accomplish nothing. I 
say that because of the Abouhalima case, in which that gentleman, 
in 1986, was able to legalize his status, claiming he was a seasonal 
agricultural worker; and once that was rubber-stamped, he then 
used that opportunity to obtain the documents to travel back to Af- 
ghanistan, where his handlers, al-Qaeda, trained him in putting to- 
gether the bomb that he would use in 1993, when he drove a van 
under the World Trade Center and set off the first attack against 
the World Trade Center. 

Proponents of this controversial proposal should understand the 
concerns that many of us have on the security front: Hoisting this 
new demand that millions of applicants onto this flawed agency 
would break its back, and dangerously compromise our national se- 
curity. A reading of the GAO report suggests that USCIS perform- 
ance is not improving. As Chairman of the Subcommittee on Inter- 
national Terrorism and Nonproliferation, I urge my colleagues and 
the American public to consider these serious shortcomings as we 
confront very resourceful terrorists who will do our nation as much 
harm as allowed. 

I will now turn to the Ranking Member for any statement he 
may wish to make. 

Mr. Sherman. 
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Mr. Sherman. Thank you, Mr. Chairman, for organizing this 
hearing. 

As we know, several of the 9/11 hijackers, after gaining entry to 
the U.S. using visitor’s visas, were able to extend their stays in the 
United States by obtaining student’s status and other so-called im- 
migration benefits from the INS. 

Now, the INS has ceased to exist under those letters. But the 
current Homeland Security arm of the former INS that granted 
those immigration benefits to the 9/11 hijackers, the U.S. Citizen 
and Immigration Services, the USCIS, is the focus of this hearing. 

I am glad that you have asked to join with us today Michael 
Maxwell, the former Director of USCIS Office of Security and In- 
vestigations. He was, in effect, the top internal affairs officer of 
USCIS. He no longer has that job. He will tell us that he was 
forced out, because he brought to light several security problems 
inside the Administration. 

And Mr. Chairman, I want to commend you personally for seeing 
that the role of Congress doing oversight of the Administration 
takes precedent over partisan concerns or which party you or I or 
the Administration may be in. Because no Administration of either 
party will function well without the kind of Congressional oversight 
I hope we see here today. 

Now, many of Mr. Maxwell’s obligations, while very dis- 
appointing, are not a huge surprise, given the reputation, much of 
it deserved, that the Department of Homeland Security has ac- 
quired in its brief history, and that the INS acquired in its long 
history. I know, at least in my Congressional office, and I think in 
just about everyone else’s Congressional office, in my term in Con- 
gress I have received more complaints about the INS than all other 
Federal agencies combined. And now, of course, those complaints 
come from the various Department of Homeland Security agencies 
that have taken over for the INS. 

Mr. Maxwell will tell us that 4 years after 9/11, and after all of 
the 9/11 Commission and all of the work on information sharing, 
watch list databases, after all that, more than 40 percent of USCIS 
benefit adjudicators — these are the people who approve or dis- 
approve immigration applications — 40 percent of the decision-mak- 
ers do not have access to basic criminal and national security infor- 
mation in the database used by the Agency. 

You know that there is the symbol of justice being blind, where 
you see a blindfold over justice. But imagine 40 percent of your ad- 
judicators actually wearing a blindfold instead of looking at the 
database to determine whether people are listed in the criminal or 
national security database. 

Why is this? Because the adjudicators themselves have not un- 
dergone a background investigation. And Mr. Maxwell’s former of- 
fice has only a handful of people dedicated to doing the background 
checks, so we haven’t even checked the checkers. And we have in- 
stead decided to blindfold them. 

Even more troubling, however, is Mr. Maxwell’s contention that 
there are more than 500 current complaints alleging criminal be- 
havior against USCIS employees involved in the process of immi- 
gration petitions and applications. Complaint alleging people have 
taken bribes, have improperly assessed sensitive information. From 
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what I gather from Mr. Maxwell’s testimony, which I have read but 
I look forward to hearing him provide, and from my staff meeting 
with them, some of these involve potential assistance to terrorists. 

Most troubling of all of the allegations, that foreign intelligence 
officials have been able to infiltrate USCIS. 

Mr. Maxwell alleges that these complaints go uninvestigated, or 
significantly underinvestigated, due to the lack of personnel dedi- 
cated to his former office. I believe that he will allege that top offi- 
cials at USCIS and top officials at the Department of Homeland Se- 
curity are aware of these allegations, and are simply unable to un- 
willing to do anything about them. 

Mr. Maxwell has many additional complaints. Some may relate 
to turf battles within an agency, but this goes way beyond turf bat- 
tles, to whether or not our national security is being guarded by 
the very agency established, the Department of Homeland Security, 
the very agency established to protect us. And I can commend Mr. 
Maxwell for coming forward. 

I also want to welcome our other distinguished witness, Janice 
Kephart. She is a former 9/11 Commission staffer, also a former 
Senate staffer. She was responsible for the Commission’s treatment 
of the travel of al-Qaeda terrorists who conducted attacks at the 
World Trade Center and the Pentagon. 

As all of us know, the 9/11 Commission was a model of bipar- 
tisan cooperation and professional dedication. And she should be 
proud to be part of that effort. 

I want to take an opportunity to make one more point, this coun- 
try has a significant debate about immigration, but that is chiefly 
a debate about illegal immigration. No matter what you think 
about illegal immigration, we need to properly process legal immi- 
grants. And we need to make sure that any change that we make 
in our immigration law does not overwhelm USCIS. 

It is not enough to adopt good policy, and that will be contentious 
here in Congress; it has to be a policy that the Agency is capable 
of administering. And as we will see today, the Agency has great 
difficulty administering even the present law. 

Now, in addition to the Agency, as we will see today, often let- 
ting the wrong people stay in this country for extended periods of 
time, the Agency has a highly-blemished record in terms of cus- 
tomer service. It may claim to have a customer service mentality, 
but in my dealings with the Agency I have seen situations where 
a husband and wife are told that they must live in separate coun- 
tries for decades. That would be a human rights abuse if any other 
country did it, or at least we would so comment. All because the 
Agency is incapable of simply making decisions in a reasonable 
amount of time. 

So I look forward to learning how we can make USCIS an agency 
that we can be proud of And I think we have got a long way to 
go. 

Mr. Royce. We will ask if there are any other opening state- 
ments, and we would ask that they be brief, because we are going 
to have recorded votes come up. 

Mr. Tancredo. 

Mr. Tancredo. Mr. Chairman, in that case I will certainly re- 
duce the amount of time I was going to use in an opening state- 
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ment to just say thank you for having this hearing. Others have 
looked into this, but I don’t believe as effectively as they should 
have, other Committees. 

I believe that there has been a reluctance on the part of others 
to actually get in depth into this issue for fear that there might be 
some embarrassment to the Administration or the USCIS itself. 

When we recognize the severity of the concerns that have been 
brought before us, then it is apparent, certainly to me, and I am 
so happy to say to you as the Chairman, that it doesn’t matter 
where these things go, we have to pursue them. 

And so I look forward to the testimony, Mr. Chairman. And I 
thank you again for having the guts to have this hearing. 

Mr. Royce. Thank you, Mr. Tancredo. Mr. Culberson. 

Mr. Culberson. Thank you, Mr. Chairman. I also want to com- 
mend you, and the Ranking Member, for holding this hearing. And 
I specifically thank Mike Maxwell for the very important testimony 
he is going to bring to this Committee. 

I can testify from personal experience with the Houston CIS of- 
fice that the problems that Mr. Maxwell uncovered as head of secu- 
rity for the agency as a whole, I saw personally in the Houston of- 
fice. 

The head of the Houston CIS office and the top ICE agent in 
Houston actually participated in a town hall meeting, called for il- 
legal aliens in April 2004, and reassured them that the Adminis- 
tration was not going to enforce the immigration laws. And that 
any illegal alien in Houston did not have to worry about being de- 
ported. 

I complained about it. Nothing was done to tell the people of 
Houston that the rule of law, our laws were going to be enforced. 
There is massive marriage fraud going on throughout the country. 
The Houston office, we have got examples, as I know Mr. Maxwell 
also will talk about, individuals being married, dozens and dozens 
of times, using the marriage loophole and fraudulent identities to 
bring criminal aliens into the United States. 

I also want to point out, Mr. Chairman, that in my Sub- 
committee — I serve on the Appropriations Committee, and I am 
grateful for you having me here — one of my Subcommittees has ju- 
risdiction over the Department of Justice and the FBI. And last 
week I confirmed again with the FBI Director that the FBI is 
aware of, they wouldn’t say exactly how many, but a number of in- 
dividuals from countries with known al-Qaeda connections who are 
changing their identities. They are changing their Islamic sur- 
names to Hispanic surnames, adopting false Hispanic identities, 
and using these false identities and speaking Spanish, pretending 
to be illegal immigrants and hiding among the flood of illegals com- 
ing over our border, and disappearing into the country. 

Further, Mr. Chairman, I also learned from Federal law enforce- 
ment authorities that many of these individuals from countries 
with known al-Qaeda connections adopting false Hispanic identities 
are white-collar professional people who are in positions that are 
needed in small rural communities in the United States — bankers, 
lawyers, engineers, architects. And these Islamic individuals pre- 
tending to be Hispanic crossing into the United States, unmolested. 
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are disappearing into these small rural communities, and van- 
ishing. 

It is a matter of deep concern to the country when we have un- 
fortunately, when the Administration tells us, for example, that 
there are no Mexican military incursions in the United States. Yet 
I have been given a, this is a plastic wallet card issued to border 
patrol agents on how to deal with Mexican military incursions. 

The truth, it is very important for the American people to get to 
the truth. And Mr. Maxwell’s testimony and the work of this Com- 
mittee is essential in that effort if we are going to protect the 
United States in an era when terrorists are sneaking in over our 
borders, pretending to be Hispanic. 

Also, as we will hear today, the country will learn that Osama 
bin Laden’s cousin could either walk across the border pretending 
to be Hispanic, or as we will hear today, he could come right 
through an office of CIS and adopt a false identity. And odds are 
CIS would never know it. 

And it is extraordinarily important testimony, Mr. Chairman. 
And I thank you for bringing this to the attention of the American 
people. 

Mr. Royce. Thank you, Mr. Culberson. Let me introduce the wit- 
nesses now. 

Ms. Janice Kephart is a nationally-recognized border security ex- 
pert. She specializes in the nexus between immigration and 
counterterrorism policy. She has authored and co-authored widely- 
acclaimed reports on these issues. Ms. Kephart served as a counsel 
to the National Commission on Terrorist Attacks Upon America, 
otherwise known as the 9/11 Commission. 

She is a key co-author of the 9/11 Commission Staff Report, “9/11 
and Terrorist Travel,” released in August 2004. Ms. Kephart has 
testified before Congress several times on a variety of national se- 
curity matters. 

Prior to her work on the Commission, Ms. Kephart served as 
counsel to the Senate Judiciary Subcommittee on Terrorism, Tech- 
nology and Government Information. In that position she also con- 
ducted oversight of Department of Justice counterterrorism pro- 
grams, as well as the Immigration and Naturalization Service. 

Mr. Michael Maxwell is the former Director of the Office of Secu- 
rity and Investigations within the U.S. Citizenship and Immigra- 
tion Services of the Department of Homeland Security. 

As the OSI Director, Mr. Maxwell was responsible for leading 
and managing a comprehensive security program for an agency of 
over 15,000 employees, in over 200 facilities worldwide, as well as 
its internal investigations and international operations branch. 

Mr. Maxwell joined DHS in 2002, with over 15 years of experi- 
ence in law enforcement, and in security operations ranging from 
leading a municipal police force as its chief, to participating in na- 
tional security operations throughout the world, both with the U.S. 
Government and as a contract employee of the FBI. 

Mr. Maxwell is a seasoned lecturer in the subjects of security 
planning and management, executive protection, law enforcement 
management, and special operations medicine. 

At this time, I ask that Mr. Maxwell and Ms. Kephart please 
stand and raise your right hand to take the oath. 
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[Witnesses sworn.] 

Mr. Royce. Let the record show that each of the witnesses an- 
swered in the affirmative. 

I remind witnesses that Members have reviewed your testimony, 
so your written reports will be entered in the record, and I would 
ask you to summarize. And Ms. Kephart, if you would begin, then 
we will go to Mr. Maxwell. 

TESTIMONY OF MS. JANICE KEPHART, PRINCIPAL, 9/11 
SECURITY SOLUTIONS, LLC 

Ms. Kephart. Thank you, Mr. Chairman. If I may enter into the 
record as well my report on immigration and terrorism I published 
last September, which is the basis for much of the reason you in- 
vited me here today. 

Mr. Royce. Without objection. 

Ms. Kephart. Thank you. Mr. Chairman Royce and Ranking 
Member Sherman, I am indeed proud to have had the honor to 
work for the 9/11 Commission. And I thank you for the opportunity 
this morning to discuss terrorist travel in USCIS. It is my first 
Congressional opportunity to discuss USCIS and immigration 
fraud, and I am deeply grateful to you for holding this hearing 
today. 

From the outset, let me make it clear that I, like many, consider 
the benefits and wealth of human potential that immigration 
brings to our country to be one of our greatest strengths as a na- 
tion. But to do so well, our borders must have integrity. To have 
integrity, we must scrutinize effectively those who seek to come 
here and stay here. September 11 taught us that secure borders 
are a matter of national security. 

Let me turn to terrorist travel, the reason I was invited here 
today. 

First, all terrorists share in common the need to get to their des- 
tination; and second, the need to stay at their destination as long 
as it takes to carry out whatever mission they are tasked with. 

But there is a hitch. Travel operations are risky business for ter- 
rorists. They must pass through borders to get to where they are 
going. In addition, they prefer the guise of legality so they can op- 
erate under the radar of law enforcement. To do so, they must sub- 
mit to government authorities that could find out who the terrorist 
is, and the danger that terrorist poses. That vulnerability for the 
terrorist should be an opportunity for governments to stop or 
hinder terrorist travel. 

And our studies show that when we stop terrorist travel, oper- 
ations are often stopped as well. But the way the system works 
now, we don’t take advantage of the opportunity. Instead, the sys- 
tem still encourages abuse. 

The opportunities to interdict terrorists inevitably exist, because 
nearly all terrorists I have studied use fraud in some manner to 
acquire their legal immigration status. The results are that we nat- 
uralize them. We give them legal permanent residency. We give 
them changes in status, religious worker status, asylum, and many 
other benefits that permit terrorists to come to our country and 
stay here for long periods of time. 
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The report I was asked to testify about today covers the immigra- 
tion histories of 94 indicted and convicted terrorists who operated 
in the U.S. between the early 1990s and 2004, including six of the 
9/11 hijackers. 

The report covers all varieties of terror organizations, not just al- 
Qaeda, along with all the varieties of terrorist activities conducted 
here. And these activities include raising money through crime or 
charities, recruiting, procuring dual-use items, or actually commit- 
ting an operation. Most of these require longer stays than a tourist 
is usually granted, thus making application for an immigration 
benefit likely. 

Among the report-specific findings, of the 94 foreign-born terror- 
ists who operated in the U.S., the study found that two-thirds, 59, 
committed immigration fraud prior to, or in conjunction with, tak- 
ing part in terrorist activity. Of the 59 terrorists that violated the 
law, many committed multiple immigration violations, 79 instances 
in all. 

In total, 34 individuals were charged with making false state- 
ments to an immigration official, 17 applied for asylum. Fraud was 
used not only to gain entry to the U.S., but to embed in the U.S., 
in this case getting immigration benefits. 

Once in the U.S., 23 terrorists became legal permanent residents, 
often by marrying an American. There were at least nine sham 
marriages. 

In total, 21 foreign terrorists became naturalized U.S. citizens. 
And all four 9/11 pilots abused the vocational student status in one 
manner or other. 

The two Trade Tower pilots, Marwan al Shehhi and Mohammed 
Atta, applied for a change of status from tourist to vocational stu- 
dent in the fall of 2000. Their identical applications requested nine 
more months than necessary for their schooling, requesting an end 
date of September 10, 2001. This misrepresentation should have 
been discernable by the adjudicator. 

In addition, both men used the filing of the application to erro- 
neously talk their way back into the United States in January, 
2001. 

Ziad Jarrah, the pilot of Pennsylvania Flight 93, came to the 
U.S. as a visitor, but started attending flight school full time on the 
very first day he arrived here, violating his status. He reentered 
the U.S. six subsequent times, each time a violation, and each time 
nobody knew because the school didn’t report him, and Jarrah 
never applied for a change in status. 

And Hani Hanjour, the Pentagon pilot, could not get a visa as 
a tourist in 2000, but got one as a student. He arrived, and never 
showed up for school. 

So what are the lessons learned? Terrorists will continue to try 
to come to the United States. To do so will require immigration- 
related plans, and often under a false guise of legality. Sham mar- 
riages, student status, and political asylum can all lead to legal 
permanent residency. Legal permanent residency is almost a cer- 
tain guarantee of naturalization in my study. 

These abuses will continue unless we design a system that can 
snuff out the abuse, and penalize it. 
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And what I want to emphasize here is that no border initiative, 
no matter what name it takes, will truly move this nation toward 
a more secure border unless all elements of the border apparatus, 
whether those in place to deal with legal or illegal persons, have 
mechanisms in place to deter, detect, and interdict those who seek 
to do us harm. 

So what do we need to do? My recommendations are outlined in 
my written testimony, but here are some of the main points. 

All immigration applications must require biometrics to verify 
identity. And I can’t emphasize that enough. 

Adjudicators must have access to electronic traveller histories 
containing each point of contact with the border system. We need 
better training and clearer guidelines for adjudicators. They need 
adequate resources for timely adjudications of applications. We 
need a fraud fee on all applications, whether it be a visa or an im- 
migration benefit, to fund anti-fraud activities. 

Robust fraud detection, deterrents, and interdiction worked out 
of a better and more robust fraud detection unit at USCIS. And 
what I did not mention in my written testimony, administrative 
sanctions against perpetrators who have substantive findings of 
fraud against them, and where the penalty is a time where they 
are banished from immigration benefits for a period of time. 

Thank you so very much, and I am happy to answer questions. 

[The prepared statement of Ms. Kephart and a portion of the ma- 
terial submitted for the record follow:] 

Prepared Statement of Ms. Janice Kephart, Principal, 9/11 Security 

Solutions, LLC 

INTRODUCTION 

Good afternoon and thank you for the opportunity to discuss terrorist travel and 
the national security role of U.S. Citizenship and Immigration Services (USCIS) 
with you today. My testimony stems from a basic commonality amongst all terrorist 
travel: that (1) terrorists need to get to their destination and (2) stay for however 
long the mission requirement is in order to be successful. It therefore becomes a 
mission of all elements of the U.S. border apparatus — such as the visa application 
to the port of entry through immigration benefits — to have mechanisms in place to 
deter, detect and interdict the fraud and illegalities that terrorists must inevitably 
use to push their way through the U.S. border apparatus. My testimony is based 
on the following work: 

• As a counsel to the Senate Judiciary Subcommittee on Technology, Terrorism 
and Government Information prior to 9/11 where I conducted 
counterterrorism investigation and oversight inquiries of legacy INS; 

• As a counsel on the 9/11 Commission “border security team” which produced 
the 9/11 Final Report border facts and draft lessons learned and recommenda- 
tions; 

• As the author of the immigration portions of 9/11 staff report, 9/11 and Ter- 
rorist Travel; and 

• As the author of a September 2005 Center for Immigration Studies report, 
“Immigration and Terrorism: Moving Beyond the 9/11 Staff Report on Ter- 
rorist Travel.” 

At the Commission, I was responsible for the investigation and analysis of the 
INS and current DHS border functions as pertaining to counterterrorism, including 
the 9/11 hijackers’ entry and embedding tactics once in the United States, such as 
the filing for immigration benefits and acquisition of identifications. My current 
work includes developing policy and operational solutions against terrorist travel 
and towards a more comprehensive border strategy that brings all the various ele- 
ments of our U.S. border apparatus at DHS and the State Department into a closer 
working relationship. 



10 


Please note that the views I present here today are my own, and do not nec- 
essarily reflect those of the 9/11 Commission. I want to thank both Chairman Royce 
and Ranking Member Sherman for holding this hearing. I am particularly pleased 
to be able to discuss the national security role of USCIS, as the issues regarding 
immigration benefits were such a seemingly small part of the overwhelming travel 
information that we developed at the 9/11 Commission that I have not heretofore 
had the opportunity to address Congress on this matter. So thank you for putting 
the spotlight on USCIS and my work in regard to terrorist abuse of immigration 
benefits. 

It is my hope that this Committee will continue to exercise its oversight authority 
on the important issue of terrorist travel and overall border security from the van- 
tage point of international relations. I hope this Committee will help insure that our 
Government works with our partners on both sides of our borders and overseas, as 
well as Interpol, which is making great strides in addressing issues of terrorist trav- 
el with their watch notices and lost and stolen passport data now being shared with 
US and other border inspectors around the world. 

IMMIGRATION BENEFITS POLICY — ^AN OVERVIEW 

I hope that our discussion today moves us closer to agreeing on how to solve some 
of the problems that have plagued our immigration benefits adjudications for dec- 
ades, many of which can be largely resolved by making sure that we implement the 
lessons learned as a result of the tragic events of September 11, 2001. Only then 
are we truly in a position to better assure the national security of the American peo- 
ple. 

From the outset, let me make it clear that I, like many, consider the benefits and 
wealth of human potential that immigration brings to this country to be one of our 
greatest strengths as a nation. However, I also believe that we owe it to all Ameri- 
cans to maintain the integrity of our borders. To do so, we must scrutinize effec- 
tively those who seek to come here and stay here. September 11 has taught us that 
secure borders are a matter of national security. 

Further, we will not have cohesive, coherent policies divested of special interests 
until we can acquire grassroots support for the good work our federal government 
should be doing to encourage legal immigration and discourage illegal immigration 
in light of the lessons learned from 9'lland other terrorist abuses of our immigration 
system. This should not be a difficult rallying call to the American people. The fact 
is that nearly all Americans agree that legal immigration enriches the United 
States. Polls also indicate that a high percentage of Americans do not approve of 
illegal immigration. Therefore, as we move forward with our policies on border secu- 
rity and immigration, we should consider emplo 3 dng a simple formula: does this 
policy provide for a more secure border apparatus while improving legal 
immigration or discouraging illegal immigration? Where the answer is “yes” 
to this question, the solution is worth pursuing. 

This formula could generate the set of policies that could drive forward real solu- 
tions that enables our border system to acquire respect. When our borders our re- 
spected, the American people will begin to see that the border system is providing 
the security they deserve and rightly demand. In the immigration benefits context, 
this means taking measures to deter, detect and prevent identification and docu- 
ment (USCIS calls this benefit) fraud — whether sought for economic or criminaPter- 
rorist reasons — while encouraging, facilitating and streamlining legitimate legal im- 
migration. 

Today I plan to discuss with you: (1) the 9/11 hijackers’ embedding tactics; (2) the 
results of my September 2005 study on the embedding tactics of 94 other terrorists; 
(3) recommendations for vastly reducing fraud and addressing national security con- 
cerns which should, in and of itself, manifest a more streamlined legal immigration 
processing. 

Lessons learned from the findings in sections (1) and (2) should include: 

1. the importance of USCIS in the national security agenda; 

2. the need for timely adjudications; 

3. based on 

a. clear law and guidelines; 

b. forensic document information; 

c. shared biometrically based traveler / visitor/ immigration histories 

d. robust fraud detection, deterrence and interdiction conducted by 
trained professionals; and 

e. followed up by trained law enforcement professionals in either the 
criminal (ICE) or administrative (USCIS) arenas. 
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4. adequate line-item budget to support the mission; and 

5. legislative policy support for the mission. 

9/11 hijackers’ embedding tactics 

In 9111 and Terrorist Travel, my able colleagues and I discussed in depth the 
many varieties of terrorist travel tactics. These include fraudulent manipulations of 
passports, terrorist “calling card” indicators, abuse of a leix Saudi visa adjudication 
process, and a solid understanding of how to acquire immigration benefits such as 
a change of status from tourist to student, or a tourist extension of stay. We also 
discuss how one 9/11 pilot abused the vacuum of information between the State De- 
partment consular officers responsible for adjudicating information and immigration 
benefit application information, a loophole largely closed today with the Student and 
Exchange Visitor Information System (SEVIS). Another pilot absconded from the 
immigration benefits system altogether, never seeking to change his tourist status 
to student despite attaining his pilot’s license while in the United States. Two other 
pilots sought to change their status from tourist to student, enabling them to subse- 
quently re-enter the United States under confusing legal guidelines. Another hi- 
jacker sought to extend his stay, did so too late, but was approved anyway. 

The 9/11 hijackers also acquired a total of 28 state-issued identifications or driv- 
ers’ licenses (with four additional issued as duplicates) six of which we know were 
used at ticket counters on the morning of 9/11.^ 

Below is a narrative, roughly chronological, explaining the various 9/11 hijackers’ 
encounters with immigration benefits, at that time housed in legacy INS, and today 
housed at the USCIS. The material here is pulled — and to the extent possible, sum- 
marized — from the 9111 Final Report and 9111 and Terrorist Travel. 

Seeking an extension of tourist length of stay 
Nawaf al Hazmi was one of two “muscle” hijackers that came to the United 
States on January 15, 2000 to go to flight school to prepare for the 9/11 operation. 
He and his colleague (Khalid al Mihdhar) would become subjects of a watchlist 
hunt in late summer 2001, but in early 2000 they came into LAX from Bangkok 
and received the standard six-month stay that all visa-holding tourists receive. 

On July 12, 2000, although failing flight school, Nawaf al Hazmi filed to extend 
his stay another six months in the United States, which was due to expire on July 
14, 2000. At this point he was under orders from 9/11 mastermind Khalid Sheikh 
Mohamed (KSM) to stay in the United States. His passport contained a suspicious 
indicator of extremism, but neither the border inspectors at LAX nor immigration 
benefits adjudicators knew of this indicator; in fact, no one in intelligence paid at- 
tention to it until after 9/11.^ 

On June 18, 2001, nearly a year after the al Hazmi filed his application, the INS 
approved the extension of stay to January 15, 2001. As I wrote in 9111 and Terrorist 
Travel: “technically, the application was late, since the INS received it in July 2000, 
after his length of stay had expired; they therefore should not have adjudicated it. 
However, even with this late adjudication al Hazmi was still an overstay as of Jan- 
uary 16, 2001. Al Hazmi never knew that his extension had been approved — the 
notice was returned as “undeliverable” on March 25, 2002.” 

Seeking a change of status from tourist to student — and not 
Ramzi Binalshihh was originally slated to be one of the four 9/11 pilots. He tried 
four times to obtain a visa to come to the United States; in May and July 2000 in 
Germany, back in Yemen in September 2000, and once more in Berlin in November 
2000. What is interesting about Binalshibh is that he thought, despite his failed at- 
tempts to come in legally, that he may be able to enter and stay if he could marry 
an American woman. He even corresponded via email with a woman in California 
for a short time. Mohammed Atta, the operational ringleader of 9/11 and the 
pilot of Ameriean Airlines Flight 11 — North Tower World Trade Center, 


^9111 and Terrorist Travel: Staff Report of the National Commission on Terrorist Attacks Upon 
the United States. Franklin, TN: Hillsboro Press, Sept. 2004, p. 44. 9/11 and Terrorist Travel 
is available in book form from Hillsboro Press. Available at http://providence-publishing.com/ 
Merchant2/mer- 

chant.mvc?Screen=PROD&Store Code=PP&Product Code=9ATT&Category Code=FTANR. It 

contains corrections to the web version of the staff monograph, along with glossies of the travel 
documents in the appendices of the report. (I do not receive any royalties from its sales.) 

^9/11 and Terrorist Travel, p. 43. 

^9/11 and Terrorist Travel, p. 17. 

‘^9111 and Terrorist Travel, p. 34. 
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however, likely considered it too risky, and told Binalshibh to stop the correspond- 

6I1C6.^ 

In early 2000, Atta, Ziad Jarrah (pilot of United Airlines Flight 93 — Penn- 
sylvania), and Binalshibh returned to Germany from Afghanistan. Binalshibh and 
Atta, stopped to visit with the 9/11 plot mastermind KSM on their return. KSM had 
spent three years in the United States as a student in North Carolina, and was fa- 
miliar with both U.S. culture and U.S. border functions. In 1983, KSM enrolled first 
at Chowan College, a Baptist school in Murfreesboro, North Carolina, and then at 
North Carolina Agricultural and Technical State University in Greensboro. There 
one of his classmates was Ramzi Yousefs brother, who himself later became an al 
Qaeda member while Yousef planned the 1993 World Trade Center and Bojinka 
plots with KSM. Not swayed in the least bit by American culture or democratic 
ideals, he told his captors in 2003 that even during his U.S. stay in the 1980s he 
considered killing the radical Jewish leader Meir Kahane when Kahane lectured in 
Greensboro. KSM graduated with a mechanical engineering degree in December 
1986 and then left the United States permanently, (although he did receive a visa 
to visit the United States in July 2001 that was never used).® 

Binalshibh states that it was at this early 2000 meeting that KSM provided de- 
tails about how to get in and live in the United States to Atta, Jarrah and himself. 
Marwan al Shehhi (pilot of United Airlines Flight 175 — South Tower World 
Trade Center) also met with KSM.'^ We know that Al Qaeda trained their troops 
in terrorist travel, including how to deceive border personnel and others about their 
affiliation by changing both their radical behaviors and their appearance upon de- 
parting Afghanistan.® 

Once back in Germany, the four began searching for appropriate flight schools. 
Atta did his homework, requesting information via email from 31 various U.S. flight 
schools.® Jarrah decided that he should learn to fly in the United States. i® And 
that is what he did. From the day of his first entry in June 2000 on a tourist visa, 
he proceeded to become a full time student at the Florida Flight Training Center 
in Venice, Florida until January 31, 2001. He never did not seek a student visa, 
nor ever seek to file an immigration change of status with legacy INS once in the 
United States. Instead, he used his tourist visa to re-enter the United States six 
times from June 2000 until his last entry on August 5, 2001. 

The failure to seek the change of status made him inadmissible and subject to 
removal each of the subsequent six re-entries. However, because neither the school 
nor Jarrah complied with notice requirements under the law, no one knew Jarrah 
was out of status. Both Jarrah and the school remained under the radar of potential 
immigration enforcement. Further complicating potential enforcement action was 
that at the time there was no student tracking system in place and the school cer- 
tification program was highly flawed.^^ 

The following I lifted out of my work in 9/11 and Terrorist Travel: 

On July 3, 2000, al Shehhi and Atta enrolled at Huffman Aviation to take flight 
lessons. Neither violated his immigration status: attending flight school was per- 
mitted as long as their entrance to the United States was legal and they sought to 
change their status before the expiration of their length of stay in late November 
and early December. As required by Huffman, both began training as private pi- 
lots. 

On September 15, 200 Huffman Aviation’s Student Coordinator assisted Atta in 
filling out the student school form I-20M, required by the INS to demonstrate 
school enrollment. Al Shehhi also received an I-20M signed by this coordinator. 
Both Atta’s and Shehhi’s 1-539 applications to change their immigration status 
from tourist (B-l/B-2) to vocational student (Ml) were mailed to the INS. Both ap- 
plications requested that their status be maintained until September 1, 2001. The 
contents of the applications are substantially the same, including the same financial 
statement of support, bank statement, and lease. Also in September, the two took 
flying lessons at Jones Aviation in nearby Sarasota, Florida. They spent a few hours 
a day flying at Jones, struggling as students because of their poor English. They 
were aggressive, even trying to take over control of the aircraft from the instructor 
on occasion. They failed their instrument rating tests there, and returned to 


^The 9/11 Commission Final Report, (authorized edition), p. 519, note 52 to Chapter 7. 
^The 9/11 Commission Final Report, pp. 145—150. 

The 9/11 Commission Final Report, p. 496, notes 97, 98 to Chapter 5. 

^The 9/11 Commission Final Report, p. 519, notes 99, 100 to Chapter 5. 

^The 9/11 Commission Final Report, p. 519, notes 103 to Chapter 5. 

^^The 9/11 Commission Final Report, p. 519, notes 102 to Chapter 5. 

^^^9/11 and Terrorist Travel, p. 17. 

^^^9/11 and Terrorist Travel, p. 17. 
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Huffman. They eventually passed their tests at Huffman, and started logging in 
hours in the air. 

As is well known from the Justice Department’s OIG report, for a variety of rea- 
sons pertaining to processing at immigration service centers, Atta and al Shehhi 
actually had their applications to change their status from tourist to vocational stu- 
dent approved and then received by Huffman Aviation on March 11, 2002. n That 
report concludes, in part, as follows: 

OIG Conclusions Regarding the Delay in Sending the 1-20 Forms to Huffman 
Aviation 

Huffman Aviation received its copies of Atta’s and Alshehhi’s 1-20 forms in 
March 2002, more than a year and a half after the forms were submitted to 
the INS in September 2000 and approximately seven months after the 1-539 
change of status applications were approved in July and August 2001. 

We found that the delay in sending the 1-20 forms to Huffman Aviation was 
attributable to several causes. First, the INS did not adjudicate Atta’s and 
Alshehhi’s 1-539 change of status applications for approximately 10 months. 
The INS has historically placed a low priority on the adjudication of 1-539 ap- 
plications, and the adjudication of these applications was significantly back- 
logged in 2001. 

Second, after Atta’s and Alshehhi’s applications were approved in July and 
August 2001, ACS did not receive the 1-20 forms from the INS for approxi- 
mately two months after adjudications. Processing was delayed for many weeks 
due to disorganization in the INS’s system for mailing the I-20s to ACS. 

Third, ACS processed Atta’s and Alshehhi’s 1-20 forms quickly upon receipt 
in September 2001 but did not mail the forms to Huffman Aviation for almost 
180 days. ACS’s actions were consistent with its understanding of its contract 
at the time and were consistent with its handling of other 1-20 forms processed 
by ACS at the time. However, we found evidence that the INS had intended 
for the I-20s to be mailed to schools within 30 days not after 180 days. 

Adjudication of Atta’s and Alshehhi’s I-539s 

In addition to investigating what caused the delay in the INS’s processing of 
the I-20s that were sent to Huffman Aviation on March 11, 2002, we evaluated 
whether the INS properly approved Atta’s and Alshehhi’s change of status ap- 
plications. 

The adjudication of 1-539 change of status applications consists primarily of 
a review to ensure that the applicant has submitted the proper documents and 
the proper fee. This process is not designed to screen for potential criminals or 
terrorists; it is designed to ensure that applicants can demonstrate that they have 
the financial resources to support themselves while in the United States. INS em- 
ployees at all levels told the OIG that the INS’s philosophy with respect to ap- 
plications for INS benefits, and specifically the change of status benefit, is that 
applicants are presumptively eligible for the benefit unless they affirmatively 
demonstrate that they are not eligible.^^ 

An extension of stay request at the Miami Immigration District Office 

One of the most interesting anecdotes from the 9/11 terrorist travel story is Atta’s 
May 2, 2001 attempt to obtain an extension of stay for another 9/11 colleague, who 
I believe was likely Jarrah. The two (with a third) probably stood in line at the 
Miami Immigration District Office for hours, just getting seen before lunch that day. 
INS district offices adjudicate all types of immigration benefits, and what Atta 
wanted was for his companion to receive the same eight-month length of stay that 
Atta had (wrongfully) received in a January 2001 entry where he was erroneously 
permitted to enter, and then erroneously given a longer length of stay than per- 
mitted under the law. The officer who adjudicated Atta’s request was an airport in- 
spector on her first tour of duty in an immigration benefits office and remembered 
the encounter vividly when I interviewed her. 

The shorter version of the story as I relate it in 9111 and Terrorist Travel is as 
follows: 


^ 39 /ii and Terrorist Travel, p. 19. 

^'’Department of Justice Office of the Inspector General “The Immigration and Naturalization 
Service’s Contacts With Two September 11 Terrorists: A Review of the INS’s Admissions of 
Mohamed Atta and Marwan Alshehhi, its Processing of their Change of Status Applications, and 
its Efforts to Track Foreign Students in the United States,” May 20, 2002. 

’3 http://www.usdoj.gOv/oig/special/0205/chapter4.htm#Vl 
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The inspector recalled taking both passports to see if they had genuine visas. 
She also looked at the 1-94 arrival records in the passports. Atta’s companion 
had received a six-month stay as a tourist, with an end date of September 8, 
2001. She also noticed that Atta had been admitted as a tourist for eight 
months. During this time, Atta was quiet. She told Atta, “Someone gave you 
the wrong admission and I’m not giving your friend eight months.” 

The inspector then went to her supervisor, informed him that Atta had been 
granted an incorrect length of stay, and asked permission to roll it back to six 
months. The supervisor agreed. The inspector then tore the 1-94 record out of 
Atta’s passport, and created a new 1-94 for six months, which allowed Atta to 
remain in the United States until July 9, 2001. On the record she wrote: “1- 
94 issued in error at MIA [Miami International Airport]. New 1-94 issued.” The 
inspector then took a red-inked admission stamp, rolled the date back to Janu- 
ary 10, and stamped Atta as a B-2 tourist. She wrote in a length of stay until 
July 9, 2001, and handed Atta back his passport and new 1-94 record. Atta took 
the documents, said thank you, and left with his companions.'^® 

The result of this inspector’s good work was that instead of Jarrah being legally 
in the country along with Atta until 9/10/01, Atta had to leave in July prior to the 
expiration of his legal length of stay. It was to no avail, but it was another missed 
opportunity for law enforcement. 

I authored the following material on Hani Hanjour (pilot American Airlines 
Flight 77 — Pentagon) for 9/11 and Terrorist Travel. It was not included in the 
final product because its content pre-dated Hanjour’s affiliation with the 9/11 plot. 
However, because it makes for an interesting case of how Hanjour manipulated im- 
migration benefit adjudications throughout the 1990s up until his last U.S. visa ap- 
plication, it is here in full. 

This is this content’s first release to the public. (My 9/11 Commission colleague, 
Tom Eldridge did the visa portions of this piece.) I have not included the footnotes, 
as the Commission interviews used for these portions were covered by a nondisclosure 
agreement with the State Department. 

Until we have all applications biometrically based to verify and freeze identities 
and all immigration histories available to all personnel — from visa adjudications 
through immigration benefits — the confusion and fraud in our immigration benefits 
system, as demonstrated below, will continue. 

Hani Hanjour, Pilot of American Airlines Flight 11 

Hani Hanjour was born August 30, 1972, in Taif, Saudi Arabia. He is the first 
9/11 hijacker to acquire a U.S. visa and come to the United States. He enters 
four times prior to September 11, seeking a U.S. education three of those four 
times. Hanjour is the only hijacker to have a lengthy familiarity with the 
United States prior to the operational build-up for the plot. There is no indica- 
tion, however, that Hanjour was made part of the operational plot until some- 
time before his last entry into the United States in December 2000. 

Hanjour’s first two visas and entries, in 1991 and 1996. 

Immigration records for Hanjour indicate that he acquires B2 (tourist) visas 
for his first two entries into the United States in Saudi Arabia in September 
1991 and March 1996. Hanjour enters the United States on these visas within 
a month of acquiring them on October 3, 1991 and April 2, 1996. There is no 
record as to when Hanjour leaves after his first entry in October 1991. He is 
given a six-month stay. 

Records do indicate that when Hanjour returns in April 2, 1996, he is given 
a six-month length of stay as a tourist. Hanjour’s March 1996 tourist visa is 
issued with a notation on the application stating “prospective student, school 
not yet selected”. On June 7, 1996, Hanjour files an INS 1-539 application to 
change status from tourist to an academic student to attend the ELS Language 
Center in Oakland, California until May 20, 1997. The application is quickly ap- 
proved twenty days later, on June 27, 1996. 

Well before his length of stay is up, Hanjour leaves the United States again 
in November 1996. 

Hanjour’s 1997 visa and entry 

Hanjour’s second two visas and entries from Saudi Arabia are on one-year 
academic visas, one into Atlanta on November 16, 1997, and the last into Cin- 
cinnati on December 8, 2000. 


1^9/11 and Terrorist Travel, pp. 30—31. 
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On his November 1997 application, Hanjour spells his last name “Hanjoor.” 
It is not uncommon to see Arabic names spelled in various ways. Hanjour an- 
swers “no” to the question “Have you ever applied for a U.S. visa before, wheth- 
er immigrant or nonimmigrant?” He also answers “no” to the question “Have 
you ever been in the U.S.A.?” Because there is evidence that Hanjour has been 
in the United States on a B2 (visitor) visa twice before, it appears that 
Hanjour’s application contains at least one false statement. 

It is difficult to establish the intent behind these false statements. The appli- 
cation does bear a signature that appears identical to the signature on 
Hanjour’s two 2000 visa applications. However, the application form also indi- 
cates that it is prepared by “Siddiqi/ Samara Travel.” Thus, the false statements 
may have been inadvertent, due possibly to a travel agent who filled out the 
form before Hanjour signed it. 

In addition to the false statements, Hanjour also leaves some portions of the 
application blank. For example, although Hanjour lists his occupation as “stu- 
dent” and he does not fill in the field asking for the “name and street address 
of present employer or school.” (We do not know whether he was asked the 
name of the school he wanted to attend in the US.) Not surprisingly, Hanjour 
also leaves blank the question “Are you a member or representative of a ter- 
rorist organization?” 

The consular officer who adjudicates Hanjour’s 1997 visa application inter- 
views him on November 2, 1997. This officer says that the decision to interview 
a Saudi citizen in Jeddah was a “case-by-case” decision, but that they would 
interview 50-60 percent of Saudis who applied in Jeddah during this time pe- 
riod. The officer said their colleagues advised them of this interview policy after 
they arrived in Jeddah. The interviews often were cursory, a comparison be- 
tween the person applying and the photo they submitted, plus a few questions 
about why the applicant wanted to go to the United States. Because the officer 
who interviews Hanjour cannot read or speak Arabic, he relies on local embassy 
staff or an American colleague to help him conduct interviews. Similarly, the 
officer relies on experienced local staff to spot any anomalies in an application. 
The officer told us that they interviewed Hanjour during “the low season,” pos- 
sibly indicating that they had more time to conduct interviews. 

It is not uncommon to request the applicant to provide additional documenta- 
tion before a certain visas could be granted. For example, a student applicant 
was required to present an INS form 1-20 and proof of funds sufficient to pay 
for the education. If the applicant wanted to go to the United States to attend 
flight school — something common in Jeddah because Saudi Airlines was 
headquartered there — consular officers would request to see a letter from a 
bank showing the amount in the applicant’s bank account in order to establish 
whether they could, in fact, afford to pay for the schooling. 

The officer did not specifically recall many details of their interview of 
Hanjour on November 2, 1997, but was able to reconstruct some aspects of it 
contemporaneously from notes on the visa application. During the course of the 
interview, the officer wrote down on the face of the application “has cash,” “trav 
alone,” and “wants to go to flight school.” The officer told us that he believed 
he must have looked at a bank statement from Hanjour in order to conclude 
he “has cash.” The officer also believed based on his review of the application 
that, during his interview of Hanjour, he established that he was traveling 
alone, and that his spoken English ability matched the requirements of his stu- 
dent visa. 

The officer said they would not have known about Hanjour’s prior travel to 
the U.S. unless it was reflected in his passport. The officer also said they could 
not understand why Hanjour would have sought to cover up prior travel to the 
U.S. “It’s perplexing that they would hide that because it works in their favor,” 
the officer said. The officer did say, though, that a Saudi who had been to the 
United States twice before, as Hanjour apparently had been, and who then ap- 
plied to go to the U.S. for English studies would have “raise[d] an eyebrow” be- 
cause a student visa applicant must demonstrate they have made reasonable 
progress in their studies. The officer said they did deny visas to underper- 
forming Saudi students on some occasions. 

The officer also said that it was not uncommon for Saudis to have third par- 
ties prepare their visa applications, and not uncommon for those third parties 
to make mistakes. It was not unusual for Saudis to not fill out their applica- 
tions completely, including failing to sign their application, so that Hanjour’s 
failure to answer the question about being a member of a terrorist organization 
was not unusual in his experience. In general, the officer told us, they felt they 
could make visa adjudications with only the basic biographical information 
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Saudis typically provided. However, the officer made a point of telling us that 
“it bothered me; it disturbed me” to accept so many incomplete applications 
from Saudis. When they raised it at post, they were told by the local staff, “well, 
we have always done it this way.” 

Finally, the officer checked the CLASS database for any derogatory informa- 
tion on Hanjour. There were no “hits.” Thus, based on a review of Hanjour’s 
documents, his interview with him and his check of the CLASS name check 
database, the consular officer issued Hani Hanjour an F-1 (student) Visa of 12 
month’s duration. 

After being issued the one-year academic FI visa on November 2, 1997, 
Hanjour travels on November 16 of that year to the United States on that visa 
and is granted a two-year length of stay. The visa is for attendance at the ELS 
Language Centers in Florida. On June 16, 1998, however, Hanjour decides to 
attend flight school. He files a second 1-539, this time seeking a change of sta- 
tus from an FI academic student to a Ml vocational student to attend the Cock- 
pit Resource Management Airline Training Center in Scottsdale, Arizona from 
July 30, 1998 to July 29, 1999. Eight months later, the INS requests supporting 
evidence. By April 1999, having already attended the flight school and received 
a commercial pilot license from FAA without ever acquiring INS approval to 
change his status to an Ml, Hanjour departs again in December 1999. This I- 
639 will not be approved until January 16, 2001. By this point, Hanjour has 
already acquired a new academic visa and re-entered the United States for his 
last time. 

These entries on Hanjour are lifted from 9'11 and Terrorist Travel: 

September 10. Hani Hanjour again applied for a B1/B2 (tourist/business) visa 
in Jeddah, Saudi Arabia. Hanjour submitted a new passport issued on July 24, 
2000. He stated on his application that he would like to stay for three years in the 
United States, an answer that triggered concern in the minds of consular staff that 
he was at risk of becoming an immigrant to the United States if he were granted 
the visa. A consular employee who screened Hanjour’s application forwarded him to 
a consular officer for an interview. Hanjour told the consular officer that he was 
going to attend flight training school in the United States and wanted to change 
his status to “student” from “tourist” once he arrived in the United States. “Look, 
you have spent enough time in the States” to know what you want to do there, the 
officer told Hanjour. Based on Hanjour’s prior travel to the United States, the officer 
said to him, he did not qualify for a tourist visa in order to go to the U.S. and find 
a school “because he had been in the States long enough to decide what he wanted.” 
For these reasons, the officer denied Hanjour’s application under INA section 
221(g).i^ 

September 25. Hanjour returned to the Jeddah consulate and, apparently hav- 
ing listened to what the consular officer told him, submitted another application for 
a student visa. This time, Hanjour stated a desire to attend the ELS Language Cen- 
ter in Oakland, California. A consular official — probably the intake screener — wrote 
a note on his application indicating that Hanjour had been denied a visa under sec- 
tion 221(g) on September 10. The same consular officer who had interviewed 
Hanjour in connection with his September 10 application also processed this one. 
He recalled to us that Hanjour or someone acting on his behalf submitted an INS 
school enrollment form, or 1-20 — required to qualify for a student visa — to the con- 
sulate late on September 25, 2000. “It came to me, you know, at the end of the day 
to look at it. I saw he had an 1-20, and it [his visa] was issued.” 

State Department electronic records indicate that this approval allowed Hanjour 
to “overcome” his September 10 visa denial, another indication that multiple appli- 
cations can be considered “one case.” State Department records erroneously recorded 
the visa issued to Hanjour as a B-l/B-2 (business/tourist) visa when, in fact, it was 
an F (student) visa that was printed and put in Hanjour’s passport. In addition, 
Hanjour had already received an approved change of status to attend this same 
English language school in 1996. But that approval was granted by the INS in the 
United States, and the State Department had no record of it. The consular officer 
told us that if he had known this information, he might have refused Hanjour the 
visa.'^® 


^’^9/11 and Terrorist Travel, pp. 18—19. 

and Terrorist Travel, p. 19. 
^^9/11 and Terrorist Travel, p. 20. 
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IMMIGRATION AND TERRORISM: MOVING BEYOND THE 9/11 STAFF REPORT ON TERRORIST 

TRAVEL (SEPT. 2005) 

There is nothing more important to a terrorist than getting where he needs to 
go and being able to stay there long enough to carry out his or her instructions. 
We call this “embedding.” As I wrote in 9111 and Terrorist Travel, “while the rhet- 
oric continues to focus on the critical mission of terrorist entry, virtually no atten- 
tion is being given to the most recent information about terrorist travel and to the 
mission ... of preventing terrorists who get in from staying in.” 

Overview of Report Findings 

The inadequacies of our Citizenship and Immigration Services agency continue to 
make embedding relatively easy. Religious worker visas are known to carry a 33 
percent fraud rate.^^ Political asylum and naturalization are two of the benefits 
most rampantly abused by terrorists. And even when naturalization is acquired, we 
do not require the new U.S. citizen to renounce his or her country of origin, or hand 
in old passports. One well-known terrorist and naturalized U.S. citizen, 
Abdulrahman Alamoudi, now spending 23 years in prison for illegal financial deal- 
ings with the Libyan government (which included a plot to assassinate a Saudi 
prince), was able to hide much of his travel abroad from U.S. immigration inspectors 
for years by using his old passports for travel while he was visiting countries out- 
side the United States. 

My September 2005 Center for Immigration Studies report. Immigration and Ter- 
rorism: Moving Beyond the 9/11 Staff Report, covers the immigration histories of 94 
terrorists who operated in the United States between the early 1990s and 2004, in- 
cluding six of the September 11th hijackers discussed above. The report included 
persons with a clear nexus to terrorist activity, with nearly all of these individuals 
indicted or convicted for their crimes. The report was built on prior work done by 
the 9/11 Commission and the Center for Immigration Studies, providing more infor- 
mation than has been previously been made public. 

The findings show widespread terrorist violations of immigration laws and abuse 
of the U.S. immigration benefits system. In fact, 11 of the violations noted in the 
report were persons who had acquired immigration benefits before or around 9/11, 
but whose terrorist plots within the United States occurred after 9/11. Violations 
were rampant with plots to blow up a shopping mall in Ohio, for example, along 
with surveillance of financial buildings in northern New Jersey/New York and North 
Carolina. 

The findings also show that not just A1 Qaeda violates our immigration laws — 
the study cuts across a variety of terrorist organizations. 

Many of these terrorists may have been affiliated with one or more terrorist or- 
ganizations, but 40 individuals are associated with al Qaeda, 16 with Hamas, 
16 with either the Palestinian or Egyptian Islamic Jihad, and six with 
Hizballah are specifically identified. Three are unaffiliated but of a radical 
Islamist background; one each is affiliated with the Iranian, Libyan or former 
Iraqi governments; one each is associated with the Pakistani terrorist groups 
Lashkar-e-Taiba and Jaish-e-Mohammad; and the affiliations of eight others in- 
dicted or detained on terrorism-related charges are unknown.^® 

The report highlights the danger of our leix immigration system, not just in terms 
of whom is allowed in, but also how terrorists, once in the country, used weaknesses 
in the system to remain here. The report makes clear that USCIS must be an inte- 
gral player in border security, raising the bar on its usual persona as merely a cus- 
tomer service agency to one of having a critical role in national security — the last 
chance to say no to a terrorist who seeks to stay here longer under U.S. immigration 
laws. 

The summary of findings in the report is as follows ( these are lifted verbatim from 
the report): 

• Of the 94 foreign-born terrorists who operated in the United States, the study 
found that about two-thirds (59) committed immigration fraud prior to or in 
conjunction with taking part in terrorist activity. 


299 /ii and Terrorist Travel, p. 164. 

21 Janice L. Kephart, “Immigration and Terrorism: Moving Beyond the 9/11 Staff Report on 
Terrorist Travel,” Center for Immigration Studies (Sept. 2005). 

22 USCIS Fraud Detection and National Security Benefit Fraud Assessment statistic. 

23 Janice L. Kephart, “Immigration and Terrorism: Moving Beyond the 9/11 Staff Report on 
Terrorist Travel,” Center for Immigration Studies (Sept. 2005), p. 11. 
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• Of the 59 terrorists who violated the law, many committed multiple immigra- 
tion violations — 79 instances in all. 

• In 47 instances, immigration benefits sought or acquired prior to 9/11 enabled 
the terrorists to stay in the United States after 9/11 and continue their ter- 
rorist activities. In at least two instances, terrorists were still able to acquire 
immigration benefits after 9/11. 

• Temporary visas were a common means of entering; 18 terrorists had student 
visas and another four had applications approved to study in the United 
States. At least 17 terrorists used a visitor visa — either tourist (B2) or busi- 
ness (Bl). 

• There were 11 instances of passport fraud and 10 instances of visa fraud; in 
total 34 individuals were charged with making false statements to an immi- 
gration official. 

• In at least 13 instances, terrorists overstayed their temporary visas. 

• In 17 instances, terrorists claimed to lack proper travel documents and ap- 
plied for asylum, often at a port of entry. 

• Fraud was used not only to gain entry into the United States, but also to re- 
main, or “embed,” in the country. 

• Seven terrorists were indicted for acquiring or using various forms of fake 
identification, including driver’s licenses, birth certificates. Social Security 
cards, and immigration arrival records. 

• Once in the United States, 16 of 23 terrorists became legal permanent resi- 
dents, often by marr3dng an American. There were at least nine sham mar- 
riages. 

• In total, 20 of 21 foreign terrorists became naturalized U.S. citizens.^"* 

A Note on Hizballah 

Recent news reports about the affiliation of Iran with Hizballah and concerns that 
U.S. military action against Iran could trigger Hizballah attacks against U.S. troops 
in Iraq and civilian targets within the United States warrant mention in the immi- 
gration context here. Below I relate two known Hizballah schemes for entry and 
stay in the United States: one uses USCIS benefits, and the other is illegal entry 
which is outside the purview of this hearing, but worth mentioning within the light 
of the current pending immigration legislation and debate. 

Sham marriage. From January 1999 through January 2000, Said Mohamad 
Harb, one of the key figures in Hizballah’s North Carolina cigarette smuggling op- 
eration run by Mohamad Hammoud, which raised millions of doUars for 
Hizballah, helped secure three fraudulent visas and three sham marriages. He was 
able to “legally” bring his brother, brother-in-law, and sister into the United States 
so that they might become legal permanent residents. 

The two men each obtained a nonimmigrant visa from the U.S. embassy in Cy- 
prus; though given one- and two-week lengths of stays for conducting business in 
the United States, each married a U.S. citizen immediately after his arrival and 
therefore was allowed to stay indefinitely. In the case of Harb’s sister, a male U.S. 
citizen was paid to meet her in Lebanon and then travel with her to Cyprus, where 
their marriage enabled her to acquire an immigration visa. In June 2000, Harb also 
attempted to give an immigration special agent a $10,000 bribe so that another 
brother could enter the United States.^® All the conspirators were convicted of all 
counts against them, including the immigration violations. 

Alien smuggling. Hizballah is well known for its illegal smuggling tactics into 
the United States. 

Around February 2001, Mahmoud Youssef Kourani, a Hizballah operative who 
pled guilty to terrorism charges in Detroit in April 2005, entered the United States 
illegally. Kourani left Lebanon to travel to Mexico after bribing a Mexican consulate 
official in Beirut with $3,000 to obtain a Mexican visa. Once in Mexico, he sought 
entry into the United States. He succeeded: he illegally entered the United States 
across the southwest border by hiding in a car trunk.^® 

In November 2003, a federal grand jury indicted Kourani on charges of con- 
spiring to provide material support to Hizballah, a designated foreign terrorist orga- 
nization. The indictment alleges that Kourani was a “member, fighter, recruiter. 


24 Janice L. Kephart, “Immigration and Terrorism: Moving Beyond the 9/11 Staff Report on 
Terrorist Travel,” Center for Immigration Studies (Sept. 2005), p. 7. 

25 USA V Hammoud, et al. WDNC OO-CR-147. “Superseding Indictment.” Mar. 28, 2001. 

25 USA V. Kourani. EDMI 03-CR-81030. “Government’s Written Proffer in Support of its Re- 
quest for Detention Pending Trial.” Jan. 20, 2004. 
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and fundraiser for Hizballah who received specialized training in radical Shiite fun- 
damentalism, weaponry, spy craft, and counterintelligence in Lebanon and Iraq.” It 
also claims that Kourani recruited and raised money for Hizballah while in Leb- 
anon.2'^ Government documents also state that Kourani alone sent hack about 
$40,000 to Hizballah. 

Salim Boughader Mucharrafille is the well-known Lebanese-Mexican smuggler 
who is the only known smuggler our 9/11 team could identify at the time we pub- 
lished our 9111 and Terrorist Travel staff report in August 2004 as linked to sus- 
pected terrorists. Convicted in Mexico, he was then extradited to the United States 
for trial here. 

Until his arrest in December 2002, Boughader smuggled about 200 Lebanese 
Hizbollah sympathizers into the United States. Most of these sympathizers were 
young men, sent by their families to make money to send back to Lebanon. One cli- 
ent, Boughader said, worked for a Hizbollah-owned television network, which glori- 
fies suicide bombers and is itself on an American terror watch list. Although we do 
not know whether Kourani used Boughader’s services, the methods Kourani 
used to enter the United States are the same methods Boughader used on behalf 
of his clients. 

According to extensive Associated Press reporting on Boughader, he told report- 
ers “If they had the cedar on their passport, you were going to help them. That’s 
what my father taught me. . . . What I did was help a lot of young people who 
wanted to work for a better future. What’s the crime in bringing your brother so 
that he can get out of a war zone?” 

RECOMMENDATIONS 

Benefits adjudications, like visa issuance and port of entry admissions, need to 
be as secure and as timely as possible. Fraud and national security concerns get in 
the way of timely adjudications, bogging down legitimate applications and have a 
twofold effect: (1) legitimate applicants are not adjudicated in a timely manner 
while many legitimate potential applicants are discouraged from applying while (2) 
illegitimate applicants take advantage of the vulnerabilities of the system. By 
ramping up a number of areas, including fraud detection, deterrence and interdic- 
tion alongside providing better information and clearer guidelines to adjudicators 
within a program office wholly dedicated to fraud and working in cooperation with 
law enforcement officers at ICE and elsewhere, we can look towards a much more 
efficient and secure process. Those that should be receiving benefits will then begin 
to receive benefits in a timely manner, and those that should not receive benefits 
will not, and those that should be criminally prosecuted, will make their way to fed- 
eral court. 

Both the 9/11 Final Report and my “Immigration and Terrorism” report discuss 
many recommendations, all of which I support and urge this committee to look at 
closely. Some of these are below. I have also added a few. 

• Assure that USCIS is treated as an equal partner in a national border 
seeurity agenda. The attack of 9/11 was not an isolated instance of al Qaeda 
infiltration into the United States. In fact, dozens of operatives from a variety 
of terror organizations have managed to enter and embed themselves in the 
United States, actively carrying out plans to commit terrorist acts against 
U.S. interests or support designated foreign terrorist organizations. For each 
to do so, they needed the guise of legal immigration status to support them. 

As we move forward, those who come to stay and embed themselves into 
communities throughout the United States will continue to rely on a false 
guise of legality. More aggressive culling of applications for national security 
risks will help prevent terrorists from attaining enhanced immigration status 
on the front end. However, it must therefore be a prerequisite for any strat- 
egy that seeks to attain border security to include the United States Citizen- 
ship and Immigration Service (USCIS) in fraud prevention and national secu- 
rity agendas. 

• Recjuire all applications to be biometrically based. Identities must be 
verified in person and doeuments reviewed for fraud. Forensie docu- 
ment examiners should be made available to every immigration bene- 
fits office. Two Benefit Fraud Assessments (BFAs) have been conducted to 
date. The Religious Worker BFA found a fraud rate of 33% and the Replace- 
ment Permanent Resident Card BFA found a fraud rate of 1%. The likely rea- 


^’'USA V. Kourani. EDMI 03-CR-81030. “Indictment.” Nov. 19, 2003. 

Pauline Arrillaga and Olga Rodriguez, “Smuggler pipelines channel illegal immigrants into 
U.S. from nations with terror ties” The Associated Press (July 2, 2005) 
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son: religious worker petitions are not biometrically based, permanent resi- 
dent cards are. Biometrics are essential for freezing identity. Once that is 
done, the problem of multiple applications under multiple aliases is reduced 
dramatically, and other immigration and criminal history becomes much easi- 
er to link with the applicant. 

• Assure that immigration benefits adjudieators have aceess to entire 
traveler histories, whieh over time should be person-eentric (not file- 
eentric). The nearly 30 immigration databases, while not necessary to create 
a single one, should be streamlined and most definitely fully networked so 
anyone working in the border apparatus will have access to full and complete 
traveler/ visitor/ immigration histories. 

• All petitioners should be subject to security background checks, with 
real-time access to federal, state, and local law enforcement informa- 
tion upon request. The more access that is given to the national security 
or law enforcement information that exists on a foreign national, the less we 
will need to rely upon unwieldy name-based watchlists. The more security 
measures the United States incorporates into its own adjudications of immi- 
gration benefits before they are granted, the more success the United States 
will have in rebuffing terrorists who seek to embed here and spending inordi- 
nate government resources in reversing bad benefits decisions. 

• Commit to enforcing the law with better and more resources. Better 
resources include clearer guidelines for processing immigration benefits in 
order to eliminate the arbitrary decision-making that inevitably takes place 
in their absence. In addition, comprehensive immigration reform must entail, 
in the long run, not only streamlining the overly complex immigration laws, 
but also providing sufficient human and technological resources to enforce the 
law on the border and in USCIS immigration benefits centers. 

• Enhance the USCIS Office of Fraud Detection and National Security 
(FDNS) by giving FDNS a continued line item budget for conducting 
long term and real time fraud assessments, and pattern analysis of 
fraud. 

Note: I personally requested a briefing from this unit after publication of 
my CIS report in October 2005. Over the course of a number of meetings I 
came away satisfied that FDNS was ramping up adequately to address fraud. 

USCIS is a service (not enforcement) bureau to address long-term issues 
pertaining to backlogs and fraud in immigration benefits adjudications. A 
unit dedicated to fraud detection (with enforcement handled by ICE) is new 
to this arena, and absolutely essential and supported by the findings and rec- 
ommendations in GAO Report 02-66 of January 2002, “Immigration Benefit 
Fraud: Focused Approach is Needed to Address Problems.” FDNS today is the 
“organizational crosswalk” that acts on behalf of USCIS and DHS, as the pri- 
mary conduit to and from the law enforcement and intelligence community 
on potential fraud and national security concerns posed by immigration ben- 
efit applicants. 

ICE and FDNS — while it took much negotiation and time — do have a work- 
ing relationship and joint anti-fraud strategy. Roles in this strategy are de- 
fined: 

USCIS via FDNS is to detect and analyze suspected fraud, while ICE is 
to follow up referrals for possible criminal investigation and presentation for 
prosecution. This includes a USCIS referral process and a fraud tracking sys- 
tem with case management as well as anal3d;ic capabilities that are currently 
under development. In the future, all incoming cases will be bounced against 
USCIS’ new Fraud Detection and National Security Data System (FDNS- 
DS). If fraud is detected and verified but not accepted for investigation by 
ICE (as most will not reach the threshold for criminal prosecution) the benefit 
is denied, a lookout is posted in TECS, and the alien placed in removal pro- 
ceedings. At present, FDNS is using its reactive tool to connect the dots, SC 
CLAIMS. 

USCIS has already recruited, hired, trained, and deployed 160 FDNS offi- 
cers throughout the Country. In the first year of operation (FY05) alone, 
USCIS identified 2,289 suspected fraud cases. Most are former adjudicators 
that possess immigration benefit law and policy-related expertise that crimi- 
nal investigators do not possess. This is extremely valuable when conducting 
inquiries and investigations of employment and religious worker-based peti- 
tions, which are highly technical in nature. In addition to performing fraud- 
based systems checks and analyses, and conducting administrative inquiries/ 
investigations, FDNS officers perform background check and national secu- 
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rity-related duties, and are USCIS’ primary conduit to/from the enforcement 
and intelligence community. While there are millions of applications and 
fraud is known to he rampant in applications, this is a solid start. 

In addition, the DHS OIG recommended in its July 2005 draft report enti- 
tled “Review of U.S. Citizenship and Immigration Services’ Alien Security 
Checks,” that USCIS “implement the Background Check Analysis Unit in the 
Office of Fraud Detection and National Security.” DHS has recognized the 
need to expand FDNS’ mandate heyond fraud detection. 

• Establish a fraud fee. Fraud is so rampant throughout the border appa- 
ratus that it only makes sense that all applications (including visa issuance) 
should support its detection and deterrence. The less fraud, the faster the le- 
gitimate applications can he processed, making the entire system operate 
with necessary integrity and without severe backlogs. The value of FDNS is 
to provide the expertise and referrals for large fraud cases while taking care 
of the smaller cases in-house (after the proper procedures are followed per 
agreement with ICE). 

• Integration of anti-fraud efforts aeross USCIS, ICE, DOS and DOL. 

For example, DOS needs to be able to verify claimed persecution, employment 
experience, academic credentials, and relationships associated with immi- 
grant and nonimmigrant petitions adjudicated by USCIS. All four agencies 
need to share information so that fraud cannot replicate itself throughout the 
system. Already developed are national and three regional interagency immi- 
gration benefit fraud task forces. Currently, an ICE special agent is collocated 
with FDNS-HQ and with each USCIS’ Center Fraud Detection Unit. 

CONCLUSION 

USCIS’ mission should no longer be simply considered to be reducing horrendous 
backlogs. Rather, USCIS must have a proactive role in adjudicating legitimate ap- 
plications in a timely manner and detecting, deterring and interdicting fraudulent 
applications — with a priority on applications that pose a national security concern, 
such as the terrorists outlined in this testimony. 

With proper mission support by Congress and the administration, USCIS can 
change its current posture. It will take work to reverse the years of inadequacies 
and failures, but modern technology, well trained adjudicators, a good working rela- 
tionship with federal law enforcement partners, clearer laws and guidelines, and a 
commitment to streamline traveler histories with biometrics will all help move 
USCIS forward to where it needs to be to truly serve foreign nationals who seek 
to come and stay in the United States for legitimate purposes, and stop those who 
seek to abuse our freedoms and do us harm. 

I believe we can do it. But USCIS needs your support and help to make it happen. 
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Immigration and Terrorism 

Moving Beyond the 9/11 Staff Report 
on Terrorist Travel 

By Janice L. Kephart 


OH GOD. you who open all doors, please open all doors for me, open all venues for me, 
open all avenues forme. 

— Mohammed Atta 


Center Paper 24 
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Executive Summary 

This report covers the immigration histories of 94 terrorists who operated in the United States between the early 
1990s and 2004, including six of die SepLernber 1 hijackers. Odier titan die iiijackers, ahiiosL all of these individu- 
als have been Indicted nr ennvirred for their crimes. The report, builds on prior work done by 9/11 Commissi nn and 
the Center for Immigration Studies, providing more information than has been previously been made public. 

The findings show widespread teriorisL violations of iiimi^ratiori laws. The repuiL highlights the danger of 
ot.ir lax immigration system, not just in terms of w-ho is allow'ed in, btif also how rerrnrisrs, nnce in the cottntry, t.ised 
weaknesses in the system to remain here. The report makes clear that strict enforcement of immigration law - at 
American consulales overseas, at ports of eriUy, and widiiii die United States - must be an iiiLegral part of our efforts 
to prevent future attacks nn U.S. soil. 

Among the findings: 

• Of the 94 foreign-born terrorists who operated in the United States, the study found that about two-thirds (59) 
cumniiLLed inunigiaLion fraud prioi' to or in conjunction wLdi taking part in terroiist acLivity. 

• Of the 59 terrorists who violated the law. many committed multiple immigration violations — 79 instances in 
all. 

• In 47 irisLanccs, iinmignilion benefils sought or acquired prior to 9/11 enabled the LerrorisLs Lo stay in die 
United States after 9/11 and continue dieir lerrorisl activities. In at least two instances, terrurisLs were still able 
TO acquire Immigration benefits after 9/1 1 . 

• Ternpoiary visas were a coninion means of erilering; 18 (errorisl.s iiad suiclenl. visas and anodier four liad appli- 
cations approved to study in the United States. At least 17 terrorists used a visitor visa — either tourist (B2) nr 
business (Bl). 

• There were 1 1 instances of passport fraud and 10 instances of visa fraud; in total 34 individuals were eharged 
widi inaking false slaLeinenls lu an ininiigi'allun ofllcial. 

• In at least 13 instances, terrorists overstayed their temporary visas. 

• In 17 inslances, lerriuisls claimed to lack proper Iravel clncLiirienl.s and applieci fur asylum, often at a poii of 
entry. 

• Fraud was used nor only to gain entry into the United States, hut also to remain, or “embed," in the enunny 

• Seven LeirorisLs were indicted for acquirii^ or using various forms of fake idenlil'icalion, including driver’s 
licenses, birth certificates. Social Securiy cards, and immigration arrival records. 

• Once in the Uiiiled Stales, 1 6 of 23 lenorists became legal pennaiienl residents, often by inairyirig an American. 
There w^ere ar least nine sham marriages. 

• In total, 20 of 21 foieign terrorists became naluralmjd U.S. citizens. 
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Faraj Hassan was arrested and charged with natural- 
ization fraud in June 2004 after being granted refu- 
gee sLaLub lioiii Syria in 1993. He worked for Lfie 
Benevolence Internarional Foundation that w^s con- 
sidered a strong source of funding for Al Qacda."^^ 

Three terrorists involved in the Feb. 26, 1993, World 
Trade Center bombing, Rainzi Yousef, Sheik Omar 
Abdel Rahman, and Biblal Alkaisi, all sui^^hL puliLi- 
cal asylum. Yoiisef, mastermind of the bombing, was 
initially arrested with fraudulent travel documents 
upon entry at JFK IiiLeniational Airport in Al^usL 
1992. Ynnsef claimed political asylum and was re- 
leased pcnduig a hcaring.^'^ Alkaisi, also a key wit- 
ness in tfie Meir Kahane ruurdei, filed fur both “tem- 
porary prorocrod srarus” using a fake b1rt,h certificate 
and fake immigration entry record in August 1991, 
and for political asylum in May 1992 falsely claim- 
ing a prior Illegal entry.^^^ Sheik Rahman, who is- 
sued the fatwa for Anwar Sadat’s assassination and 
was also convicted for his role as the spitiiual leader 
of the 1995 conspiracy to bomb New York City land- 
marks, had a long history of Immigration violations 
and fraud, Incliicilng a March 1992 jfolilical asylum 
claim to prevent his pending deportation. 

Mir Aimal Kansi, wtio killed Iwo |)Hople oulside CIA 
headquarters on Jan, 25. 1993. became an illegal 
overstay in February 1991, In February 1992, he si- 
riiull.aneiH.isly sougfil tioifi pnlilical asylum and am- 
nesty under a 1 986 law. While the applieations were 
pending, he was able to obtain a Virginia driver li- 
cense and work as a courier. 

Ibrahim Parlak of die Kurdistan Worker’s Parly ap- 
plied for political asyluin upon his arrival to the 
United States In 1991. In 1992, he was granted asy- 
lum and LPR status liie following year. In October 
2004, he w^as charged with inciting terrorism and 
providing material support for terrorist activities. He 


was also ctiaiged willi lying on his INS applications 
forfailingto disclose bis inembershipin the Kurdistan 
Worker’s Party along with iiis prior aggravated felon 
recoid from Turkey.’''^ 

Conclusion 

The attack of 9/1 1 was nor an isolated instance of a I Qaeda 
infiltration into the United States. In fact, dozens of op- 
eratives, mostly before, but also a few after 9/11 {other 
than the 9/11 hijackers) have managed to enter and em- 
bed themselves in the United States, actively carrying out 
plans to cortifciiL LerrorbL acb against U.S. interests or 
support designated foreign terrorist organizations. For 
each to do so. they needed the guise of legal immigration 
status to support them. Al Qaeda has used every viable 
means of entry. The longer the duration of the permis- 
sible length of stay granted by the visa or the adjustment 
of status to perinanent residency or naturalizatiun, the 
easier the terrorist could travel both within and without 
the United States. No rruULor wJuiL the LerrorisL organi- 
zation or mission, it is clear from Lliis study that terrur- 
Ists will continue to try to come to the United States to 
cany out operations, and tficlr inslruttions will coruiiiuc 
to include immignil.iori-re1aled plans. Uril.i1 we have a 
system designed to weed out terrorists, their plans on how 
to Slay in llie United Stales will likely succeed. 

Tiiose wfio come In slay and embed lliernselves 
into communities throughout the United States will enn- 
linue to rely on a false guise of legality. Sham maniages 
and sLiidenl slal.iis dial lea<l l<i legal pernianenl residency 
and an almost certain guarantee of naturalization will 
likely continue to be some of the most egregious immi- 
giation abuses by (eirorisus. More aggressive culling of 
applications for national security risks will help prevent 
terrorists from attaining enhanced immigi aiiun siaius on 
thefmntend. Howwer, it must therefore be a prerequi- 
site for any strategy that seeks to attain border security to 
include the United Stales Cili/ensliip and Iriimigraliun 
Service (USCIS) in fraud prevention and national secu- 
rity agendas. 
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Risk iiianagetneriL as well as lai'geLing and paL- 
rern analysis will help assure that tight resources are used 
more cfticiciatly to target imnaigration benefit applica- 
Liuns LhaL may pose a naLional security risk. In addition, 
law enforcement agencies with criminal jurisdiction, such 
as the Bureau of Immigration and Customs Enforcement 
(ICE) and FBI-run Joint Terrorisni Task Forces, must 
consider such investigatinns as prlnriries. Once it is dis- 
covered that a naturalized citizen is a terrorist, denatural- 
kation siiould be auLumatically put in motion with a 
streamlined appeals process rhar haniesses the talents of 
both ICE and DO] legal expertise. 

To address fraud effecLively, iinrn^ration ben- 
efits adjudirat.nrs must have aecess to comprehensive, 
blomctrically based immigration histories that include 
infunnaLion from the inonienl an individual first applies 
for a visa at a U.S, consulate or presents a passport at a 
port of entry throtigh every subsc<|ucnt request for an 
iirirnigration benefiL, USCIS needs to have a fully elec- 
tronic appMcariofis process with biometrics embedded 
into each applicaiion and required on site iiilerviews. 
Adequate human resources will be necessary to fulfill such 
a mandate while efficiently processing applications. Wcll- 
Lrained fraud speeiallsis should be available ai eveiy iin- 
rnigral.itin beriefils cenl.er wilh access to i.be Forensic 
Dneument Lab. The practical result is that USCIS should 
not have Lo rely solely on fees for upgrading its data sys- 
levns, Leclinologies, securil.y veiling jfiocediires and other 
necessary national seciirity tasks. Budgets must be 
allocated. 

Also ci1 i leal are seem ily backgi ound cliecks, witii 
real-time access to federal, state, and local law enforce- 
ment inl'oimation upon request. The more access that Is 


given to tlie national secui ity or law enrurcemenl infor- 
mation that exists on a foreign national, the less we will 
need to rely upon unwieldy name-based watchlists. The 
more security measures Liie United States incorporates 
into its owm adjiidicatlnris of immigration benefits before 
they arc granted, the more success the United States wOl 
have in rebuffing teiroiists w'ho seek to embed heie. 

Underpinning pracrical Imprnvemenfs at USCIS 
must be a commitment to enforce the law with better 
and more resources. Bettei lesouices include cleaiei 
guidelines for processing immigration benefits in nrder 
to eliminate the arbitrary decision-making that inevita- 
bly Lakes place in their absence. In addition, cunipre- 
hcnslvc immigration reform must entail, in rhe long run, 
not only streamlining the overly complex immigration 
laws, but also providing sufficient human and techno- 
logical resources to enforce rhe law on rhe border aod\n 
USCIS immigration benefits centers. 

These recommendations should nut be consid- 
ered in a policy vacuum. Comprehensive Immigration 
reform that includes review of all dements of our iinmi- 
grutiori securiLy infrasLiucture (seven fiagirients dispersed 
through six agencies) mitsr be vigorously debated and 
addressed now. However, that does not mean that we 
sluiuld wai(. (it pitivide sorely needed I.eclinological, in- 
formational, and human re.sonrees to our frontline per- 
sonnel at U.S. consulates abroad, at our ports of entry, 
and our Ixiniers. Seveie tieflciencies liave existed in l.liese 
areas for ye.ars rhar mu.st be redressed now; what we still 
lack ate the metrics to determine exactly what measures 
will [)r()vide ihe bes( value on l.iglu. tjordei' tjudgels. We 
must find a way to acquire that information to assure our 
bottler system provides the value the American people 
deserve and have liie righl lo cieuiarid. 


29 



26 


Mr. Royce. Thank you, Ms. Kephart. Mr. Maxwell. 

TESTIMONY OF MR. MICHAEL J. MAXWELL, FORMER DIREC- 
TOR, OFFICE OF SECURITY AND INVESTIGATIONS, U.S. CITI- 
ZENSHIP AND IMMIGRATION SERVICES 

Mr. Maxwell. Good morning, Chairman Royce, Ranking Member 
Sherman, distinguished Members of the Subcommittee. Thank you 
for the opportunity to appear today to discuss immigration security 
vulnerabilities facing the United States. 

I am here before you because as Director of the Office of Security 
and Investigations, or OSI, it was my job to ensure that security 
of the USCIS, including its facilities, information, classified tech- 
nology, communications, personnel, and so on. As the only law en- 
forcement unit within USCIS, OSI was also responsible for resolv- 
ing allegations of corruption and of criminal wrongdoing by USCIS 
employees. 

Mr. Chairman, having spent almost 2 years as Director of OSI, 
I can tell you without hesitation that it is not only USCIS employ- 
ees who have been corrupted. Written allegations set forth by 
USCIS employees, interviews conducted as recently as yesterday 
with USCIS low-end employees and high-level managers, internal 
USCIS communications and external investigative documents pre- 
pared by independent third agencies compiled and delivered to this 
Congress over the last year, make it abundantly clear that the in- 
tegrity of the United States immigration system has also been cor- 
rupted. And the system is incapable of insuring the security of our 
homeland. 

USCIS and DHS leadership have, in some cases, actively partici- 
pated in corrupting the system. At a minimum, they have turned 
a blind eye toward the corruption, and they have refused, time and 
time again, to act when confronted with national security 
vulnerabilities my team or others identified in the immigration 
process. 

These breaches compromise virtually every part of the immigra- 
tion system itself, leaving vulnerabilities that have been, and likely 
are being, exploited by criminals and adversaries of the United 
States. 

Each time my team discovered a new vulnerability, we brought 
it immediately to the attention of the appropriate USCIS or DHS 
headquarters officials. I want to make it clear that in every in- 
stance, I went to my chain of command within DHS to rectify these 
national security vulnerabilities. 

Only when that command was shown to be incapable, unwilling, 
or worse was I left no choice but to come forward and seek protec- 
tion as a whistle-blower. I am therefore grateful to all in Congress 
who have been willing to listen and to take action. 

Despite the fact that each identified threat, as you will see, has 
national security implications, USCIS leadership consistently failed 
or refused to correct them. Instead, top officials chose to cover them 
up, to dismiss them, or to target the employees who identified 
them, even when a solution was both obvious and feasible. 

I have considered my testimony carefully. I do not make these 
assertions without documentation to support them. Over the past 
8 months I have received multiple document requests from Con- 
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gress, and have complied through my attorneys, producing thou- 
sands of pages of documents. 

More recently I have provided many of the same documents to 
the FBI, the GAO, and the DHS Office of the Inspector General. 
On multiple separate occasions I offered to provide Director Gon- 
zalez a full set of these documents, but on each occasion he de- 
clined my offer. 

OSFs mandate from former USCIS Director Eduardo Aguirre 
was to regain the public’s trust in the Immigration Service. Be- 
tween May and December 2004, with the support of Director 
Aguirre, I began to recruit top-notch security and law enforcement 
experts. By May 2005, I had been authorized a staffing level of 130 
full-time employees and contract workers, including 23 criminal in- 
vestigators. 

In the end, however, that authorization was never realized by 
OSI, as I would find out later that the Human Resources Depart- 
ment at USCIS had arbitrarily stopped all hiring of criminal inves- 
tigators once Director Aguirre left for his tour of duty as U.S. Am- 
bassador to Spain and Andorra. With this level of continuous inter- 
nal obstruction preventing OSFs meaningful progress, by August 

2005, my staffing matrix was reduced from 130 to fewer than 50 
personnel. 

USCIS senior leadership blatantly disregarded the written orders 
of Director Aguirre, and unilaterally decided that OSI should not 
be adequately staffed. By the time of my resignation in February 

2006, Human Resources had not posted one additional vacancy for 
investigative positions within OSI, nor have they to this day. 

In fact, OSI’s authorized staffing level was reset so low that not 
only were we unable to open investigations into new allegations of 
employee corruption, our ongoing national security investigations 
involving allegations of espionage and those with links to terrorism 
were jeopardized. 

Under the authority of Acting Deputy Director Divine and Chief 
of Staff Paar, OSFs investigative staffing level was frozen. OSI was 
authorized no more than six criminal investigators in the field, ini- 
tially responsible for managing a backlog of 2,771 internal affairs 
complaints, including 528 criminal allegations. 

A number of these cases involved allegations of employees being 
influenced by foreign governments or providing material support to 
terrorists. 

As law requires, OSI refers all national security cases to the FBI 
when they reach a certain investigative threshold. While I cannot 
discuss these ongoing investigations in an open forum, I can tell 
you about some investigations OSI closed, and those we were un- 
able to investigate due to lack of resources. 

As you know, the USCIS employees who process applications for 
immigration benefits are supposed to ensure that the applicant is 
not a terrorist or a criminal. The database they use to do this is 
called the Enforcement Communications System, or TECS. TECS 
is essentially a gateway into the criminal and terrorist database of 
some two dozen law enforcement and intelligence agencies, includ- 
ing the FBI, the Drug Enforcement Administration, Immigration 
and Customs Enforcement, Customs and Border Protection, and 
others. 
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USCIS employees are granted different levels of access to TECS, 
depending on how in-depth of a background investigation they have 
undergone. Those who have undergone a full background investiga- 
tion are likely to be granted access to level-three TECS records. 
Due to the sensitivity of data in TECS level three, USCIS employ- 
ees are required to log in and out of the system so their access can 
be tracked. 

OSI has seen too many allegations recently where it appears a 
Federal employee or a contract worker may have entered TECS or 
permitted someone else to enter TECS illegally in order to provide 
information to someone not authorized to view or use that sensitive 
law enforcement material. In fact, OSI recently got its first crimi- 
nal conviction in a case involving a USCIS employee who accessed 
TECS in order to warn the target of a DEA narcotics investigation 
about the investigation itself 

In a second case, it is alleged that an individual who works for 
USCIS permitted a relative to access TECS, print law enforcement 
records from the database, and then leave the building with those 
records. We do not know what records this person accessed or why, 
despite the fact that there are indicators that raised foreign intel- 
ligence concerns. This allegation is not being investigated, because 
OSFs six, and soon to be five, criminal investigators are already 
stretched to their limit. 

Consider for a moment the damage that can be done to national 
security by just one USCIS employee co-opted by a foreign intel- 
ligence agency with the ability to grant the immigration benefit of 
their choosing, to the person of their choosing, at the time of their 
choosing. Now imagine if that employee were being influenced by 
a highly capable foreign intelligence agency known to partner, 
train, or provide material support to terrorist organizations. 

Consider the ramifications of one co-opted asylum officer grant- 
ing asylum to individuals from countries of concern with impunity, 
safe in the knowledge that OSI lacks the resources to proactively 
watch for indicators or investigate allegations. There simply is no 
deterrent effect whatsoever at USCIS that might make an em- 
ployee believe that the cost of wrongdoing may be greater than the 
benefits. 

Additional documents attached to my statement show that 
USCIS leaders are deceiving investigators and Congress with re- 
gard to information-sharing and the ability, or should I say the in- 
ability, of immigration officers to obtain negative national security 
information before they grant immigration benefits. 

They know our system, and are using it against us. Those are 
the words of a senior executive from USCIS as we flew home from 
Iraq in October 2004, while discussing his imminent retirement, 
his concerns about the immigration system, and his reference to 
known terrorists applying for immigration benefits. 

On no less than nine occasions in the past year, the DHS Office 
of the Inspector General and Government Accountability Office 
have reported major failures in the immigration system. They have 
raised the national security red flags with regard to cyber-security, 
terrorist attacks, criminal fraud, and penetration by foreign intel- 
ligence agents posing as temporary workers, all while the b^ad guys 
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are patiently working within the framework of our legal immigra- 
tion system, at times with the explicit help of USCIS employees. 

What the reports reveal is an immigration system designed not 
to aggressively deter or detect fraud, but, first and foremost, an im- 
migration system that, when in doubt, will grant the immigration 
benefits. Ours is a system that rewards criminals, facilitates the 
movement of terrorists, supports foreign agents, and with each will 
come their tools of the trade. 

Let me cite just an example or two. Currently the immigration 
headquarters asylum division has a backlog of almost 1,000 asylum 
cases that is not reported to you as Members of Congress, to the 
Inspector General, or the American people. This backlog includes 
two kinds of asylum claimants: Individuals who claim they have 
been falsely accused by their home government of terrorist activity, 
and individuals who have provided material support to a terrorist 
or a terrorist organization. 

These asylum claimants, most of whom fall into the second cat- 
egory, are in the United States right now. Some have been await- 
ing a decision on asylum since late 2004 on whether the Secretary 
of Homeland Security will grant them a waiver of inadmissability 
for providing material support to terrorists. In other words, they 
are here now, and short of a policy from headquarters stating oth- 
erwise, following a credible fear interview, these individuals are 
presumably released into the general population with employment 
documents. 

As of September 2005, the USCIS headquarters fraud detection 
national security unit has an unreported backlog of 13,815 immi- 
gration benefits cases, including national security cases. This back- 
log of national security cases is particularly disturbing when put in 
the context of USCIS’s definition of how to resolve a national secu- 
rity case. 

According to an FDNS policy dated March 29, 2005, and included 
as an attachment to my written statement, USCIS can now resolve 
“a national security case simply by requesting the derogatory na- 
tional security information from the law enforcement or intel- 
ligence agency that has it.” The actual delivery of the requested in- 
formation is completely irrelevant to the process. Immigration offi- 
cers, by policy, are not permitted to deny an application based sole- 
ly upon the knowledge that a law enforcement agency is holding 
negative national security information about an applicant. 

If the adjudicator cannot identify a statutory ground for a de- 
nial — that is, they can’t get their hands on the information — he or 
she must grant the benefits. Again, documentation will show this 
exact scenario has played itself out on more than one occasion. 

While the statements I have made today may shock the con- 
science of some, they cannot come as a surprise to USCIS senior 
leadership, leadership that has been warned repeatedly of national 
security vulnerabilities in the asylum, refugee, citizenship, infor- 
mation technology, and green card renewal systems by me person- 
ally, by the GAO, and % the Inspector General. Time and again 
they have ignored warnings of systemic weaknesses wide open to 
exploitation by criminals, terrorists, and foreign agents. 

When faced with irrefutable proof of new vulnerabilities, they, 
themselves, in writing, referred to longstanding or “rampant 
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fraud,” and vulnerabilities that had gone unaddressed for more 
than a year. They knowingly misled Congress, the Inspector Gen- 
eral’s Office, the GAO, and perhaps most disheartening, the Amer- 
ican public. 

The immigration process itself is flawed. And without a major 
paradigm shift in leadership, management, and organization, the 
process will continue to fail the American citizenry, and the immi- 
grant population deserving the opportunity to obtain status here, 
like both of my parents. 

In closing, Mr. Chairman, I sit before this Committee, my faith 
that someone, somewhere, will do the right thing within DHS 
shaken. I know there are more good men and women in the Agency 
who would like nothing more than to do their part in fixing this 
broken system. Until just weeks ago, I wanted to be part of the so- 
lution myself. 

I have run this issue to ground, and kept my word to those who 
matter most, the American public. I have upheld my oath to the 
Constitution and provided information to the FBI, the GAO, the In- 
spector General, and to Congress. 

I am no longer employed by DHS, and I hope the retaliation will 
end. For even though I am no longer employed there, I am told by 
concerned employees at USCIS that senior management has now 
taken to attacking my credibility in private meetings behind the 
walls of headquarters. 

However, based on the response I have seen this far by USCIS 
and ICE employees, I am hopeful that people will continue to come 
forward, preferably to the GIG or GAO, to report legitimate con- 
cerns. And that with your help, someone will finally be able to force 
serious change on an agency that has needed it desperately for 
years. 

I will close my statements, and be happy to take your questions. 

[The testimony of Mr. Maxwell follows:] 

Prepared Statement of Mr. Michael J. Maxwell, Former Director, Office of 
Security and Investigations, U.S. Citizenship and Immigration Services 

Good morning Chairman Royce, Ranking Member Sherman, and distinguished 
Members of the Subcommittee. Thank you for the opportunity to appear before you 
today to discuss immigration-related national security vulnerabilities facing the 
United States. 

My name is Michael Meixwell and, until February 17 of this year, I was Director 
of the Office of Security and Investigations (OSI) at US Citizenship and Immigra- 
tion Services (USCIS). I would like to begin by expressing my thanks to the men 
and women of OSI who stayed the course from day one, despite extraordinary pres- 
sure to take the easier path, and who remained loyal to the ideals of national secu- 
rity, integrity, and sacrifice. You would be hard-pressed to find a more dedicated 
group of professionals in either the public or the private sector, and I am proud to 
have served with them. 

THE USCIS OFFICE OF SECURITY AND INVESTIGATIONS 

U.S. Citizenship and Immigration Services (USCIS) is the component of the De- 
partment of Homeland Security (DHS) that processes all applications for immigra- 
tion status and documents — known as “immigration benefits” — including lawful per- 
manent residence (the beneficiaries of which are issued “green cards”), U.S. citizen- 
ship, employment authorization, extensions of temporary permission to be in the 
United States, and asylum, that are filed by aliens who are already present in the 
United States. USCIS also processes the petitions filed by U.S. citizens, lawful per- 
manent residents, and employers who seek to bring an alien to the United States, 
either permanently or on a temporary basis. 
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The Office of Security and Investigations was created by former USCIS Director 
Eduardo Aguirre to handle all the security needs of the agency, including: 

The physical security of the more than 200 USCIS facilities worldwide; 

Information security and the handling and designation of sensitive and classified 
documents; 

Operations security, for both domestic and international operations; 

Resolution of all USCIS employee background investigations; 

Protective services for the Director of USCIS and visiting dignitaries; and 

Internal affairs, among other dutiesA 

OSI’s mandate from Director Aguirre was to “regain the public trust in the immi- 
gration service” by identif 3 dng, reporting, and resolving any security vulnerabilities 
that would permit the successful manipulation of the immigration system by either 
external or internal agents. 

Between May and December of 2004, with the support of Director Aguirre, I 
began to recruit top-notch security experts, mostly from other Federal agencies. By 
September of 2004, OSI had in place a small team of professionals who would plan 
and successfully execute the first ever naturalization ceremonies to be conducted in 
a war zone overseas for members of the United States Armed Forces.^ Following an 
agency-wide initiative I led in early 2005 to evaluate the few existing USCIS secu- 
rity systems and resources. Director Aguirre authorized, in writing, the immediate 
hiring of 45 new personnel for OSI, including 23 criminal investigators to inves- 
tigate allegations of employee corruption and wrongdoing.^ By May of 2005, I had 
been authorized a staffing level of 130 full-time employees and contract workers.'^ 
My only option for bringing staff on board, however, was to transfer them laterally 
from other DHS components, because the Human Capital Office of Administration 
refused to post any new vacancy announcements, apparently because they did not 
approve of a law enforcement component within USCIS. 

In August of 2005, not long after the departure of Director Aguirre, my staffing 
matrix was effectively cut from 130 to fewer than 50 personnel worldwide. USCIS 
Senior Leadership, as represented on the Senior Review Board (SRB),® which must 
approve all significant expenditures, as well as the Human Capital Office of Admin- 
istration, blatantly disregarded the written orders of former Director Aguirre and 
unilaterally decided that OSI should not be adequately staffed.® 

In fact, with the approval of Acting Deputy Director Robert Divine, originally ap- 
pointed by President Bush as Chief Counsel and the highest-ranking political ap- 
pointee at USCIS following the departure of Aguirre’s Deputy Director, Michael 
Petrucelli, OSI’s authorized staffing level was set so low that, not only were we un- 
able to open investigations into new allegations of employee corruption with clear 
national security implications, our on-going national security investigations involv- 
ing allegations of espionage and links to terrorism were jeopardized. OSI staff con- 
sisted primarily of: 

Six criminal investigators — one or two of whom were detailed to the DHS Office 
of Internal Security at any given time because of their expertise in national security 
investigations — to handle a backlog of 2,771 internal affairs complaints, including 
528 that were criminal on their face and ranged from bribery and extortion to espio- 
nage and undue foreign influence; 

Six personnel security specialists to handle a backlog of 11,000 employee back- 
ground investigations that had developed before OSI was created, plus the back- 
ground investigations of all the new employees being hired to help eliminate the ap- 
plication backlog; 

Nine physical security specialists to secure over 200 USCIS facilities worldwide; 
and 

One supervisory security specialist to ensure the continuity of operations (COOP) 
in the event of an attack or other crisis that impacts USCIS personnel or processes. 

The same senior leaders who absolutely refused to allow OSI to obtain the nec- 
essary resources to fulfill its mission also refused, time and time again, to act when 
confronted with major national security vulnerabilities my team and I identified in 
the immigration process. Each of the security breaches described below was brought 
immediately to the attention of top-level officials at USCIS. These breaches com- 
promise virtually every part of the immigration system, leaving vulnerabilities that 
have been and likely are being exploited by enemies of the United States. Despite 


^See Attachment 1: Statement of Mission and Jurisdiction of OSI. 

2 See Attachment 2: Meritorious Civilian Service Award. 

^See Attachment 3: Memorandum from Maxwell to Aguirre, 03/09/05. 
^See Attachment 4: OSI Staffing Matrix as of 08/05. 

^See Attachment 5: Members of the SRB as of 01/19/06. 

®See Attachment 6: SRB overrules Director’s orders. 
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the fact that each identified threat has significant national security implications, 
USCIS leadership consistently failed — or refused — to correct them. Instead, top offi- 
cials chose to cover them up, to dismiss them, and/or to target the employees who 
identified them, even when the solution was both obvious and feasible. 

As a former police chief and national security specialist, I do not make these 
charges lightly. Over the past eight months, I have provided, through my attorney, 
thousands of pages of unclassified documents, including most of those attached to 
this statement, to Members of this Subcommittee and other Members of Congress. 
More recently, I have provided the same documents to the FBI, the GAO, and the 
DHS Office of Inspector General. On three separate occasions, I offered to provide 
Director Gonzalez a full set of these documents, but on each occasion, he declined 
my offer. 

These documents, and others of which I have personal knowledge but am not at 
liberty to release or to discuss in an open forum, prove not only the existence of the 
national security vulnerabilities I will discuss today, but also the fact that senior 
government officials are aware of the vulnerabilities and have chosen to ignore 
them. More troubling is the fact that these same officials actually ordered me to ig- 
nore national security vulnerabilities I identified, even though my job was to ad- 
dress them. When I refused these orders, I was subjected to retaliation — some of 
which was as blatant as revoking my eligibility for Administratively Uncontrollable 
Overtime (AUO), which totaled 25 percent of my salary, on the very day that I was 
scheduled to brief the Immigration Reform Caucus;'^ and some of which was more 
nefarious, like the challenge to my authority to authorize access to Sensitive Com- 
partmented Information (SCI), in a move that I have no doubt would have led to 
the revocation of my own Top Secret/SCI clearance, had I not resigned when I did. 

INTERNAL AFFAIRS 

Mr. Chairman, written allegations set forth by USCIS employees, interviews con- 
ducted as recently as yesterday with USCIS line employees and high level man- 
agers, internal USCIS communications, and external investigative documents pre- 
pared by independent third agencies, compiled and delivered to this Congress over 
the last eight months, make clear that the integrity of the United States immigra- 
tion system has been corrupted and the system is incapable of ensuring the security 
of our Homeland. 

As the office responsible for internal affairs, OSI received 2,771 complaints about 
employees between August 2004 and October 2005. Over 1800 of these were origi- 
nally declined for investigation by the DHS Office of the Inspector General and re- 
ferred to OSI. Most of the remaining complaints were delivered to OSI by the ICE 
Office of Professional Responsibility once they gave up jurisdiction over USCIS com- 
plaints. The majority of all complaints received by OSI are service complaints (e.g., 
an alien complaining that he did not receive his immigration status in a timely way) 
or administrative issues (e.g., allegations of nepotism). 

However, almost 20 percent of them — 528 of the 2,771 — allege criminal activities. 
Alleged crimes include bribery, harboring illegal aliens, money laundering, struc- 
turing, sale of documents, marriage fraud, extortion, undue foreign influence, and 
making false statements, among other things. Also included among these complaints 
are national security cases; for example, allegations of USCIS employees providing 
material support to known terrorists or being influenced by foreign intelligence serv- 
ices.® Complaints with clear national security implications represent a small share 
of the total, but in cases such as these, even one is too many. 

OSI is required to refer such cases to the FBI when they reach a certain thresh- 
old, since the Bureau has primary jurisdiction over all terrorism and counterintel- 
ligence investigations. In virtually all the cases we refer to the FBI, though, OSI 
is an active investigative partner. In fact, OSI agents have led or facilitated remote 
and sometimes classified national security operations; we have led national security 
interviews; we have participated in national security polygraph interviews; and we 
have developed behavioral analyses as investigative tools. 

OSI also details its agents to the DHS-Headquarters Office of Security when the 
latter lacks sufficient resources to investigate these types of national security allega- 
tions, as we have criminal investigators with training and experience in both 
counterterrorism and counterintelligence operations. In fact, one of our investigators 
is currently detailed to the DHS Office of Security.® For operational security rea- 
sons, these investigations had to be compartmentalized from all USCIS manage- 


"^See Attachment 7: Eligibility for AUO revoked. 

sSee Attachment 8: Weekly Internal Affairs Report, 02/17/06. 

®See Attachment 9: Email regarding detail to Office of Security. 
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ment except the Director, Deputy Director, or Chief of Staff. At times, we reported 
directly to Admiral Loy, when he was Deputy Secretary, and later to Deputy Sec- 
retary Jackson. 

As you would expect, we always prioritize complaints that appear to implicate na- 
tional security. One of the most frustrating parts of my job, though, was the fact 
that we simply did not have the resources to open investigations into even the rel- 
atively small number of national security cases. While I cannot discuss on-going in- 
vestigations in this open forum, I can tell you about some of the allegations OSI 
did not have the resources to investigate. 

As you know, the USCIS employees who process applications for immigration sta- 
tus and documents are supposed to ensure that the applicant is not a terrorist or 
criminal. The database they use to do this is the Treasury Enforcement Communica- 
tions System, or TECS. TECS is essentially a gateway into the criminal and ter- 
rorist databases of some two dozen law enforcement and intelligence agencies, in- 
cluding the FBI, the Drug Enforcement Administration, Immigration and Customs 
Enforcement (ICE), Customs and Border Protection (CBP), which controls access to 
TECS, the intelligence community, and others. USCIS employees are granted dif- 
ferent levels of access to TECS depending on how in-depth of a background inves- 
tigation they have undergone. Those who have undergone a full background inves- 
tigation are likely to be granted access to Level 3 TECS records, which include ter- 
rorist watch-lists, information about on-going national security and criminal inves- 
tigations, and full criminal histories. Due to the sensitivity of the data, USCIS em- 
ployees are required to log in and out of the system so their access can be tracked. 

OSI has seen far too many allegations recently where it appears that an employee 
or a contract worker may have entered TECS — or permitted someone else to enter 
TECS — in order to provide information to someone else. In fact, OSI recently got 
its first criminal conviction in a case involving a USCIS employee who accessed 
TECS in order to warn the target of a DEA investigation about the investigation. 

More alarming, however, is an allegation that has not yet been investigated in 
which a Chinese-born U.S. citizen who works for USCIS permitted a family member 
to access TECS, print records from it, and then leave the building with those 
records. We do not know what records this person accessed or why, and yet this alle- 
gation is not being investigated because OSI’s criminal investigators are already 
stretched to their limits. 

Consider for a moment the potential repercussions of these types of investigations. 
One USCIS employee, co-opted by a foreign intelligence entity, with the ability to 
grant the immigration status of their choosing, to the person or persons of their 
choosing, at the time and location of their choosing. This threat represents a clear 
and ongoing danger to national security. The possibilities are even worse when you 
consider the nexus that this subcommittee knows to exist between countries with 
highly capable intelligence services and state sponsors of terrorism. 

It may seem farfetched to think that a USCIS employee would be co-opted by a 
foreign intelligence agency. The fact is, however, that the new Director of USCIS, 
Dr. Emilio Gonzalez, in early 2006 at an open and unclassified session of a senior 
leadership meeting of almost two dozen senior managers mentioned two foreign in- 
telligence operatives who work on behalf of USCIS at an interest section abroad and 
who are assisting aliens into the United States as we speak. 

RESTRICTED TECS ACCESS 

While there obviously is a problem at USCIS with unauthorized access to the 
TECS database, ironically, there also is a problem with insufficient access for 
USCIS employees who are deciding applications. The records accessible through 
TECS are grouped into four categories: 

• Level 1 records are those from the user’s own agency (i.e.. Level 1 USCIS 
users would have access only to USCIS records); 

• Level 2 records include all Level 1 records plus a sizeable share of the crimi- 
nal records from the other law enforcement agencies (i.e.. Level 2 USCIS 
users would have access to USCIS records, plus certain records from CBP, the 
FBI, the DEA, and so on); 

• Level 3 records include Level 1 and 2 records, plus national security records, 
terrorist watch-lists, threats to public safety, and information about on-going 
investigations; 

• Level 4 records include records from the three other levels, plus case notes, 
grand jury testimony, and other highly sensitive data that are provided only 
on a need-to-know basis. 
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Clearly, USCIS employees need access to the Level 3 records in order to properly 
vet applicants for immigration status and/or documents and ensure that known ter- 
rorists and others who present a threat to national security or public safety are not 
able to game the immigration system. On the other hand, because of the sensitive 
nature of some of these records, including on-going national security cases, it is im- 
portant that access to Level 3 records be restricted to employees who themselves 
have been thoroughly vetted. 

Thus, when DHS was created in January 2003, CBP, as the manager of TECS, 
entered into an agreement with USCIS that requires employees to undergo full 
background investigations (Bis) before they may be granted Level 3 TECS access. 
The agreement included a two-year grandfather period during which legacy Immi- 
gration and Naturalization Service (INS) personnel who had had access to Level 3 
TECS records at the INS would continue to have access so that USCIS would have 
time to complete Bis on new employees and upgrade those on legacy employees 
when necessary. 

USCIS leadership, however, decided not to spend the money to require full Bis 
on new personnel or to upgrade the Bis on legacy personnel. Thus, when the grand- 
father period ended in January 2005, CBP began restricting access by USCIS em- 
ployees with only limited Bis, so that these employees can access only Level 1 
(USCIS) records or, in some cases, Level 2 (USCiS plus limited criminal histories) 
records through TECS. They cannot access the national security, public safety, or 
terrorist records they need to process applications. 

Other than a few sporadic meetings among USCIS senior staff and, once in a 
while, with some CBP officials, to talk about how many employees might have re- 
stricted access, USCIS leadership largely ignored the problem during the first nine 
months of 2005, despite complaints from the field and warnings from within Head- 
quarters. Backlog elimination was the top priority of the agency, so employees were 
pressured to keep pumping out the applications, regardless of whether they had the 
ability to determine if an applicant was a known terrorist or presented some other 
threat to national security or public safety. 

In early October 2005, the problem drew congressional and media attention. The 
Public Affairs office assured reporters that employees have access to all the records 
they need, while Acting Deputy Director (ADD) Robert Divine, Chief of Staff (CoS) 
Tom Paar, and Don Crocetti, the director of the Fraud Detection and National Secu- 
rity (FDNS) office, were frantically trying to figure out the difference between Level 
2 and Level 3 TECS records in order to determine what critical information employ- 
ees were missing. 

During a late-night meeting in the second week of October, Crocetti acknowledged 
that Level 2 access leaves employees completely blind to sensitive national security, 
public safety, and terrorist records, along with information about on-going investiga- 
tions. Deputy Director of Domestic Operations Janis Sposato told the group that 80 
percent of all applications are processed through TECS at Level 3 as part of an 
automated background check system. She noted that some unknown portion of the 
remaining 20 percent are processed by the more than 1,700 employees with only 
Level 2 or below access, so critical national security indicators may have been 
missed. ADD Robert Divine’s response to this information was, “I guess we’ve finally 
reached that point: Is immigration a right or a privilege?” In the ensuing debate. 
Divine and Acting General Counsel Dea Carpenter insisted that immigration to the 
United States is a right, not a privilege. 

USCIS employees processed 7.5 million applications in FY 2005, so 1.5 million ap- 
plications (20 percent) did not go through the automated background check system. 
If 1,700 out of 4,000 employees (43 percent) do not have Level 3 TECS access, then, 
not taking into account that those without Level 3 access may be able to process 
cases faster because they have to resolve fewer “hits” from TECS searches, those 
1,700 employees processed some 645,000 applications. Furthermore, each applica- 
tion generally involves more than one individual and so requires more than one 
TECS search. 

At the conclusion of that late-night meeting, ADD Divine ordered Crocetti to lead 
the negotiations with CBP to resolve the TECS issue. Since then, Crocetti, some- 
times accompanied by Divine and CoS Paar, has been meeting with CBP officials 
to convince them to extend the grandfather period and restore access to those em- 
ployees who have been cut off and to waive in (without full background investiga- 
tions) contract workers hired to eliminate the immigration application backlog. 
Granting contract workers who have not been vetted access to national security 
records would itself result in a significant security breach, since it could put sen- 
sitive national security information in the wrong hands and has already been shown 
to be a criminally negligent policy on the part of USCIS. 
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An increasing number of USCIS employees have had their access to TECS re- 
stricted since the grandfather period expired over one year ago, in January 2005. To 
date, not one employee with a deficient background investigation has been scheduled 
for an upgrade and no agreement to restore access has been reached with CBP. 

To make matters worse, the ADD and the CoS have actively ensured that USCIS 
does not have the personnel it will need to upgrade employees’ background inves- 
tigations. OSI is responsible for processing background investigations on employees 
(the Office of Personnel Management (0PM) does the actual investigation and then 
sends it to OSI to resolve any inconsistencies and make a final determination on 
granting clearance). 

Shortly after OSI was created, in the fall of 2004, we inherited a backlog of 11,000 
pending Bis on USCIS employees that INS and then ICE had failed to finalize. In 
light of the fact that we have had a total of six personnel security specialists to proc- 
ess Bis over the past year, it is astonishing that we have managed to reduce the 
backlog to about 7,000. Because of the hiring frenzy driven by backlog elimination, 
however, 0PM currently is sending OSI new Bis at a rate of 3.5 for every one that 
OSI clears. 

I presented at least eight proposals over the last year to increase the number of 
personnel security specialists to address this backlog, but all were denied by the 
Senior Review Board. CoS Paar approved 15 additional positions for OSI in mid- 
November 2005, but Human Capital refused to post the vacancies until after I re- 
signed, and they have continued to delay the process so that none of the positions 
has yet been filled. Even if those five positions eventually are filled, that will be 
a total of 11 people to handle the 7,000 backlogged Bis, plus the Bis for new em- 
ployees hired to eliminate the backlog, plus up to 5,000 upgraded Bis on current 
employees whose access to TECS has been or could soon be restricted. The Chief 
of Staff and Deputy Director have been warned in writing on numerous occasions 
of this point of failure and both ignored the warnings. When the new Director of 
USCIS, Emilio Gonzalez, became aware of this situation, his immediate response 
was to order me to hire 17 personnel security specialists — above my authorized staff 
level — just to address the TECS access issue. The very next day, however, CoS Paar 
overturned the Director’s order and prohibited me from hiring any additional staff. 

IRRESPONSIBLE POLICIES 

Information from various sources indicates that criminals and, potentially, terror- 
ists are being granted immigration status and/or documents or being permitted to 
remain in the United States illegally through a variety of irresponsible policy deci- 
sions by USCIS leadership, the consequences of which they are well aware: 

1) Background Checks on Aliens — USCIS Operation Instruction 105.10 in- 
structs employees that “if no response is received to an FBI or CIA G-325 
[name check] request within 40 days of the date of mailing [the request card] 
the application or petition shall be processed on the assumption that the re- 
sults of the request are negative.” This policy flies in the face of the legal 
eligibility requirements for immigration status and of repeated public assur- 
ances by USCIS leadership that employees always wait for background check 
results before deciding any application for immigration status and/or docu- 
ments. This Operation Instruction is listed on the USCIS website as current 
policy. 

Since resigning from the agency, I have been told by USCIS employees, and had 
it confirmed by managers, that, not only are they instructed to move forward in 
processing applications before they receive background check results, but also that 
some have been instructed by supervisors, including legal counsel, to ignore wants 
and warrants on applicants because addressing them properly — i.e., looking into the 
reason for the want or warrant to determine if it may statutorily bar the applicant 
from the status or document for which he has applied — slows down processing 
times. 

Moreover, I was told as recently as three weeks ago that USCIS District Offices 
and Service Centers are holding competitions and offering a variety of rewards, in- 
cluding cash bonuses, time off, movie tickets, and gift certificates, to employees and/ 
or teams of employees with the fastest processing times. The quality of processing 
is not a factor; only the quantity of closed applications matters, and it is important 
to note that it takes a lot less time to approve an application than to deny one, since 
denials require written justifications and, often, appeals. 


Attachment 10: Operation Instruction 105.10. 
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2) Fingerprint Checks on Applicants for U.S. Citizenship — OSI was notified that 
employees were not following DHS regulations that prohibit a naturalization 
exam from being scheduled before the fingerprint check results are returned 
by the FBI. This is a critical problem because there is a statutory 120-day 
window after the naturalization exam during which a final decision on the 
application for citizenship must be made. If a decision is not made during 
that window, for whatever reason, the alien may petition a court for a Writ 
of Mandamus, which orders USCIS to decide the application immediately. 
When I approached ADD Divine about this issue, he indicated that he was 
aware of the problem. He said that, as Chief Counsel, he had discussed this 
issue numerous times with USCIS senior staff, including then-Director of 
Domestic Operations Bill Yates. Divine said he had concluded that since the 
fingerprint results come back before the 120-day window closes in 80 percent 
of cases, the other 20 percent represent an “acceptable risk.” 

Senior USCIS leadership at Headquarters meets every week for what are called 
“WIC” meetings. A detailed memo prepared for each of these meetings and distrib- 
uted widely throughout the Federal government lists the activities that each unit 
within USCIS is involved in for the coming weeks and summarizes past activities. 
The WIC memo for the week of March 13, 2006 includes an item regarding “Amer- 
ican-Arab Anti-Discrimination Committee (ACD) ‘120 Day Cases’ in District Court,” 
which says that the Department of Justice (DOJ) sees the current USCIS practice 
of scheduling the naturalization interview before receiving fingerprint results as a 
violation of regulations. It concludes that, while DOJ “understands the Congres- 
sional and Presidential mandates on processing times and backlog reduction that 
[USICIS labors with,” DOJ fervently wishes that USCIS would stop violating its 
own rules, since the practice is tough to defend in court. 

3) Employment Authorization Documents — ^A USCIS regulation (8 C.F.R. 
274a. 13) states that, if an application for adjustment to lawful permanent 
resident (LPR) status is not decided within 90 days, the applicant is entitled 
to file an 1-765 application for an employment authorization document 
(EAD). This policy has led to large-scale fraud. The current processing times 
for an application for LPR status range from just under 6 months (the Ne- 
braska and the Texas Service Centers each have one form of application for 
LPR status that is currently being processed within 6 months) to 60 months 
at the four service centers and from six months to 33 months at the larger 
district offices, so virtually all applicants — whether they are eligible or not 
and whether they are lawfully present in the United States or not — are able 
to obtain a legitimate EAD (applications for which both the service centers 
and district offices have only short processing times). 

Under this policy, illegal aliens can simply file a fraudulent application, wait 90 
days, and then ask for an EAD. Once they have the EAD, they can apply for a legiti- 
mate social security number and, even under the REAL ID Act, they can legally ob- 
tain a driver’s license because they have an application for LPR status pending. 
With a social security number and a driver’s license, they can get a job. According 
to the Government Accountability Office (GAO), an estimated 23,000 aliens were 
granted EADs on the basis of fraudulent applications for LPR status between 2000 
and 2004. When asked by the GAO to comment on the fraud resulting from this pol- 
icy, USCIS leadership indicated that fairness to legitimate applicants outweighs the 
need to close security loopholes. 

To make this situation worse, information I have just received in the past few 
days suggests two additional problems with the processing of I-765s, the application 
form for an EAD. First, it appears that the Texas Service Center has developed an 
“auto-adjudication” system that can process I-765s from start to finish without any 
human involvement at all. In other words, there is no point in the process when 
a USCIS employee actually examines the supporting documentation to look for signs 
of fraud. Instead, the 1-765 application is processed automatically when the under- 
lying application for LPR status has been sitting on the shelf for 90 days.^^ 

The second issue, identified during the same review that uncovered the “auto-ad- 
judication” system, is just as troubling. Staff at the National Benefits Center in 
Lee’s Summit, Missouri, acknowledged that there is a way to bypass the normal ap- 
plication process and manually insert any number of applications into the computer 


i^See Attachment 11: Memorandum for WIC Members, March 13, 2006, p. 4. 

“Additional Controls and a Sanctions Strategy Could Enhance DHS’s Ability to Control Ben- 
efit Fraud,” Government Accountability Office, GAO-06-259, March 2006, pp. 22, 27. 

12 Attachment 12: National Benefits Center documents (sensitive; for Members only). 
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system (CLAIMS3) so that the standard application screening process is cir- 
cumvented. Independent investigators are currently attempting to determine how 
many applications have been improperly processed in this way and by whom.^'^ 

4) Fingerprint Check Waivers — memo to Regional Directors from Michael 
Pearson, then head of Field Operations, sets out USCIS policy on the grant- 
ing of waivers of the FBI fingerprint check requirement for aliens who “are 
unable to provide fingerprints,” because of, among other things, “psychiatric 
conditions.’’ The policy states: 

The determination regarding the fingerprinting of applicants or petitioners 
who have accessible fingers but on whose behalf a claim is made that they 
cannot be fingerprinted for physiological reasons can be far less certain. Un- 
less the ASC manager is certain of the bona fides of the inability of the per- 
son to be fingerprinted, the ASC manager should request that reasonable doc- 
umentation be submitted by a Psychiatrist, a licensed Clinical Psychologist 
or a medical practitioner who has had long-term responsibility for the care 
of the applicant ! petitioner [emphasis added]. 

In my 16 years in law enforcement, I have never heard of someone being exempt 
from fingerprinting due to a psychiatric condition. Moreover, I cannot fathom cir- 
cumstances under which an ASC manager would be sufficiently qualified to deter- 
mine the bona fides of the request for a waiver. At the very least, this policy should 
affirmatively require proof from a licensed professional, rather than just suggesting 
it if the manager cannot decide for himself. 

5) Refugee I Asylee Travel Documents — ^As of late September 2005, USCIS em- 
ployees handling applications for refugee/asylee travel documents were not 
comparing the photograph of the applicant for the travel documents with the 
original photograph submitted by the refugee or asylee and stored in the 
Image Storage and Retrieval System (ISRS). Thus, an illegal alien who can 
obtain biographical information about a legitimate refugee or asylee (from a 
corrupt immigration attorney, for example) can submit an application for 
travel documents using the real refugee/asylee’s name and other biographical 
information, provide his own photograph, and be issued travel documents 
with his picture, but the name of an alien with legitimate USCIS records. 
The illegal alien can then obtain other documents based on the stolen iden- 
tity established by the travel documents. 

When USCIS leadership was made aware of this fraud scheme, a Domestic Oper- 
ations representative responded by acknowledging that this “is a known vulner- 
ability” they have been looking at “for the past year or This same individual 

clarified for ADD Divine that recent assurances Divine gave to Secretary Chertoff 
concerned verif 3 dng the identity of applicants related to 1-90 adjudications, not ref- 
ugee/asylee travel documents. Ironically in light of the issue in the paragraph below, 
ADD Divine noted that this issue “has particular poignancy as [USCIS] face[s] a 
flood of filings by Katrina victims seeking to replace documents.” All parties ac- 
knowledged implicitly that requiring employees to compare the applicant’s photo 
with the photo of the refugee/asylee that is stored in the Image Storage and Re- 
trieval System (ISRS) would end fraud of this type. 

USCIS Director Gonzalez contends that the Standard Operating Procedures (SOP) 
do, in fact, require such a comparison, so the problem is solved. Interestingly, the 
Adjudicator’s Handbook does not have such a requirement, but the bottom line is 
that the comparisons are not being done, regardless of what the SOP says. Employ- 
ees have told me recently that, rather than actually changing the SOP, supervisors 
simply send out emails ordering employees to change the way they perform certain 
tasks, so as to speed up the work. 

6) Green Card Replacement — In mid-December 2005, the ICE Office of Intel- 
ligence sent a memo to the USCIS Fraud Detection and National Security 
unit about a fraud scheme that ICE had uncovered that is similar to the one 
above. This scheme involved the 1-90 application for a replacement/re- 
newal green card (for lawful permanent residents) — the same application 
about which ADD Divine had reassured Sec. Chertoff. In this scheme, illegal 
aliens steal the identity of a lawful permanent resident. Each illegal alien 
then uses the LPR’s name and Alien Registration Number to file an 1-90 ap- 
plication for a replacement Permanent Resident Card (“green card”) with the 


Ibid. 

i®See Attachment 13: Email exchange regarding Cameroon national. 

^®See Attachment 14: ICE memo and report (the latter is LES for Members only). 
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illegal alien’s photo, fingerprints, and signature. Incredibly, USCIS actually 
captures the illegal aliens’ photos, fingerprints, and signatures in the Image 
Storage and Retrieval System (ISRS), but employees fail to compare any of 
them with the photo, fingerprints or signature of the original applicant. ICE 
identified this as a vulnerability with “severe national security implications.” 
7) Mandatory -Detention Aliens — policy memo sent to Regional and Service 
Center Directors by the now-retired head of Domestic Operations, Bill Yates, 
instructs Service Centers NOT to serve a Notice to Appear (NTA), which initi- 
ates removal proceedings, on aliens who appear to be subject to mandatory 
detention under section 236(c) of the Immigration and Nationality Act 
(INA)A'’ Instead, employees are instructed to decide the application, prepare 
and sign an NTA (unless they exercise prosecutorial discretion and decide to 
allow the convicted criminal to continue living in the United States illegally), 
and place a memorandum in the file explaining that they are handing the 
case over to ICE. Section 236(c) of the Immigration and Nationality Act re- 
quires that removable aliens who have been convicted of certain serious 
crimes be detained pending their removal (i.e., “mandatory-detention 
aliens”). Service Center employees and senior leadership at Headquarters 
confirm that this memo represents current USCIS policy. 

The memo presents two separate issues: (1) whether this policy results in aliens 
who are subject to mandatory detention based on criminal convictions being allowed 
to remain free in American communities; and (2) the applicability and scope of pros- 
ecutorial discretion. 

(1) There is evidence that criminal aliens are being allowed to remain at large 
in U.S. communities as a result of this policy. Part of the problem is that ICE 
officials (at least in some parts of the country) apparently have decided that 
ICE should be paid by USCiS each time it does its job and serves an NTA. A 
search for a missing alien file (A-file) that was being sought by an agent on the 
Joint Terrorism Task Force (JTTF) in the USCIS Philadelphia District Office 
recently resulted in the discovery of a stash of some 2,500 A-files of aliens 
whose applications for status and/or documents had been denied, but whose 
cases had not been turned over to ICE to issue NTAs because USCIS personnel 
at that office decided to hide the files rather than pay ICE to serve all those 
NTAs. According to the agent who found them, a majority of the files were for 
aliens from countries of interest. That means that aliens from special interest 
countries who do not qualify for legal status for whatever reason are still in the 
United States illegally, and there has been no effort to remove them from the 
country. 

(2) The memo on prosecutorial discretion to which the Yates memo refers was 
issued by then-INS Commissioner Doris Meissner in response, according to the 
memo, to the Illegal Immigration Reform and Immigrant Responsibility Act of 
1996. That law included several provisions aimed at getting criminal aliens off 
the streets and out of the country, including section 236(c) of the INA. Meissner 
asserts that immigration officers may appropriately exercise prosecutorial dis- 
cretion “even when an alien is removable based on his or her criminal history 
and when the alien — if served with an NTA — would be subject to mandatory de- 
tention.” However, she reserves prosecutorial discretion to law enforcement en- 
tities, which USClS absolutely refuses to be. As a self-avowed non-law enforce- 
ment agency, perhaps USCIS would be better off simply obeying the law. 

NATIONAL SECURITY INDICATORS 

As of August 2005, some 1,400 immigration applications, most for U.S. citizen- 
ship, that had generated national security hits on IBIS were sitting in limbo at 
USCIS headquarters because the employees tr3dng to process them were unable to 
obtain the national security information that caused them to be flagged. If a govern- 
ment agency (e.g., FBI, ClA, DEA, ATF) has national security information about an 
alien, or when an agency has an ongoing investigation that involves an alien, the 
USCIS employee who runs a name check in TECS will see only a statement indi- 
cating that the particular agency has national security information regarding the 
alien. (This is assuming that the employee has Level 3 TECS access; without such 
access, the employee may get no indication at all that national security information 
exists.) Employees are not permitted to deny an application “just” because there is 
national security information or a record with another law enforcement agency. In- 


I'^See Attachment 15: Yates memo on NTAs. 

’^^See Attachment 16: Update on Philadelphia A-files. 
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stead, the employee must request, acquire, and assess the information to see if it 
makes the alien statutorily ineligible for the immigration status or document being 
sought, or inadmissible or deportable. However, whether or not an employee can get 
the national security information, in order to assess it, depends on at least two 
things: 

The level of background investigation the employee has undergone, which deter- 
mines the types of information he or she is lawfully permitted to access; and 

The nature of the national security information, which determines the willingness 
or ability of the agency with the information to share it with non-law enforcement 
personnel (all USCIS employees, including those in the Fraud Detection and Na- 
tional Security unit, are non-law enforcement except for the 1811 criminal investiga- 
tors and some of the 0080 security specialists who work in OSI). 

The more sensitive the national security information, the less likely that the non- 
law enforcement employee will be able to get it. This is the genesis of the so-called 
“FOCUS” cases — employees see that there is national security information on the 
alien, but they are unable to obtain the information to assess it. The hulk of FOCUS 
cases are applications for naturalization because naturalization regulations require 
USCIS to make a final decision within 120 days of interviewing the applicant. Once 
that 120-day window closes, the applicant can petition a court for a writ of man- 
damus, and the court will order USCIS to issue a decision. USCIS set up a group 
of employees, the FOCUS group, to review these applications and issue the final de- 
cisions. However, as non-law enforcement personnel, they may have no better access 
to the relevant information than the original employee who sent the application to 
Headquarters in the first place. (In fact, some FClCtJS employees do not even have 
access to Level 3 TECS records. i®) OSI, whose law enforcement personnel have the 
security clearances and the contacts necessary to obtain the pertinent information, 
offered to assist employees with these applications. Rather than utilizing OSI, how- 
ever, USCIS leadership instructed the FOCUS group members to contact FDNS — 
the official USCIS liaison with outside law enforcement and intelligence agencies — 
when they need additional information about any of these cases. Since FDNS lacks 
law enforcement personnel, it, too, has been unable to obtain the necessary informa- 
tion from these outside agencies in some cases. 

In documented instances, FDNS has instructed FOCUS employees to grant a ben- 
efit, even though neither FDNS nor the FOCUS employee knew why the alien gen- 
erated a national security indicator.^® Despite the fact that my staff was willing and 
able to assist in obtaining the national security information that was otherwise un- 
available to USCIS, I was ordered directly by Acting Deputy Director Divine to re- 
move myself and my staff from any involvement with the FOCUS cases and to cease 
any communication with the FBI and the intelligence community. I was told repeat- 
edly that FDNS was the official liaison and so I was to have no further contact with 
any law enforcement or intelligence agencies or participate in any information shar- 
ing, either within USCIS or outside USCIS. I have been told that my successor is 
working under the same constraints. 

The result is that FOCUS employees are faced with a choice between approving 
an application for U.S. citizenship with limited information about what raised a na- 
tional security flag versus denying the application, perhaps wrongly, or asking 
someone at OSI to violate the direct order of the Acting Deputy Director and the 
Chief of Staff in order to share critical information with them. 

In a November 2005 report on Alien Security Checks by DHS-OIG, USCIS told 
the IG investigator that “FDNS has resolved all national-security related IBIS hits 
since March 2005. FDNS’s Background Check Analysis Unit reviews, tracks, ana- 
lyzes, and resolves all name-vetted hits related to national security” [emphasis 
added]. Technically, this statement is true, but only because the former head of Do- 
mestic Operations redefined the word “resolution.” In a memo dated March 29, 
2005, Bill Yates says in a footnote: 

“Resolution is accomplished when all available information from the agency 
that posted the lookout(s) is obtained. A resolution is not always a finite product. 
Law enforcement agencies may refuse to give details surrounding an investiga- 
tion; they may also request that an adjudication be placed in abeyance during 
an ongoing investigation, as there is often a concern that either an approval or 
a denial may jeopardize the investigation itself’ [emphasis added]. 

In other words, USCIS employees can “resolve” a national security hit simply by 
asking why the alien is flagged, regardless of whether the employee is actually able 
to obtain the data necessary to decide the application appropriately. One of the first 


i®See Attachment 17: O’Reilly email. 

See Attachments 18 and 19: FOCUS emails. 
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lessons employees are taught is that they must grant the benefit unless they can 
find a statutory reason to deny it. Without the national security information from 
the law enforcement agency, the employee must grant the benefit unless there is an- 
other ground on which to deny it, even where the applicant may present a serious 
threat to national security. 

Mr. Chairman and Members of the Subcommittee, as you can see, USCIS is oper- 
ating an immigration system designed not to aggressively deter or detect fraud, but 
first and foremost to approve applications. Ours is a system that rewards criminals 
and facilitates the movement of terrorists. 

On no less then 8 occasions in the past year, the DHS Inspector General and the 
GAO have reported critical, systemic failures in the immigration system. They have 
raised the national security red flag with regard to cyber attack, terrorist attack, 
criminal fraud, and penetration by foreign intelligence agents posing as temporary 
workers. All while the bad guys are patiently working within the framework of our 
legal immigration system, often with the explicit help of USCIS. 

Currently, the USCIS Headquarters Asylum Division has backlog of almost 1000 
asylum cases that it has not reported to you as Members of Congress, to the Inspec- 
tor General, or to the American people. This backlog includes two kinds of asylum 
claimants: 

Individuals who claim that they have been falsely accused by their home govern- 
ment of terrorist activity; and 

Individuals who have provided material support to a terrorist or a terrorist orga- 
nization. 

These asylum claimants, most of whom fall into the second category, are in the 
United States right now. Some have been awaiting a decision since late 2004 on 
whether the Secretary of Homeland Security, after consulting with the Secretary of 
State and the Attorney General, will grant them a waiver of inadmissibility for pro- 
viding material support to terrorists. It is no wonder DHS does not want to report 
this backlog. 

But there is more. The USCIS Headquarters Fraud Detection National Security 
unit also has an unreported backlog.^^ As of September 24, 2005, this backlog in- 
cluded 13,815 immigration applications that had resulted in an IBIS “hit” involving 
national security, public safety, wants/warrants, Interpol, or absconders. FDNS had 
a separate backlog of 26,000 immigration applications that resulted in some other 
kind of IBIS “hit.” 

In late March 2005, FDNS began requiring that all national security-related IBIS 
hits be sent to Headquarters for resolution. During the 6 months between April 
2005 and the end of September, FDNS HQ received 2,000 national security hits and 
reached “final resolution” on 650, leaving 1,350 pending by the beginning of October. 

This backlog of national security cases is particularly disturbing when put in the 
context of USCIS’s definition of how to “resolve” a national security case. One has 
to wonder how many of them were “resolved” simply by asking for the national secu- 
rity information and then granting the application when the agency with the infor- 
mation refused to share it. We have proof of at least one case where that would 
have happened, had OSI not stepped in and provided the national security informa- 
tion .22 The USCIS General Counsel’s office points out another such case, except that 
they expect to grant the application for citizenship despite the national security hit 
because the national security information “is unavailable to USCIS at this time.”^® 

Perhaps the following finding from the GAO sheds light on the truth: 

Verifying any applicant-submitted evidence in pursuit of its fraud-prevention 
objectives represents a resource commitment for USCIS and a potential trade-off 
with its production and customer service-related objectives. In fiscal year 2004, 
USCIS had a backlog of several million applications and has developed a plan 
to eliminate it by the end of fiscal year 2006. In June 2004, USCIS reported that 
it would have to increase monthly production by about 20 percent to achieve its 
legislatively mandated goal of adjudicating all applications within 6 months or 
less by the end of fiscal year 2006. It would be impossible for USCIS to verify 
all of the key information or interview all individuals related to the millions of 
applications it adjudicates each year approximately 7.5 million applications in 
fiscal year 2005 without seriously compromising its service-related objectives.” 


See Attachment 20: USCIS response to press. 

22 See Attachment 18: FOCUS email 

22 See Attachment 11: Memorandum for WIC Members, March 13, 2006, p. 4, 3rd item. 

24 “Additional Controls and a Sanctions Strategy Could Enhance DHS’s Ability to Control Ben- 
efit Fraud,” Government Accountability Office, GAO-06-259, March 2006, p. 26.. 
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USCIS leadership has been warned repeatedly of national security vulnerabilities 
in the asylum, refugee, citizenship, information technology, and green card renewal 
systems by me personally, by the GAO, by the Inspector General, and no doubt, by 
others. Time and again, they have ignored warnings of systemic weaknesses wide 
open to exploitation by criminals, terrorists, and foreign agents. When faced with 
irrefutable proof of vulnerabilities, they attempted to balance national security and 
customer service and explained to me that immigration was a right not a privilege. 
They have knowingly misled Congress, the Inspector General’s Office, the GAO, and 
perhaps most disheartening, the American people. They are attempting to simply 
reboot the immigration system, in the hope that whatever system conflict there is 
will just resolve itself. In this case, however, if you just reinstall the same software, 
with the same software engineers, and without the necessary safeguards in place 
to catch viruses or deter hackers, the system simply replicates itself and bogs down 
all over again, until one day there is a catastrophic failure. This root conflict is not 
going to go away without immediate and enormous change. The immigration process 
itself is flawed and is being exploited internally and externally by criminals, terror- 
ists, and foreign intelligence agencies. 

In closing Mr. Chairman, I sit before this committee, having lost my career, my 
passion for service to the government, my faith that someone, somewhere would do 
the right thing within DHS. I know there are more good men and women in the 
agency who would like nothing more than to do their part in fixing this broken sys- 
tem. I have now been able to present some of the information I have gathered to 
the FBI, the GAO, the Inspector General, and to you. Thankfully, senior leadership 
can no longer retaliate against me, for I am no longer employed by DHS. Based on 
the response I have seen thus far, I am hopeful that enough people will come for- 
ward that, with your help, we will finally be able to force serious change on an agen- 
cy that has needed it desperately for decades. 

Chairman Royce, Ranking Member Sherman, and Members of the Committee, 
thank you all for your support. I would be happy to answer any questions you may 
have at this time. 
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Abbreviations 

ADD - Acting Deputy Director 

BI - background investigation 

CBP - Customs and Border Protection 

Cl - counterintelligence 

CIO - Chief Information Officer 

CIS -Central Index System - provides information regarding approximately 45 million aliens 
who have come into contact witfi die INS. It contains information on lawful 
permanent residents, naturalized citizens, violators of immigration laws, and 
others for whom the INS has opoied an A*file or in whom the INS has a special 
interest. It is a centralized text-based system that identifies die location of each 
alien's A-file. It includes biographical and status information about the alien, 
such as name, date of birth. Alien number, country of birth, citizenship, various 
file control data, dates of INS actions, and identifying numbers. It also contains 
selected data from other INS databases, such as NAILS and DACS, and links 
those databases to CIS. CIS is intended to be a "pointer" system that will lead to 
the alien's A-file, which should contain complete information on the alien, or to 
other databases. 

CLAIMS 3 - Computer Linked Application Information Management System 3 - used to track 
pending immigration and customs applications; ICE is responsible for 
maintaining the systems access controls software and establishing user access 
privileges, though the data it contains belongs to and is used by CIS. 

COMSEC - communications security - measure taken to deny unauthorized persons 

information derived from telecommunications or to ensure its authenticity. 
Includes crypto security, emission security, transmission security, and physical 
security of COMSEC material and information. 

COOP - Continuity of Operations 

CoR - cancellation of removal 

COS -Chief of Staff 

CT - counterterrorism 

DHS - Department of Homeland Security 

DOJ - Department of Justice 

EO - Executive Order 

EOIR - Executive Office of Immigration Review 
FDNS - Office of Fraud Detection and National Security 
FSO - Field Security Officer 
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G-325, G-325A, G-325B, G-325C - USQS forms on which applicants for certain benefits 

provide biographical data— including name, birth date, and current and former 
addresses and employers— that is used to run IDENT, IBIS, and FBI name checks 

HR - Hiiman Resources 

lA - Internal affairs 

lAFIS - Integrated Automated Fingerprint Identification System 

IBIS - Interagency Border Inspection System - includes dre combined databases of 24 federal 
agencies and allows users to interface with all 50 states via the National Law 
Enforcement Telecorrununications System. USCIS employees access IBIS 
through the Treasury Enforcement Communications System (TECS). 

ICE - Immigration and Customs Enforcement 

IDENT - Automated biometric identification system created by then-INS to track illegal aliens 
appreh^ded in the United States or attempting to enter the United States. 

IJ - Immigration Judge 

INFOSEC - information security - the protection of classified national security information by 
the application of die rules and procedures established by Executive Order 
12958. Other responsibilities in this area include the promotion of security 
awareness and education, responding to security violations, and performing 
security indoctrination and exit clearances. 

ISSO - Information Systems Security Officer 

LBI - limited background investigation 

LES - law enforcement sensitive 

NAILS - National Automated Immigration Lookout System 

NCIC - National Crime Information Center -a text-based database, managed by the FBI, that 
contains criminal history mformation on millions of individuals. Established in 
1967, it contains records that are submitted by partidpating federal, state, and 
local law enforcement entities. NCIC records can be searched by name and at 
least one other identifier, such as date of birtti or FBI number. NQC consists of 
20 files, including wanted persons, deported felons, protective files, sexual 
offenders, and stolen vehides. NCIC is also linked to an automated system of 
criminal history record information (its largest file) known as the Interstate 
Identification Index (III). 

NCTC - National Counterterrorism Center 

Nils - Nonimmigrant Information System 

NLETS - National Law Enforcement Telecommunications System - links all states and many 
federal agendes together for the exchange of criminal justice information. Each 
state's criminal justice system can access any otiier state’s criminal justice system 
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to obtain a variety of information, including vehicle registration, drivers licenses, 
and criminal history records. 

NNCP - National Name Check Program - searches records of prior and ongoing FBI 
investigations 

NSCO - National Systems Control Officer 

NSI Classification - National Security Information Classification 

OGC - Office of General Counsel 

OPR - Office of Professional Responsibility 

OPSEC - operation security - A process to deny to potential imauthorized persons 

information about capabilities and/or intentions, by identifying, controlling and 
protecting generally unclassified evidence of the planning and execution of 
sensitive activities. 

OSI - Office of Security and Investigations 

PD - position description 

PERSEC - personnel security - Assisting employees in completing Form SF-86, conducting 
pre-appointment background checks, issuing pre-appointment background 
investigation waivers, identifying and resolving derogatory information, and 
making employment suitability determinations. 

Physical Security - Physical measures designed to safeguard personnel; prevent or delay and 
identify imauthorized access to facilities, equipment, material and information; 
and safeguard against espionage, sabotage, damage and d\eft. Other 
responsibilities in this area include the issuance of agency credentials and office 
identification, the execution of building security surveys, and interaction widi 
Federal Protective Services to promote building security. 

RFE - request for evidence 

SCI - Sensitive Compartmented Information - classified information to which access is heavily 
restricted 

TECS — Treasury Enforcement Communications System - provides a gateway into a wide 
variety of law enforcement data systems, including NCIC, III, lAFIS, NIIS, 
NAILS, state motor vehicle databases, and others 

TSC - Terrorist Screening Center 

TSDB - Terrorist Screening Database 
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Attachment 1 


Statement of Mission and Jurisdiction of the USCIS 
Office of Security and Investigations 

The USCIS Office of Security & Investigations (OSI) was established in May of 2004 by 
Director Eduardo Aguirre with agency-wide responsibilities and placed within his immediate 
reporting chain. In the context of the USCIS missioa it made good sense and was deemed 
necessary to create a professional security-oriented organization upon which each office and 
the agency as a whole could rely. Diverse responsibilities include: 

• Oversight of agency-wide COOP planning and implementation; 

• Immediate response to continuity of govemment/national security special events; 

• Facilitation of secure fixed and mobile communications between CIS and DHS; 

• Oversight of secure documents and physical security storage requirements; 

• Oversight of NSI Qassification Management Program including Original Classification 
Authority; 

• Oversight and control of Special Security Programs (SCI Programs); 

• Coordination with OCIO regarding National Security Information Systems and COMSEC 
requirements; 

• Agency-wide physical security standards and facility security programs; 

• Administrative security; 

• Technical security; 

• Protective operations; 

• International security operations; 

• Internal security investigations; 

• Internal affairs investigations; 

• IT forensic investigations; 

• Security Awareness training; and 

• Critical Response Options training. 
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Attachment 2 



Office of Seciu'ity and Investigations 

U.S. Dcpartoirat of Homeland Security 

20 Massachusetts Avenue, NW 
5* Floor Suite 5003 
Washington. DC 20529 

US. citizenship 
and Immigration 
Services 


MEMORANDUM FOR: ASSISTANT DIRECTOR FOR LABOR AND 
MANAGEMENT EMPLOYEE RELATIONS, 
DIRECTORATE FOR PERSONNEL AND SECURITY, 
WASHINGTON HEADQUARTERS SERVICES, 

ATTN: EXECUTIVE SECRETARY TO THE INCENTIVE 
AWARDS BOARD 

FROM: MICHAEL PETRUCELLl 

DEPUTY DIRECTOR 

US CITIZENSHIP AND IMMIGRATION SERVICES 

SUBJECT: NOMINATION FOR THE SECRETARY OF DEFENSE 

MERITORIOUS CIVILIAN SERVICE AWARD 


I recommend approval for the attached nomination for award of the Secretary of Defense Meritorious 
Civilian Service Award to: Michael J. Maxwell 

Director, Office of Security and Investigations 
GS-0080-14, EOD May 2004 
US Citizenship and Immigration Services 
Department of Homeland Security 
Washington, DC 


Prior Awards and Dates : Service Above and Beyond Call of Duty 
Service Above and Beyond Call of Duty 
Service Above and Beyond Cal! of Duty 
Meritorious Service Award DHS/USCIS 
Special Act Award DHSAJSCIS 


1994 - Shutesbury PD, MA 
1994 - MA Ofc. Attorney General 
1997 -MAOEMS 

2003 -USCIS 

2004 -USCIS 


www.uscis.gov 
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Nomination for DOD Medal 
Page 2 


NARRATIVE JUSTIFICATION 


Following his appointment within United States Department of Homeland Security/United States Citizenship 
and Immigration Services in May of 2004, Michael Maxwell was immediately tasked by the Undersecretary of 
Citizenship and Immigration Services, Eduardo Aguirre, to research, implement and lead all Logistical and 
Security efforts for joint US Department of Defense/US Department of Homeland Security, Military 
Naturalization Operations. 

Previously non-existent within the operational capabilities of USCIS, the scope of military operations 
(MILNATZ) would take the Undersecretary of USCIS and an all-volunteer corps of federal personnel into the 
CENTCOM Theater of Operations, exposing them to the combat environments of Balad and Baghdad Iraq, as 
Nvell as the austere environment of Bagram, Afghanistan in order to naturalize member of the United States 
Anny and Marine Corps. 

Director Maxwell spearheaded transportation and security planning for the entire operation. For the full four 
month planning cycle. Director Maxwell exhibited an uncanny ability to circumvent obstacles, leverage DHS 
and DOD resources, facilitate information exchange, and maintain operational security with regard to time and 
place dependent information that could have resulted in the cancellation of the MILNATZ operation. 

Volunteering to travel into the combat zones listed above, Director Maxwell was successful in mitigating 
unfriendly smveillance efforts threatening the well being of the undersecretary and other high-ranking US 
dignitaries. Further, from forward stations in Iraq and Afghanistan, he coordinated one dozen combat flints on 
behalf of the Undersecretary, Additionally, he was exposed to hazards including an in-flight emergency and 
aircrafr evacuation; mdiscriminate rocket and mortar fire, and the threat posed by improvised explosive device’s 
(lED) and suicide vehicle borne imimvised explosive devices (SVBIED), the threat of attack while traveling 
through the area of operation (AO). Finally, while on route to Balad, Iraq, Director Maxwell utilized his skills 
as a paramedic to treat an Air Force Crew Chief injured in-flight. The care rendered by Director Maxwell 
allowed the Crew Chief, despite his injury, to return to in-flight duties diat were critical to a safe landing of the 
aircraft in Balad. 

Successful in his efforts to overcome signifrcant hurdles posed by operational planning across organizational 
elements, multiple time zones and within an active combat zone, Director Maxwell was a critical liaison 
between U.S. Department of Homeland (DHS) and U.S. Department of Defense (OSD). His dedication to 
mission success resulted in the first ever naturalization of men and women of the U.S. Armed Forces serving on 
active duty in a war zone. Due to his knowledge, leadership, courage, and vision, the military naturalization 
(MILNATZ ) operation was enormously successful and U. S. Citizenship and Immigration Services was able to 
fulfil] its’ obligation to the men and women of the U.S. Armed Forces. 

In nominating Director Maxwell for friis award, I have carefully considered his contribution to the Department 
of Defense. He greatly influenced the successful deployment and recovery of volunteer federal employees to a 
combat zone and facilitated the naturalization of nearly one hundred members of our Armed Services. 



48 


Nomination for DOD Medal 
Page 3 


Protwsed Citation 

THE SECRETARY OF DEFENSE 
MERITORIOUS CIVILIAN SERVICE AWARD 
TO 

MICHAEL MAXWELL 

For exceptionally meritorious civilian service as Director, Office of Security and Investigations, U. S. 
Citizenship and Immigration Services, Department of Homeland Security, 1 July 2004 to 20 October 2004. 
During this period he developed and executed security operations of major scale and importance within U.S. 
Citizenship and Immigration Services and conducted on behalf of the US Department of Defense. Direcmr 
Maxwell spearheaded the transportation and security planning cycle for Military Naturalization (MILNATZ) 
operations in Iraq and Afghanistan. He fulfilled leadership responsibilities by developing professional 
relationships with OSD and the military intelligence community, cowdinating military airlift operations within 
CONUS and OCONUS venues and was instrumental in coordinating the security requirements for US 
Citizenship and Immigration Services Senior Executives. Despite known risk associated with security 
operations in these and other areas. Director Maxwell voluntarily deployed and was instrumental 
to mission success, discreetly managing “down-range” activities and leading a close protection detail in a non- 
permissive environment. 
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djrccflytotoB Hr a d i intf teraOll^ofSeeqrityaiid hvwtiiri icBa. HieOfBeeajjfOpentiomaiid 


AdminiMntioii dtouid fiiOy fQ|ipatt and ftoQitoto ttsi natigoimt: 

Approve the eittblidiinaaC cf 3 R^jond Security OfBoer (BSO) pocitioaa, and twdTOG8-9/12 Security 
C^loer(<M-coptr>ciqqttivaleto)po(ritioMare rtf q K» ' tin gtettieR^poia^^ 

Apptovt 20 Crimioal lavestigator poKtiaoi, (^9-14 Levd. Direct iqxj f llii g to toe RSO poattion. 



Appovetoehtrinsdf 10 OS-9-UpenaiindaecDntyidjDdicatioaorcoitowxorctyuvideatotobepcRn^^ 

detailed to eadathg and a pprcpri i teyace in BurlrngtoaVt 



co: 
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ATTACHMENT 4 


081 Agtfaartilii^ ra.St«gi»l 


HQ: 

47FIEAmlarized 

24FUIed 

23 Vacant* 

FIELD: 

41 FTEAndaiized** 

MFSkd 

22 Vacant 

mi; 

080/086: 

23FISAi»kcrbia 

18FTBAyOiarlud 

SFUIad 

lemtd 

JOraeam 

OVaamt 

TOTALS; 

ggfTBAalherlaad 

43 NM 

4S Vacant 


CiUlbaiiaSavioeCaW: 2 
Veamat Swvfcc Ceakr 


SmOIb; 

nUF|_j_a_Ll^ 

l^lBHKIBflDQPK 

WnUagtoaHeldOtllcK 

TOTAL: 


TaaSsvkeCaiMt: ICVrant) 

2 NDtentaSatvieeCatti: 20VaiaiiO 

1 LwAiwrfaK 7(fiVacaat) 

7(4VMatit) SanAiAaaiK I 

1 Batt«taB(VT): 6 

5 HQ; 47(23Vaeaat) 

6(1 Vacant) 

W 


24taioiiiKtSecaaOPositlaBC 23 tanadSeeDrilyl^iecUiatB,! Admin Sqi|nit 

18 at Bafintlaii, VT, 6 atHQ 

IS Pt^iicd Secmilir Toattfama: SatHft 10 AHncaIwi among FjdJOffieca 

SbaeffigeneeAnalyals: JatHQ 

(Rapid Rtaponaa + Cicaa TnAdng) 

TOTALS: AlAnthariaci 

TOTAL AartbrntaadlTK and Cammt Stall; 136 

Ndlaa: 


' Aidh o riaal HQFIEv a c a ncfa i naybedMlriliatedaa ne c ca aaiyflnoii^inmUSClS 
** Alteealed among Sendee Centan, 081 R^kmalOfficaa (LOS, HOU, and FHI)md 

Fidd THBcca euept dwt dm WaahingiMt neid OffiK ia aaMdidiad sapamtely aa a diiect 
lepot In HQ (not ttaongli da Baalan Regional OtBce) 

*** Ccedmet alaff am eidar pceaendy on boani (17) or adadnled for awant dna FY (2S) widi 
E(X)a dar^ damafier. 
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Attachment 5 



us. Citizenship 
and Immlgntioii 
Services 


Senior Review Board: 
Members and Aitemates 


Rev.l, 01/19/2006 




Teleohone 

Alternate Chair 

Alternate Phone 

Chair 










Acting Deputy 
Director 

Robert Divine 

(202) 272-1440 

Tom Paar 

(202) 272-8000 






Members 

Princioal 

fc ^ J 1-3 ■! 

Alternate’s Name 

Alternate's Phone 






Administration 

1 } iWcfffTgTnf?— 





■sCTIlriatraSTfflMI 

(202) 272-1920 

Joseoh Moore 

(202) 272-1919 

Chief Counsel 



Phil Busch 

(202) 272-1445 

Chief Intarmation 
Officer 

Tarrazzia Martin 

(202) 272-1700 




Tom Pear 

(202) 272-8000 




Alfonso Aguilar 

(202) 272-1310 

Laura Patching 

■II iiifiiirnM 

Communications 

■ESSSTESESSIHli 

(202) 272-1290 

Angie Alfonso 

■1 1 1 11 li fil il M 

Congressional 

Relations 

Sarah Taylor 

(202)272-1950 

Rutti E Tintary 

(202) 272-1947 

Domesic 

Ooerations 

Mike Aytes 

(202)272-1710 

Janis A Sposato 

(202) 272-1710 

Financial 

Management 

Bucky Tretler 

(202) 272-1960 

Gloria T Scott 

(202) 272-1959 

iij! 1 


(202) 272-1477 

David R Howell 

(202) 272-3535 

Refugee, Asylum & 

International 

Ooerations 



Joe Langlois 

(202) 272-1617 




Ann Simeone 







staff SuDDort 

Greoa Bever 

Staff Director 

Bever. Gregg A 


wmamm 



■■■■■■ 



= The Office of T ransformation is successor to the former Office of Modernization 
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Attachment 6 


-rom: Moor*. Joa«ph 

Sant: TTnirsday. August 11. 2005 931 AM 

To: Haa*. Donnls 

cc; UttMMi, MtchMl J. SeNMinQw. ptii u Tr«a*r. Chart** U 

Suli^ RE; SRB Rsquest for Funding. Topie 4. A<)rtl1«. 2009 


OamiA 

Paul, Bud^ and I spoke aid ws balove ttMt th* fMods to appnw* th* propDMd ^ *^«currtng' invoatmsnt k) 24 
regionai * 000 % contract parsonnal. 

Waactao w tad g atMIhaOiractorta signature pwvtiMdhttandor aa merd to your omeat^3CommewjaBof»vrt9chincl^^ 

3 RagfonMSacurt^Oflloaie 

12 Saourt^ OIBoara (or contract attut va tan ta ) 

20 CiMnai Invaatigatori 

Ifl Peraflnn*lSaai%Ad)M(fcMo*»q^co^^9»^*du*vaia n ta 
49 ToW 

but, his fOQ O i n matt d BBon doa* not provtda a mandats tor dUa ^Boa to kind tha abowa ttama atong at the aiao c tat ad 
infnHrinjctuf*S(4)poi1(car*,lapa9p*aaB.). 'maprooaasitatUSCtSasiablahadtoaddraaanaerrequIramantaand 
asaoGialadkMd(ngiBtiaSRB,andth*Oiraeaor«a*arna)orproponartafWaprocaaa. Wa had an undantandrtg wNh Iha 
Dirsobr and the Deputy, that s4«anewsr they gaw thak artdoreemant (they had Ms of foltB eonttno^lo them dkecOy 
raquasting mings) to a program, proiaot or atinng raquaat dMt B ¥M* oonflnganl on funds avalsMly and SRB apptDvaL 
Wa haw* bean aori^ hard to InadB budg*t% dadplna iMOtin USCtS artd tha toundadon of tNa diadpin* la ttMl naw 
faq u kamanta are My pricad out prtof to being apprwad. AtthtottwawadonotballawBftattoaatiowaltamahawabeao 
T fiprop rtB tolyprtcad and oomntunicatod to the USCtS i aad afs hiplaninao that an Infa n n eJdaciaioo can ba made. Thlsi* 
JW praoaaa that ai nanagara ate luntog to go ihrtMjgh to gat ihair new piognan. prp^scts or adMHas anprovad and 
hnlsd. Accordlr>oty,wa b eBawa that ttaabowakafTtonaad to be wore My prtcad and man taken back bedore tie SHB far 
a Sarior laadarship vole tMfera we can rateosa any fiiode lor thaaa hent*. 

Bottom In# ... the ebovaltoniapieaant a aiomticant budget laaua tor USCiSIhalwBliawa out year impact*. Plaaaa 
uMaretand (hat wa donl claim to maka any Jud^nanlB a* to Ih* lagMmacy or urgancy of your lequbernanto, but ara limply 
hoMIng (km to a p r on aa * l i attt a a aataMWwd tor daaing wtto (haaa l*>d o< faud^and paiaonnal reaeutca lea o e a , 


^oeepli Maam 
Pile* at Budget 

US OduiMhlp and Invntgwton Servfoes 

<fM4tcioi^dLinoo »^^fB.«ytw> 

0^2ia-272.l9l9 

{Qmmi933 


Ikana HMa.Oannle 

Ssnta VWednesdsy,Augutot0,200S3:lOPM 

1*1 Hwr^ J u aeph 

Ob HamMiiadM] 

Mdadi SWfte(Mmlbrhncfti8,Toph: 4, iSrt 19.2005 

t maw f iMi 

Jo*. 

)urtngthaSRBinaallngonAprl 19,2005, OSIpraeentsdth* toMowtograquastfortondingthatwaspuion holdbytoa 
SRB pendtog approval by Diractor Agukra: 

1. 23 Fl^ Admin Coats tor Intemal Aifaka tortedfon S3.40(KM 

2. 24 RagtonsI sacudty parionnti 9TBD 

On May 4, 2009, 081 presantsd an action memo to Director Aguirre for tha reaflgnmantorciS sacunty parsonnal and 
asaats to report to OSI HQ and OSI staffing maetc Dkector A^ine approved Ms request Tharafora tha requeet tor tha 
above atfons should not continu* to ba on hold Its seams «« are cau^ in th* cyde again. How do wa shake toialoosa? 

Thanks 


Oannd 
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Attachment 8 


U. S. Qtlzcmhlp and Immigration Sarvkca 
OfBcc of Saciurtty andlnvMtigationf 


CcBtnl Ra|^ aad Wctten Rtipba 
Office «f Spedal ImvettSfadoas 
Brliffiig ^md lavccd^tlva SoauaarlM 
Fduiuuy 17, 20M 


Hie fonowng weekly briefing hcc been prepared to provide m update of die cuixflot 
investigitive activity bciag Gcoducted by die field oonqpnicats of the Offioe of Security 
andLiveitifttiona(OSI). However, to oordcue providing diia on a weddybaaiadoec not 
i^peartobepncd^ tttakH^pcoxiioateiytwentyoiburinan'bountopn^arofiiit 

Xlicefine, the actual productivity cottdiKted during the worieweekequatea to 
approxim ately two (2) d^ of artual work activity. Baaed on pact aperiencewifii other 
inveatigative agendea, thixtydj^ reporti are the standard. 

Itefizenoe is niade to the February 10, 2006, briefing. Under die current matrix, it ia 
uireaaoxidite to caqiectinpraved productivity. AsrigoedpenoimdareoonstEainedwifii 
their cauating iovadny. Lutwedk, a crinunalmveatigilion was initiated in the WRO 
involving aad CIS tanplo yeea (in various management cepaoitioi) 

itatiooed in inventigation servee as the lateet 

example of meneeaCmdB^wnSSoea^SFidioiit additional roaourcee, the CRO and 
WRO will sdMoqueofiy fiaO fimr mittion. 

Ton (10) additional 1811 Criminal toveatigiavs and at least dvee (3) administarative 
pcncmnel are needed inuwdlntdly to siqipmt die miarioD of file fi^oonqMDeatx. The 
ladcof adsiiniatratrve n^tport aa well as ^ la^ of investigative support is an 
obstruction to the bbjectivea of die field offices. 

The attached farveidigitive Surnmariei outline die investigative inveotiuy of die CRO and 
theWRO. Updated infermatioa has been annotated in red. 


Attadnneot 






59 


INVESTIGATIVI SUMMARIES 
CENTRAL REGION OFFICE 


u; n cf.i w I cvi i w.\ m c» 


INS 


* Deaota ChugM 


_ iirm ir^dTnrtrrt i*KTtvM Ff/ivfLli,u>x.«gbX» 


It was allegod lliat a District Adjudicatiwts Officer (DAO)|||^^HH*^** 
providing benefit* to ^tplicaots who were seddng residency in the United States without 
properly adjudicat ing their adjustment cases. 

Update OMd-M: 


nggestsd iiut Offil eMaidte pernting 
pstMteiars faa an effort to aim fiie 
petittonen at inerlailnating tihe anbject The AUSA also tnfgsstod that OSI 
eensider cendn^ing a toibtey tovest^tadon a^ihist the snbject; however, present 
reseuree aMocadeos will not allow OSI to properfy eondnet an estended oversee* 
bribery and/or Marrii^ firand invssdgation, which would necessitate a miniMm of 
2 agents. OSI*e enrrent manpowa* nutria eeniUts of CRO-2, WRO-1. *AIISA 
dedsina etUl ponding. 


AUMSAiLen 


l»l»B jij ■ 


This trial resulted tn 

It Was alleged fiiat a Citizenship and Immigratioa Services (CICS), Contract Bmplo^^ I 
was illegally utiliaa g legacy INS cunputars to determine whedite a DEA target was 
unto investigteira and not^edthe target of their finding*. This wu a joint investigatien 
witii the DHS OIG. Update 02>ld-M: ^hh inveitifatlwi hu been completed and 
wae iubetantlated. The AUSA mM with all agencies involved on 02>13-id, tn 
pr^radon for trial, which It set for 02>2]’0h. 





2 
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• KI)5-BCIS^^(4)8337(MiaiiMafOovtEi{iiip.)-MICoii9ictadjIlBilMI 
Samairy win be tnamaittwl week of 02-13-417 *p«B<ll«g 

• RII 5 -BCIS|^| 4909 (Hiras 9 Diait/Abiue)-MICainpIead:Stimnutyidd 
numotmdnnu of udvi^ en pendmg review by tbe CRO 

CSONOTE: Th e CRO hei received eeven l anonymoue cri"»i««l ewl/nr wlniiTiimeMve 
amphdiBt ag«inst^B|||Hj^ipi|HciS officee alleging biibety, diacloaure of 
TUTS iiiliinnim'ini^ SBiffiS yiSSlMEIe nfRno itwiguleritiee; hnwaver, atflieilreaent, 
pnaclive invBitigatiam hive been idaeed on bold pendiiig the anigement of iMtional 
reioureei. EfftetedcaieTnimlwa areas following: Updated (B-lt-at (NO CHANGES) 

IU0S.BCIsH|« 2170; SSOSHdS^BgSTlS; II5SS-BCIS||B«1802; 
B50S-BCISm«7893; RSd^-BOS^BoSSSS; KS<M-BCIS-^pi78»3 


CHOCLOSIPOIO OramSIlNVESnGATlONg 
Updated n-IHM 
* Dcastea Changes 

Since January 30, 2006, the CRO has procetaed (26) closed investigitiana for all foree 
regioni. These an inveatigBlioas which have been have been conducted and concluded 
by foe DHS OIG, ICE OFR, and CIS OSL The Repoiti of Isveetigitim (ROQ have been 
die s anihiat ed to to ip pn >| iri a t e Clg manager for whatever action foey deem ippropriate. 
The CRO ia m a int ai iii ag a copy of to closed case file and monitoring foem for repo r te d 
diacipEniryactuna. Twelve (12) ROb were seat 02-154)6. The ease auiber, 
daacr^pfoaa, and i M spae ltla n are aa fidlewi: 


CRO (*S ent 02 -15-06) 

I0S-BCIS^HhM366 (Misoanduct) - Unaubatantiatad 
I04-BCIS^^P06253 (Job Perfinniaiioe Failure) - Siibstantiated/Pcndiiig 
diacapluiarya^mi/30-day reply requested by CIS management 
B0S-BC^^^B08S4 (Miaconduct) - Substentialeii/Pendiiig diaciplinary action 
104-03^^(09590 (Capyritfot In&ingemeacc) - SuhetantiatridtPcnding 
diactitoai^^miOO-^ n|dy requested by CIS management 
EROd^(K2004-379 (Ihnats/Wotiiplace violence) - Fending diadpEuary 
action 



ERO ( *9ent 02-15416) 

|’10665 (&ibccy) - Subatantiatsd/Non CIS cnployedNo actum 
) (Bribeiy) - Unaubatantiated 

9724 (Misconduct) - Subatantiated/Pending diicqplinaty 

action/30-r^ reply requested by CIS management 
200404522 (Criminal bfiaconduct) - OPR Ihveetig 
Xbaubatantiated 

200502653 (Fdony DWI) - OPR hnreatigatioi 

Subttantiated/30-day reply requested by CIS management 
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WRO (*Saitei-lS-0«) 


(Miloondiict) Umubrtintiit^ 
20q5Wa 92 (Danwatic violattce) OPR ~ 

^|^S\ibirtiiitiatod/30-d«y reply requeeted by 


• I03-BC1S^^41607 (EmbcsdeniestaUegtiioa)- Employee tcnninatad 
Bepnt iMrttoOS fluufcuMKt 

• (Bribery allegtiioa) Bailed fiom nstonlizing 
Repart ea t te C IS meaifniwt 

R^art wtteC lSniMaiwnft 

• I«4>BCIS|||B4m3SCSaleofIinmigrBtiindoca||^|||ea9loyee^ 

R^rt M^teCIS nn^nuBt 

• ROS-BCISH|[R119C(M]suaeofAudiority/Qov.Eqi]ipaiaitt)-Feiidmg 
diaapKiM ay aeri no Rupert wtti CIS iwawaififiit 

• III4-BC3S|p|[40013(<3nldPonio9iqihy/PoHesah)a)-lUstgiied/110iiiiM.Fed 
priaonlt epK^ tte CM nwnafMnfiiit 

• l(l9-BCIsj||[|^|4912Q)fiflooiidiict)-Peodiiigdiie^lmtryactioa 
Repart a —tta C IS MaaaiewHit 

• of Oov. Funds) -Enqployeetcniuiutad 

Repart ea rtSc iB laeaeiMniBt 

• I04-BCIS-HHR332S (Bribery of Public official) - Umubetmtiated/No Mtion 

Rapart wt ta C P imaaiameBt 

• lN04<IIS|||||Bl^88(Bribecy/piddkCom9rios)-Uiisi]betBiiliated/No action 
Report aette CP iBwagemeBt 

• <^3-BC18-HQ-Md75 (Nfiaomdiiot/Misuae of Positioo) - Unsidwtantiated/No 
actioa 

• I04-BCPH|HMl36(&ibflK^-Uiuubatanliated/No actum 

• I04-BOb[^^SS 739 (Seamal Aiaault all^ation)~Sid>atantiiitci<1/Pepdmg 
diadplin ^aSo B P^pwrt acBt to CP maBegaBieBt 

• 104-BCIsi|mSS740 (Sexual AaaaultaUegBtiaO-Subatantiated/FeDifiBg 
diaapUuafyaSoti Riqp^ f«nt ta dS nm^HiieBt 


5 
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INVESTIGATIVK SDMMABIB8 
WKSTERN KEGION OFFICE 


lu I tk iCk’i >1 -1 1 Lff.^ I W^h- 
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Ol-lS-M; IaluTa(at«rtn reectvad wttk lafianitatlOB 
pwtilBtaif l*lh*ttatM«ftktc«^*lB«>t,wtta«M,udnili^Mt OSliwtfiBI 
canplalMBt la talar Aa DJS. (aalldpatad (tr Ftkraaiy) la accordtaat of har 
aaytn raqaaat; Uarvim la bBow. 



WBff i Mal iI ttrrtTt rirmt attm 

D|rialalZ-lM< 

NOCHANGSB 


Hie WRO bat (6) admmialiativa iovaatiiatioiii isvolvmf taoployaa niMontaut, ooolliat 

of istanat, EEO aoA haatne mak enwoomaat, whidi aie eontady under review by the 

(1) Special AfentaaaiviedteaeWKD: 



IOSCO-' 

nsds- 

lOSCD- 


11303 (ConJHctafiateiait/En^oyinant) 

U7K (EEQiHaatile wok cnwiiaamcet) 

1130 ^tOure W diacloae) 

(bBaeondnctflnditectlbiaeO 
(SGieiaidiict'bCfaae ef niboaQ') 
(Maeonduct/Fraud) 


MAWACTMPTT ISOiniUllS 
Update 0Z-154t 

* Daaataa Chaataa 


The WRO baa (4) Management bmnirieagdO, which tie baimcendueted by 
Manegnent In^iiiiy Rcpraienlativaa (MO) and aqMivued by be (1) Spechil Agent 
t at i g ped to the WHO. Ibe MI mnnber, daacriptien, and etatna an aa bllowi: 


review. 


11701 (nnaoandiict.jrtperbcmenoe)- Ongoing MI 
|1271> (tmacondiKf, fidhn in perfiamdutiaa)- 'MI received far 


• R0SCIS^^BO0343(pnhibitedpecianDeltctiona)- Ongoing MI 
a IOSCIS^HUl0303(fidlamtopctfaiiii*Coiva^anal)-MIcaiivlet^Ml 

g um j HQ qipnivi] 
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Maxwell. MIchaol J 


Attachment 9 


From: 

Maxwell. Michael J 

Sent: 

Tuesday. FstmiaryO?, 2009 12;15 

To; 

Gonzalez. EmflioT 

Sublet 

RE; Internal Security Update 

No sir. 



Each Director or CNefwthlnaaditxJsnesi unit of USOS has the authoil^ to gran! AUO Id Ns or her staff. 11118 flows 
ffomtheDtrectorotCIS, for instance to me, and from me to staff as t deem 8n]ropriato.O(nfou8V. that auffiorfly was 
reveled in my case this past December. 

Prevlousiy we had AUO because *wi were subject to recal, unusual hours, last minute wtonded hours, and work on 
weekends or holldaye. AUOtanotsLawenforeemenlspe^beneft, which is why we were granted it in the Ifiet place. 
Vtadoni have the luxury of scheduling merime. tt ta often thrust upon us. Ife short notice travel, irrvestigalions. 
OOOP/COO, departmerA maidates. We smpiy can not dahn ovardme if it Is not scheduled In advance. MJO address this 
issue. 


Michael J Maxwell 

Director. Office Securi^ and lavestigationa 
U. S. Cidzmsbip and Imn^ratioa Services 
U.S. DepEutmeiit of Hooielaod Security 
202.272.1500 Office 


Fiemt Gonzater, hnluT 

Stnb lUmdav.r^etauey 07,300612:06 

To: Hao>Ml,Nd«clJ 

Siddocb RE: Mamd Saorltv UpdM 

wn dhs pay for auo? 

EmiloT. Qonzdlez 

Director. 1)8 dttaanship and Immigration Servicee 
20 MaesadHisefta Ave., N.W. 

WeshfngionaC. 20929 

202272-1000 

202 272-1 134 fSK 


FroRu Msmel recad J 

SMts Tuwdar/ fttawyO?, 2006 UTS M 

Tes Gonzalez. MtoT 

Siib|Hb RE; ItOmdSeartr Update 


In tha paat k waa juH part of AUO. So M othanicrds. wa aM R on BtfMff of OHa 
Mka 

MiduKt J Ktowell 

Diraito, Oflbe of Seeonty tad loveadgiiK^ 

U. S. GtOMudtipaDd bDBdfndoa Services 
U.S. PtparlDMi ofHomdand Sacwity 
201272,1500 Offifc 


ftMH flarei^ guffs T 

SmU TUMdffiWibMryW.WUffl 


bueHtanaseoB^Updiii 


WB DHS pay tor arty ovartHms or do wa htva to sat R? 


- 1 - 
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9mm •nrnmf.f^nrniv.tmutsrm 
im Ow^g.BraaT 

■uhliiti MbbH Swrty 


Sir. 

Juft so you tie kspt in tibe loop. WB htve been talced by the Dqit (HQ DHS) to be a primny on tfM 
below "aeoaitivo" Intemal Seovity (Cl) iaane. Additionally. I hive juataaaiipedi team to conduct a 
(aelisauiy ioqiniy <m anodur pataatiai Intanal Security matter diet came to our attantjon diia momiag. 

The bdow email strii^ alao re&raacea AUO conoeraa I poacd laat waeiL. at dm Dept ia notitying ua dmt 
OSl Staff (Sean TfanudO nuy wodc b^rond die nennal work day cr mqr te auiject to emiBide^e 
overdsK bours. 

I haw not discuaaed diii case with asymie at die request of DHS. but have ^ven the gceeo light &r dm 
mtaaion so diat we can get off the X. If you widi to discuss I am at your diqxual. 

V/R 

Mike 


-...-Original Hesaage — -- 

Froat Rlcdo. Joseph I nallbo ? Joseph .Hlccio^^>^^ .gov ] 

aencs Monday, February OS, 200$ 3:50 PH 

To* 

Subject: Retpiast for Special Scheduling for Sean Thraah 


Denais. 

Ae you know. Sean has been a tremendous asset to the Internal Security j fi d 
Imreetigations Division. We are currently conducting a sensitive Imrestigation at 
the nc shieh will regulre leads to be cwiducted eut-slde normal duty hours. With 
your permission. I would like to detail Sean sa one of the lead isveatl^tors. 
however In thinking the matter through, it occurred to w that X may need to Inform 
you that his work scheduls may go beynid the normsl wnrtc day or may coasiet of 
coneiderable overtime hours. That being said, can we still use him to aupoort this 
very important matter? 

Pleaee sdvlee, 

Joe 

Jos^b P. Klccio 

Chief, Internal Security a investigations Division 
Departmsnt of Homeland Security 
(703> SOl-3151 


- 2 - 
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Attachment lO | 

01 [Operation Instruction] 105.10 Agency checks of applicants and petitioners. 

(a) Use of Forms G-325, G-325A, G-325B, and G-325C. 

An applicant or petitioner shall be required to submit Form G-325, G-325A, or G-325C, as appropriate, 
when called for by the instructions for completion of an application or petition, or the relating 
regulations or OI's. 

Form G-325 shall be used to check the records of the FBI Identiflcation Division or Records Branch, or 
both; Form G-325A to check the records of the CIA, or a consul (in adjustment of status cases), or both, 
in addition to FBI checks, and G-325B to check records of other agencies. In a naturalization case the 
field office shall complete sheet 3 of Form G-325A if a check of CIA records is desired, and Form G- 
325B if a check of the records of any other agency (except the FBI) is desired. Form G-325C shall be 
used for overseas reiugee applicants as indicated in paragraph (e) of this OI. (Revised) 

If a check of agency records is deemed appropriate in connection with an application or petition in 
which such check is not normally made, ^e field office shall complete Form G-325, G-325A, or G- 
325B, as appropriate, and note the signature box "Prepared by INS.” 

A check shall be requested only if the applicant or petitioner (or a child beneficiary in a naturalization 
case) is 14 years of age or older. A FBI identification check shall not be requested for any such person 
who is more than 79 years of age. 

If the response to a previous check of the FBI Identification Division or Records Branch is less than 1 5 
months old at the time adjudication of any application or petition is made, or at the time of final hearing 
on a naturalization petition, an up-to-date check shall not be made unless there is reason to believe that 
additional pertinent information is available. 

(b) Processing of Forms G-325, G-325A, and G-325B. 

Check to assure that all sheets are legible and complete. If sheet 1 prepared by an applicant or petitioner 
is so illegible as to be useless for the required purpose, the applicant or petitioner shall be called upon to 
submit a legible form; otherwise the illegible copies shall be completed by the field office. Insert any 
missing information from the data in the relating file. Such insertion shall be made on all sheets and 
shall appear in red on sheet 1 . 

Stamp the following information in the INS box of sheet 2 and 3: (Revised) 

Office Code 
Type of Case 
Data 

The data shall be the date of mailing to the agency. The file shall be noted to show each type of record 
check requested and the date of the request. 

Stamps and notations on Forms G-325A, B, and C ^all be made strictly in conformity with this OI. 
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Sheet 1. Retain sheet 1 in the file with the application or petition. (Revised) 

Sheet 2. On sheet 2 (Rec. Br.) at the bottom of the INS box print or stamp "Prior response received 
(date)," if Form G-325 is being submitted to the FBI Records Branch within 15 months from the date of 
the last response; in addition, if the file contains any narrative reports from the FBI, insert the file 
number and date of such reports. If additional space is needed, insert "See reverse" and list the reports 
on the reverse. Mail sheet 2 to: Director, Federal Bureau of Investigation, Department of Justice, 
Washington, D. C. 20535, Attention; Records Branch. 

Sheet 3. Mail sheet 3 (CIA) to: Central Intelligence Agency, Attention; Deputy Director of Operations, 
Room 2D-27HQS, Washington, D.C. 20505. (TM 2/87) 

Sheet 4. On sheet 4 (Consul), which is used in adjustment of status cases, stamp the following in the 
INS box: 

U.S. Consul: Please check records pursuant 9 FAM, Part IV, App. D, Services for I.N.S., section 8. If 
required, reply to: (frill address of office of origin) (date), and cite above alien registration number. 

In any case where a complete police and security check is desired, print or type in the INS book, in lieu 
of above stamp, the following: 

U.S. Consul: Complete police and security check requested. Reply to (full address of office of origin) 
(date) and cite above alien registration number. 

In Hong Kong, Taiwan and India job-offer cases where overseas investigations are required by 01 
245.3(b). the Service office processing Form 1-485 should type, stamp or print in the C^er Agency Use 
box that it is a job-offer case,and that the OF 156, the G-325A and comments should be provided either 
to the District Director, Rome or if within the jurisdiction of the District Director, Bangkok, directly to 
the officer in charge of the particular office. 

Form G-325B. When Form G-325B is used to check the records of any agency other than the FBI, CIA, 
or American Consul, the INS box shall be stamped to show the full address of the office of origin, and 
date. When sending Form G-325B to the State Department passport Office, the subject's United States 
passport number, if known, should be inserted in the INS box. (Revised) 

(c) Responses from FBI and CIA. 

When the FBI or CIA furnishes a relating record, advises that one exists or may exist, or returns a 
fingerprint card with the notation "Fingerprints illegible", the material shall be stamped on the reverse 
by the field office to show date of receipt and shall be immediately sent to the operating branch for 
immediate attachment to the file. The operating branch shall also stamp the reverse to show date 
received. 

If no response is received to an FBI or CIA G-325 request within 40 days of the date of mailing the 
application or petition shall be processed on the assumption that the results of the request are negative. 
(Revised) 

When an expeditious response is needed from the FBI or CIA because of an unforeseen emergency or 
other circumstances indicating a sound basis for urgency, stamp in bright green ink or write with a bright 
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green felt-tipped pen the word "SPECIAL" in the lower portion of the INS box. In naturalization cases 
involving servicemen on active duty, stamp or write "SERVICEMAN" in lieu of the word "SPECIAL." 
The agency response, whether negative or positive, to any Form G-325, which Is so noted will be sent to 
the Service office of origin. The file shall be endorsed to show that such notation was made and the 
agency response awaited before making a decision on the case. (Revised) 

See OI 335c.6 for other circumstances under which the word "SPECIAL" is to be entered upon Form 
G-325 in naturalization cases. (Revised) 

(d) Follow-up and re-check procedure. 

When a response has not been received to a Form G-325 request sent to an agency other than the FBI or 
CIA, make a machine copy of the form in the file, write "This is a follow-up on request 

dated ," on the bottom of the copy, date the copy and send it directly to the agency. Note 

the file to show the date the follow-up was sent. (Revised) 

(e) Special procedures applicable to refugee applicants. 

Refugee applicants under Section 207 who are 14 years of age or older shall be required to submit a 
fully executed Form G-325C. It is to be processed and distributed in accordance with the instructions in 
this OI. (Revised) 

Show the fiill address of the office of origin on sheets 2 through 7 of Form G-325C and date in the INS 
box. Sheets 2 and 3 shall then be processed in accordance with paragraph (b) of this OI. Sheet 4 shall be 
mailed to the Director, United States Army Investigative Records Repository, ATTN: ICIRR-A, Fort 
Meade, Maryland 20755, Attention: Liaison Officer, Immigration and Naturalization Service. Sheet 4 
responses in refugee cases shall be processed in the same manner as prescribed by OI 104.10(c). No 
response to sheet 4 within 40 days from date of request should be regarded as indicating no record. 
(Revised) 

Sheet 5, 6, or 7 shall be sent to each consulate having jurisdiction over the places of the alien's 
residence of six months or more as shown on Fonn G-325C and, when warranted, to State Department 
in Washington, D. C. If no response is received within 40 days from the date of the request, non- 
response shall be regarded as evidence that no derogatory information has been located and that there is 
no foreign policy objection to the alien’s entry as a refugee into the United States. If the consulate has 
reason to believe that (a) a ground of ineligibility may exist, (b) derogatory information may be 
developed, or (c) the entry of the alien as a refugee may have an adverse effect on the foreign policy 
interests of the United States, the consulate will alert the originating office thereof. Upon receipt of such 
alert that office will not complete action on the alien's application until follow-up material is received 
from the consulate. If the checks are desired at more than 3 consulates the required extra sheets may be 
detached from additional sets of Form G-325C and the exact information appearing on the form 
submitted by the applicant shall be transposed to them. If a copying machine is available, the additional 
copies required may be made by this method. (Revised) 

The file shall be noted to show each type of record check requested and the date of the request. 

In all countries, except Germany, the Department of State makes the police check. In Germany, the 
applicant signs a request on a German government form for a check of the German police records. The 
form is forwarded to the Central Registry of all persons bom outside Germany, which is located in 
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Berlin. The form is returned to the Service office with an abstract of the record if positive, or with a 
stamp indicating no record. 

In addition, other records in the country of the alien's residence are checked in accordance with the 
specific arrangements made with the appropriate officials of the host government. 

(f) Supplemental instructions. 

With respect to any aspect of the procedures outlined in 01 105.10. which are not fully 
covered by this instruction, the instructions contained in OI 105.1 through OI 105.9 shall be 
followed. However, Form G-138, Signature Specimen Form, is not used with G-325 series 
forms since a block is available on those forms for signature in applicant’s native alphabet 
when such is in other than Roman letters. 
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U.S. Department of Homeland Security 

Date: March 13, 2006 

MEMORANDUM FOR WIC MEMBERS 

FROM: USCIS Executive Secretariat 

SUBJECT: (Collated) US CIS Report to the WIC 

Weekof March 13-17, 2006 

Administration 

Top Projects Currently Underway (Week Ahead Focus) 

• Verification Unit Moved- On Friday, March 3, Janis Sposato, Leslie Hope, Dominica 
Gutierrez, and Johnetta Drake moved from 20 Mass to 1 1 1 Mass as tiie Verification Unit. 

• FY 2006 Inventorv -As a result of the phased migration of assets into Sunflower, this year’s 
physical inventory will be conducted in two phases. Phase 1 of th^ FY06 inventory will 
commence on March 1 5 and end on April 15. Riase 1 will include all HQ components. 
International District Offices and Central R^ion Offices, including the National Benefits 
Center, Nebraska Sen/ice Center, Texas Senrice Center, and the Asylum Offices located 
within the Central Region. Property Custodians must report their inventory results to HQ or 
the Field Support Center, Burlington, whichever is appropriate, no later than May 1, 2006. 
Phase 2 will include inventories from all programs located in the Western and Eastern 
Regional Offices, including associated Asylum Offices. Phase 2 will begin on May 15 and 
conclude no later than June 15, with the Property Custodians reporting their inventory results 
to FSC no later than July 1 , 2006. 

• A-76 Competition: Language Specialists -On March 2, 2006, in support of the A-76 
Competition for Language Specialists, the Human Capital Office sent out notification letters 
directly to all of the affected employees. A notification was also sent to the NINSC Union 
President. This competition will study work performed by the USCIS New York District Office 
Language Support Section. The competition affects approximately 29 Full Time Equivalents 
(FTEs) represented by 147 fijil time and intermittent employees from USCIS, ICE and CBP. A 
decision regarding the study will likely be made by July 2006, with full transition of the 
winning party (in-house or contract) occurring prior to September 30. 2006. 

• Decision and Order Granting Petition for Successorship-T he Federal Labor Relations 
Authority granted ti^e American Federation of Government Employees (AFGE) continuing 
recognition as the union representing USCIS employees. The FLRA held that a unit of all 
nonprofessional employees of USCIS is still an appropriate unit within the meaning of the 
statute even after the tri-bureau split. For furftier information, contact Susan Dole, LMR 
Specialist, at 202-272-1348. 

• Requesting Management Participation for the USCIS* Sunwner Intern Proaram-T he 
Chief of Staff has approved a limited 2006 Summer Internship Program for HQ. The program 
offers paid, full-time student opportunities designed to jointly meet the needs of the student 
and USCIS. Ideal candidates are individuals pursuing undergraduate or graduate degree 
programs in business administration or management, economics, public policy, international 
relations or studies, accounting or financial management, information systems, or human 
resources management. 

Students will be selected and compensated based on their academic level and work 
experience. Assignmaits can begin as early as May 2006 and will end no later than 
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September 30, 2006. Grade levels range from G&'2-4 for undergraduate and GS-5-7 for 
graduate students. Limited funding has been allocated in support of this program and die 
availability of funding is contingent upon grade level of interns hired and their length of stay. 
Program Offices are requested to submit a program request form to HCMO no later than 
March 24, 2006 to express their interest in the 2006 Summer Intern Program. Should you 
have any questions, iidease contact LaShawn Walker, USCIS Student Program Coordinator, 
at (202) 272-1 560 or via email, at humancaDitd@dhs.qov . 

• Human Resource Staffing Statistics 


Actions in Progress 

220 

Pending Vacancy Announcement 

108 

Open Vacancy Announcement 

22 

Pending Certification List 

90 

Awaiting Manager Selections 

111 

Selections in Progress 

352 


Administrative Appeals 

Budget 

Top Projectfs) Currently Underway (Week Ahead Focus) 

• Work with PRO on new fee-related regulations 

• Document Fee Review results and prepare several options on how proposed fees could be 
rolled out 

• Identify resource requirements v. available ftjnding tor Transformation 

• Build Draft FY 2007 Operating Plan. 

• Woffr with SAVE and EEV Programs to Identity new resource needs for FY 2007. 

• Work on FY 2008 - 2012 Resource Allocation Plan (RAP) with Planning Office. 

• Complete QFR's from the Secretary's Senate Appropriations Briefing. 


I Top Project(s) Accomplished (Past Week) I 

• Conducted monthly backlog reduction teleconference with 0MB 

I Master Calendar Events BSpeaktog Engagements (30 days out) | 

• RAP is due to OHS on March 24"' 

Chief Counsel 

i Top Projects Expected (Two Weeks Ahead) - ^ 

• MQA with ICE on NTAs - USCIS has drafted a memorandum of agreement vtrifri ICE to 
delineate when each agency will make the prosecutorial decision on whether to issue an NTA 
in cases that are encountered during an U^IS adjudication and the alien is amenable to 
removal. A very general statement of the structure is that ICE will make the decision on 
criminal cases and USCIS will make the decision on applications where an NTA is required 
by regulation. 

• Conditional Asvtum Grants based on coercive Dopujatlon control practices . OCC is working 
with USCIS Ops aid ICE OPLA on the process for converting conditional grants to final 
grants in defensive EOIR cases. USCIS metwth ICE on 2/15 to discuss outstanding issues 
in dealing with persons who do not appear for fingerprinting and for resoMng security check 
hits. A meeting with EOIR and ICE OPLA was held on March 7 to discuss the topic of public 
outreach in an effort to ensure that aliens have provided a correct address to which 
fingerprint notices may be sent. 


DHS, U.S. Citizenship and Immigration Services 
Office of the Director Page 2 of 14 


Printed: 2:36 AM on 3/16/2006 
GAB, (202) 272-1483 










73 


• U Non-lmmiorant \^sa Rule. OCC is working to address comments from ICE and from OGC 
to the USCIS draft of the rule. OCC is also working with USCIS operations to draft additional 
language for ftie rule to implement requirements of the VAWA 2005. Meanwhile, the U Visa 
litigation, Ruiz v. Chortoff, challenging the failure to promulgate regulations, was dismissed by 
the District Court on March 2. 

• Militav Naturalization Case . OCC is preparing fora possible interview in March 2006 
regarding the application for naturalization pursuant to Section 329 of the INA. OCC has 
reviewed proposed intenriew questions that have been distributed for further review. 


Top Projects Currently Underway (Week Ahead) 


• Material Support InaoDlicabilitv Provisions in 212fdV3t . Continue to work with USCIS Ops, 
OGC, ICE, CBP, DOJ and DOS on process and criteria for applying the in-applicability 
provisions of the material support bar. USCIS provided a memorandum with its 
recommendations to the Deputy Secretary. USCiS has received a draft document from the 
DHS Office of Policy setting out proposed criteria based on input from USCiS and other DHS 
components, and has provided comments to that document. OCC accompanied the Director 
to a briefing of the Secretary on 2/23. The issue will be presented to an interagency Deputy's 
meeting on 3/9. 

• MOU with DOS on Data Sharing - OCC is reviewing the latest comments received from the 
Department of State on the proposed subject agreement. 

• MOU with CBP on TECS Access - OCC is working with CBP to finalize the decision on the 
third agency rule and when TECS printouts can be placed into other systems of records 
(specifically A-files). 


Top Projects Accomplished (Past Week) 


* TWP Update. OCC continued to work closely with DHS OGC and Policy, ICE and CBP in the 
continuing TWP legislative process, including review and comment on numerous 
amendments to the 400-page "Chairman's Mark" on a short time frame. 

• Withholding of Adjudication f Abevancel Rule . CIS is currently modifying the abeyance mle to 
address DHS OGC comments submitted in a pass-back on 3/7. CIS anticipates resubmitting 
the rule to DHS OGC for formal review on 3/9. 


I Master Calendar 30-Day Outlook 

♦ OCC Management Meeting from March 13-16 at the V\fashinaton Court Hotel . The senior 
leadership of OCC will be meeting in Washington, DC to discuss management concerns and 
issues facing the legal program. This “off-site" meeting is located a block from USCIS HQ. 


Noteworthy Litigation, Announcements, Programs, External Activities 

• Old Raaler Bridge Case. On 1/10. an Emergency Complaint for Dedaratorv. Injunctive and 
Other Relief was filed in the U.S. District Court for the Southern District of Florida. 
Movimiento Democracia, Inc. et al v. Chertoff et al, CIV No. 06-20044. On 2/28, Judge 
Moreno issued a decision rejecting as "unreasonable" the U.S. Coast Guard's determination 
that 1 S migrants did not make a landing in the United States for purposes of the Immigration 
and Nationality Act when they alighted on an unconnected portion of the old Flagler bridge. 
The court then ordered the U.S. Government to "use their best efforts to give Plaintiff the 
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due process rights to which they were entitled” and to report in writing by March 30, 2006, on 
"its efforts to comply wth this order." 

• European Connections & Tours. Inc, v. Gonzalez : On 3/3/06, the U.S. District Court for the 
Northern District of Georgia granted a temporary restraining order (TRO) against the 
Government, finding that plaintiff, an international marriage broker, had demonstrated a 
substantial likelihood of showing that the International Marriage Broker Regulation Act of 
2005 (sections 832 - 634 of the Violence Against Women Act of (VAWA) 2005) was 
unconstitutional under tiie 1 st & 5th Amendments. The district court's precise findings went 
to the 5th Amendment equal protection argument. The district court also found that there 
was no governmental interest furthered by the distinctions between for>profit and not-for>profit 
international mamage brokers and that the statute was more extensive than necessary to 
protect foreign women from abuse by American men. The TRO was verbally entered. The 
District Court will likely enter a written order sometime this week. 

• Abohari v. Gonzales . On 2/14, the US District Court for the Central District of California 
ordered USCIS to adjudicate tiie naturalization application of an Alien Entrepreneur 
Conditional Reside (EB-S) within 120 days after the date on which the naturalization 
interviews wm conducted. The court found that USCIS* inability to ar^udicatethe 
petitioner's ^ and a herif year old petition to remove conditions (because of the absence of 
regulations) did not justify delaying adjudication of the naturalization application. The Court 
was not persuaded by the Government's argument that an alien whose residence is subject 
to conditions is ineligible to naturalize. ICE has suggested that there may be derogatory 
information about tiie applicant, but the information is unavailable to USCIS at this time. 
/Vbsent prompt promulgation of the EB-5 regulations, USCIS will likely be forced to grant this, 
and other, naturalization applications. The District Court's order, widely disseminated by the 
immigration bar. has already resulted in a flurry of threatened lav^uits by other EB-5 
conditional residents, in addition to the other currently existing lawsuits in regard to this 
matter. 

• AmericatvArab Anti-Discrimination Committee /ADC1 ‘120 Dav Cases* in Distiict Court . The 
Department of Justice is greatly concerned with the number of these actions tiial are 
pending. A conceited effort to file such cases in district court pursuant to 336(b) of the Act is 
being champion^ by the /Vnerican-/Vab Anti-Discrimination Committee. DOJ/OIL believes 
that CIS violate its own regulations (at 8 C.F.R. 335.2(b)) in holding interviews before 
checks are done, emd that DOJ is left without a good argument to make when advocating 
these cases before district courts. While DOJ understands the Congressional and 
Presidential mandates on processing times and backlog reduction that CIS labors with, OIL 
nonetheless has eiq^ressed in tiie strongest terms a desire tiiat CIS conducting the 
naturalization process in tills way. 

• U-visa Regulations Litloation . The plaintiffs failed to file a response to ofi^ose the 
Government's moticm to dismiss in the suit against USCIS for failure to promulgate the U-visa 
regulations. OIL is very appredative of USCIS cooperation and support in the litigation effort. 
It is expected that the court wilt issue an order dismissing the case soon. 

• PadUla & Santillan Litigation Update . First, as to Padilla. Judge Hinajosa, has sua sponte 
decided to put the case back on the calendar and hold a hearing on the pending motion to 
dismiss without further briefing. The Padilla hearing will be held 3/22 and OIL is not aware of 
what the judge intended or why he had decided upon this course of action after accepting a 
stipulation between the parties to hold the case in abeyance pending resolution in Santillan . 

In Santillan. there have been some events that turn upon the technical details of federal court 
judgments and decisions. Although the court has rendered a decision and issued an 
injunction, the separate order formally entering judgment has yet to be issued by the court. 
The plaintifte moved for such an order, which was summarily denied. The plaintiffs then 
moved for costs in the case, ap|»’oximately $36,000, which was rejected by the clerk, 
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because there has been no final entry of judgment Apparently the rules provide for the 
automatic entry of judgment after 1 50 days. In the meantime, the judge, to take the case off 
of her docket, issued an "order statistically closing the case." OIL raised some concerns 
about how die Government would have to go ^ut appealing the final injunction without a 
final entry of judgment, but OIL is taking steps to ensure all avenues are covered and it’s 
possible that tiiere will be a need to amend file docketing statement before the Ninth Circuit. 

* Atabani v. Gonzales . OCC drafted a USCIS declaration that was filed by the AUSA a 

motion to remand an important naturali 2 ation case before the District of New Hampshire. 
OCC also participated in several teleconferences involving multiple agencies on the case. 

• AIHussein v. Howard . OCC drafted a USCIS declaration that was filed by the AUSA with a 
motion to remand an important adjustment of status mandamus case before the Eastern 
District of Virginia. 


Upcoming Briefings, Reports or Other Significant Activity 


• Report on Implementation of Safe Third Country Agreement . USCIS, ICE and CBP have 
been working on a review of implementation of the U S. / Canada Safe Third Country 
Agreement. The Agreemeri requires an annual review to be conducted by both parties. 

UNHCR in its monitoring capacity has submitied a review of the implementation of the 
Agreement. On 3/7, OCC participated in an interagency meeting (USCIS, ICE, CBP, DOJ 
and DOS) with UNHCR on their report. Each agency will participate in formulating the US 
portion of the joint report with Canada. 

Chief Financial Officer (aa from March 20. 2006) 

Chief Information Officer 

Top Projectt Currently Underway (Week Ahead Focus) I 

• The Vermont Service Center upgrade began on February 23*^ Anticipated completion date is 
March IS"*. The CLAIMS 3 upgrade will follow the completion of the infrastructure refresh at 
VSC. The Nebraska Service Center upgrade will follow. 

• eGovemment - OCIO continues to work on its eGovemment activities. We are currentiy 
drafting our eGovemment Strategy and Ran wO) a preliminary draft expected the second 
week of March. Complimenting these activities, OCIO continues to work with the Office of 
Communications regarding the USCIS Customer Service Portal (www.uscis.QOv) . 


I Top Projects Accomplished (Past Week) 


• Tarra 2 Zia Martin, the USCIS CIO, spoke tills past Thursday at FOSE regarding USCIS 
enterprise architecture, the roles of IT as an enabler of business and government, executive 
management support of the CIO, and other related topics. “The business is the driver; 
technology is the enabler,' Ms. Martin said. Tarrazzia also did say it is important to have high- 
level support for a CIO to succeed. ‘Fhoti I s'lt, it is imperative to have the chief 
executive officer in your comer and aligned wtih the CIO's office,* Ms. Martin said. ‘It's all 
about the mission and not about the technology.’ 

• BSS/BCS • OCIO and Operations met collecti\^ly this week to review funding and contract 
issues. A decision is expected in the next few weeks for future direction of BSS based upon 
requirements and Hindlng review. Operations also working toward an early May roll out date 
for BSS. 
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• USCIS Data Center - Strategy and cost projections are now complete. OCIO continuing to 
work on a disaster recovery approach, cost estimates as well as baseline current DoJ 
support. 


Master Calendar Events & Speaking Engagements {30 days out) 

• OCIO continues to work on numerous cost-related data calls both internal and extern^ to 
USCIS. 

• DHS OneNet - 30 of 595 (CIS/ICE/CBP) circuits and routing equipment were delivered by 
carriers and are currently undergoing acceptance testing. In addition, Feb 28''' marked the 
^rst CIS OneNet access site at the Atlanta District office. Approximately 15 sites are 
scheduled for the week beginning March 6"*. Sen/ice Centers with the exception of VSC will 
migrate during the month of March, VSC in mid- April. 

• Critical Information Protection Strategy - Based upon the critical information protection 
strategy developed last year with the Department which identified the crtticat data elements 
and infrastructure of USCIS and the Department, the USCIS OCIO has developed a 
preliminary multi-phase contingency planning / COOP stiategy (i.e., an integrated information 
assurance life cycle strategy) focusing on the data housed at the data center, versus the 
equipment or the data center Hself. Refinements to this strategy and mapping to the Critical 
Information Protection Strategy are planned over the next few weeks. 

• FISMA Remediation and Compliance - OCIO continues moving forward with its security 
remediation of all of the USCIS IT systems and networks. The current USCIS inventory is tire 
third largest in DHS. On October 1 , 2005, USCIS was at 1 1 % compliance, at the end of 
February, USCIS was at 68% compliance (DHS target was 67% and actual DHS compliance 
was 60%). Of the largest three Inventories (USCIS, USICE, and USCG), only USCIS is at or 
above target. No additional funding for IT security has been provided and these activities are 
being funded out of the OCIO operating budget. Wherever possible, we are putting controls in 
place to reduce the threat impact. However, additionai funding will be required to address the 
remaining security concerns that are being identified ar>d documented. Our IT Security team 
is examining all aspects of IT security, not just for the unclassified systems and SBU systems 
but also classified systems and USCIS’ links to classified networks so tiiat USCIS data can 
be made available, in a secure manner, to these stakeholders. 

• Systems Assurance, DBA and DB Management, Security and IT Operations continue to work 
towards acquisition through a Contracting Officer (direct ordering autiiority) specifically for 
USCIS. Target date for USCIS-managedITESS at risk scheduled for April 1. Task orders 
and iGCEs stalled with the ICE ITESS CO. Transition activities and processes are under 
development for operations handoff from ICE to USCIS team. Final resolution of Oracle 
license issues continues to be under discussion. SLAs with ICE for short -term Security 
functions and AiS support are expected to be completed March 31 Security's remote 
access VPN solution is currently with contracts org. AIS transition (web applications and web- 
based systems) is being detailed into task areas and progressing towards transfer. 

• Data Management - OCIO continues to draft a data management and data migration 
strategy In the context of the USCIS Transformation. We have completed our first definition of 
a USCIS data model. The NIEM will be used as the information exchange model for USCIS 
to exchange data Intia-organization and Inter-Organization. The proposed data model, 
enterprise architecture, and sen/ices are under IV&V review by the Gartner Group 
{www.aartner.com1 . Gartner is known throughout the IT industry for their independent review 
of technologies, tends, and planning. 
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Citizenship 

Top Projects Currently Underway (Week Ahead Focus) 

• Office of Citizenship will meet with the National Park Services to discuss venues for 
naturalization ceremonies (3/1 3). 

* OoC v/ill participate in Teachers of English to Students of Other Languages (TESOL) 
Conference from March 1 5-1 6. 


Top Projects Accomplished (Past Week) 


• Office of Citizenship (OoC) met with Applications Support Centers (ASC) chief to firm up 
plans for distribution of Quick Civics Lessons to N-400 applicants at ASCs (3/6). 

« OoC met with DOL officials to discuss immigrant integration collaboration OjiH^ortunities (3/7). 

• OoC attended the first meeting on the interagency Adult Education Task Force headed by 
Department of Education. OoC goals for this initiative are to collaborate and leverage 
resources to better meet tiie needs of non-English speaking immigrants (3/7). 

• OoC participated in special naturalization ceremony and met with stakeholders in San 
Antonio (3/9). 

• Deputy Chief Melero attended a Hispanic Chamber of Commerce event in Houston (3/1 0). 


Master Calendar Events & Speaking Engagemerrts (30 days out) 


• OoC will participate in Public Library C<xiference (3/23 - 3/24). 

• OoC will host a special naturalization ceremony in V\^shington, DC in partnership with the 
Daughters of the American Revolution (3/27). 

Communications 

Topl^rojects Currently Undenway (Week i^ead Focus) [ 

• The USCIS Story: ‘About US' CD - The project was generated by general interest from 
employees and stakeholders to understand the overarching vision and mission of USCIS. 

The project features two parts, a video fla^ presentation and an interactive information page. 
The flash presentation features an introduction to USCIS accompanied by a narrator who 
introduces the audience to the functions and responsibilities of the agency. 

• Tim Ward Installed video conferencing pilot at /Asylum office in Houston. 

• Preparing remarks for Director's appearance at the Heritage Foundation on March 16*''. 

» Preparing iwiarks for Director's appearance at the Foreign Press Center on Monday. 

• Production and distribution of the Director's Photos to be the field. 

• Distribution of USCIS Tovm Hall (Feb 2006) CDs to the Field. 


Top Projects Accomplished (Past Week) 

• Organized and executed Director Gonzalez' first media roundtable witii 1 8 outiets. 

• Organized and executed Director Gonzalez' first set of teleconferences with regional media 
outlets from around the countiy. 

« Released March edition of ‘USCIS Today* 

• The USCIS Infranet Migration project has successfully migrated over the Branding Site, the 
Competitive Sourcing Site (A-76) and the FDNS Site. 

• The USCIS Photo Archive (Flash Version) has been successfully created and will hopefully 
be sent to production within the next month. 
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Master Calendar Events & Speaking Engagements (30 days out) 


• Preparing remarks for Director's appearance in Miami; Poder Business Forum, Miami/Dade 
College Commencement,. 

• Preparir>g remarks for Director’s appearance at the March 24"* Bi-National Meeting with 
Mexico. 

• Preparing remarks for Director's appearance at the Hispanic Chamber of Commerce. 

• Tim Ward wiil install video conferencing pilot at Asylum office in Miami. 

Congressional Relations 

Customer Relations Management 

Top Projects Currently Underway (Week Ahead Focus) 


• The DHS Citizenship and Immigration Service Ombudsman is scheduled to visit the Los 
Angeles District Office, the California Service Center. And the Chula Vista Satellite Office 
March 14, 15 and 16 respectively 

Domestic Operations 

Top Projects Currently Underway (Week Ahead Focus) 


Information and Customer Service Division (ICS): 

• On March 17*', Baltimore CIS Management will host tfteir quarterly Congressional and 
Community-Based Organization meeting. Constance Carter. Director of the Office of 
Business Liaison (OBL) within the Customer Assistance Office, will be the guest speaker who 
will address OBL's role concerning immigration employment investment and school issues. 

Service Center Operations (SCOPS) and Office of Field Operations (OFO): 

• On March 1 y"*, Harford CIS will participate in an outreach event at the Hartford Public Library 
in conjunction with the International Institute of Connecticut The event is sponsored by the 
American Place Program (APP) regarding information on the immigration process. 


Top Projects Accomplished (Past Week) 


Service Center Operations (SCOPS) and Office of Field Operations (OFO): 

• On March 3^, the Philadelphia Application Support Center (ASC) hosted an 8-hour fraudulent 
document training presentation. Joe Vasil, a Forensic Document expert with the State of 
New Jersey Department of Motor Vehicles, gave a detailed presentation on fraudulent v^-sus 
authentic federal, state, city and foreign documents being presented to DMV and USCIS as 
proper identification. 

* As noted in last week’s USCIS Daily News, txi March 6*' District Director Raymond P. Adams 
naturalized ten members of the 250th Transportation Company Army Reserve Unit from El 
Monte, California in a special administrative naturalization ceremony at the El Paso CIS 
District Office. This reserve unit arrived at Ft. Bliss, Texas on January 1, 2006 for training 
before dei:^oying to Ir^ on March 14, 2006. The El Paso District Office expedited frieir 
naturalization applications in coordination with the Nebraska Senrice Center. Fingerprints and 
interviews were coordinated with the unit and Ft. Bliss to minimize the loss of any training 
time at the base. The ten soldiers naturalized were from Mexico, El Salvador, Honduras, 
Philippines, Vietnam, Guatemala and Columbia. The local TV stations and the El Paso Times 
covered the ceremony. 
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« On March 9^, Acting District Director Heinauer participated in the quarterly Homeland 

Security Chicago Community Roundtable that was facilitated by CLO Carol Rogoff Hallstrom. 
As part of the Roundtable discussion, Dr. Steve Davidson, Regional Quality Systems 
Administrator and Bob Hennings, Quality Management Analyst, reported feedback regarding 
their internal and external customer service review. 


Master Calendar Events A Speaking Engagements (30 days out) 


• Mike Aytes, Acting Director of Domestic Operations, will participate along with Acting Deputy 
Director, Robert Divine, on a panel regarding “USCIS‘Getting the Petition Approved" at the 
Annual 2006 AILA Spring Conference (C^of Hill) Washirrgton Court Hotd on March 24'". 

• Mike Aytes, Acting Director of Domestic Operations, will host the next Community Based 
Organization meeting in Washington, DC on Mar^ 28'". 

Executive Secretariat 

Financial Management 

Top Projects Currently Undenvay (Week Ahead Focus) 


• The 2"* quarter validation and verification ex^cise began March 3rd with a focus on open FY 
2005 obligations and FY 2006 commitments that have been open for 60 days. Ail applicat^e 
USCIS offices are asked to complete their review of their list by March 17*'. 

• The DHS Chief Financial Officer has determined that seven DHS components, which 
includes USCIS, need to explore other optirms for obtaining financial services to equip 
managers and senior leadership with the critic^ business information necessary to improve 
dedsion-maJdng and service delivery. USCIS participated with other components within 
USCIS developing a list of requirements and this was provided to the four DHS and one 
external organizations identified as possible providers of financial services. USCIS also 
worked with ICE to provide the selected providers with workload data to ^cilitate their 
preparing a cost estimate. Technical proposals were received February 11*'. Rough Order of 
Magnitude cost proposals were received Fetxuary 1 7*'. Representatives for the Offices of 
Financial Management and Budget observed demonstration provided by FLETC. CBP, the 
Bureau of Public Debt and the USCG. Each participating DHS component is expected to 
provide DHS' CFO with its preliminary decision by March 14**’ however this may be pushed 
back to the end of the week. 

• The Senrice Goiters and the National Benefits Center have started internal assessment of 
administrative functions as part of the Internal Self-Inspection, Tracking and Evsduation 
ONSITE) program. Completion of the reviews is scheduled for March 15**. The third phase in 
rolling out the INSITE program begins March 15** with training of Regional Office INSITE 
coordinators in VWshington DO. 

• As part of the FY 2005 financial audit, the KPMG team is required to plan and perform their 
audit in order to obtain reasonable assurance tiie financial statements are free from material 
misstatements, whether caused by unintentional errors or fraud. The Statement of Auditing 
Standards 99 requires auditors to consider the risk of fraud, waste and abuse that could have 
an impact on the financial statements or operations. As such, the KPMG team is required to 
int^ew all headquarters directors to help identify such risks. The interviews should take no 
longer than 45 minutes and will address any knowledge directors may have of risks as well 
as their responsibilities for: aeating an ethical culture; designing and implementing programs 
and controls to prevent and detect fraud, waste and/or abuse; and developing and 
implementing effective oversight processes. The Office of Financial Management has 
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provided the KPMG audit team with the names of each office director. The audit team will 
contact directly to set up appointments. 


Top Projects Accomplished (Past Week) 


• The GAO report. IMMIGRATION BENEFITS: AddHIonal Controls and a Sanctions 
Strategy Could Enhance DHS’ Ability to Control Benefit Fraud, QAO-06-259, March 10, 
2006, was disseminated to appropriate offices. 


Master Calendar Events & Speaking Engagements (30 days out) 

• March 1 0, 2006 - Response to the DHS addressing recommendations in the draft GAO 
report INFORMATION TECHNOLOGY - Near-Term Effort to Automate Paper-Based 
Immigration Flies Needs Planning Improvements. The Office of Tr^sformation and 
Records SerwcesA/erification are preparing responses, which will be consolidated by the 
Office of Finand^ Management for dearance the Front Office by March 15"*. 

• March 14 & 15, 2006 - The Finandal Management migration team will \risit Savantage 
Solutions to evaluate the FFMS finandal system. 

• March 1 5, 2006 - As part of its planning process the KPMG Financial Audit team will visit the 
Office of Contracting and the Financial Operations team in Burlington to walk-through the 
commitment/obligation processes. 

• March 22-24, 2006 - As part of its planning process the KPMG Financial Audit team will visit 
the National Benefits Center to walk-through through the quality assurance process related 
to deferred revenue. 

• March 27, 2006 - As part of its planning process the KPMG Financial Audit team will visit the 
Chicago Lockbox operation to walk-through the collection/deposit/reporting processes. 

• March 28, 2006 - As part of its planning process the KPMG Finandal Audit team will visit the 
Chicago District to walk-through through the quality assurance process related to defered 
revenue as well as fee collection/deposit processes. 

• March 29-31 , 2006 - As part of its planning process the KPMG Financial Audit team will visit 
the Texas Service Center to walk-through through the quality assurance process related to 
deferred revenue as well as fee collection/deposit processes. 

Policy and Strategy 

Top Projects Currently Underway 

• Comprehensive Immigration Reftxm - Policy and Strategy continues to work doseiy with the 
Front Office, the Office of Chief Counsel, Operations, and the Office of Congresdonal 
RelatiOTS to review the Chairman's Mark (Ccxnprehensive Immigration Reform Act of 2006) 
and amendmente during the March 8 and 9 mark up to support the Department in responding 
to the legislation through the Senate hearing and afterward. 

• Congressional Responses - Last week we drafted responses to eleven questions for the 
record regarding the TWP from Representative Lamar Smith and worked with the Office of 
Budget to draft responses to six questions for the record from Representative Serrano. 

• Policy Considerations - We reviewed policy considerations and options on NTAs, foreign 
students, and human ti^fficking. 
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• Resource Allocation Plan Development - In conjunction with the Budget Office, we continue 
working with program offices to develop the FY 2008*201 2 Resource Allocation Plan 
Development (RAP) “at targef submission (due to DHS Marc^ 24) and any necessary “above 
target* (i.e. unfunded) requests. Above target requests are due to DHS on April 14. 

• Compliance with ttie Paperwork Reduction Act - We submitted eight information collections 
for forms to DHS and one to 0MB. 

• l-LINK - coordinated the review and signature of the Interagency Agreement between 

ICE and USCIS for l-LINK and related services and CD-ROM updates to ICE Detention and 
Removal Operations. 

• Basic Riot - Wd are currently providing technical support and expertise to the new 
Verification office and Budg^ m the Basic Pilot and its potential expansion to an EEVP. 

They are continuing to handle budget issues related to the expansion of the program and 
respond to Congressional questions on the EEVP; staff briefed the House Homeland Security 
staff on these issues on March 3. Cost estimates were developed for implementing the EEVP 
as proposed by the Gherman's Mark. They are also responding to a GAO report on SSN 
enhancement as it relates to employm^ verification 

• Save and Basic Pilot Verifications - Wb are working with SAVE and CBP to start resolving 
the data quality prtMems that are causing an inordinate number of secondary verifications in 
both SAVE and Basic Pilot verifications. A meeting has been scheduled for March 1 5. 

• Project Speak Out - We are finalizing an evaluation plan for Project Speak Out, an 
interagency effort to detect and take enforcement action against practitioner fraud. This 
project involves several DHS components, the Department of Justice, and local law 
enforcement. Once operational, the program will be piloted in Los Angeles. 


I - Top Pr^ects Accomplished (Past Week) 

• Compr^ensive Immigration Reform - We worked with the Office of Chief Counsel to review 
the most recent Chairman's Mark (Specter) on Cwnprehensive Immigration Reform and 
provide comments on amendments for the Senate mark-up March 6 and 9. 

• Interagency Working Group on International Migration Statistics and Research - We chaired 
a meeting of this working group, which was attended by representatives of ten Federal 
agencies and 0MB. The program included a briefing on the New Immigrant Survey, which 
USCIS OP&S supports. Data from the first round of this survey will become available next 
week. 

• Basic Pilot - We responded to several sets of Congressional questions on the EE\^, briefed 
the House Hrxneland Security staff on tiiese issues on March 3, and developed annual cost 
estimates to implement the EEVP as proposed by the Chairman’s Mark. 


Master Events Calendar (30 days out) 


• National Legal Corrference on Immigration and Refugee Policy - Chief Carlos E. Itumegui will 
participate as a panelist at the 29*" National Legal Cmference on Immigration and Refogee 
Policy to beheld at the Fordham University Law School, NY, NY on March 13*’ 3:30 p.m.- 
5:00 p.m. This forum is organized and hosted by the Fordham University Law School and the 
Center for Migration Studies of New York (CMS) NY 

• United Nations - Chief Carlos E. Iturregui will participate as a panelist at the United Nations 
Headquarters in New York on March 15** (10:30 a.m.-11:50 a.m.) He will deliver remarks on 
“Labour Migration Arrangements* (highly skilled labour); sponsored and hosted by UNITAR 
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(United Nations Institute for Training and Research), International Organisation for Migration 
(lOM); International Labour Organisation (ILO). 

• American Payroll Association National Summit - The Director of Research and Evaluab'on 
will participate in a panel or^ immigration worksite issues to discuss the Basic Pilot and its 
possible expansion on March 23. 

• Population Association of America Annual Meeting - The Directed of Research and 
Evaluation wilt chair a panel on Temporary Migration and the International Migraticm Working 
Group meeting at the annual meeting of the Population Association of America, March 29 
through April 1. 

Refugee, Asylum and International Operations 

; - - Top Projecte Accomplished (Past Week) I 

• The second Refugee Officer Training Course (ROTC) ended this week. During the ttiree- 
week course, the Office of Refugee Afteirs trained thirteen newly hired Refugee Corps 
Officers on refugee law, adjudication procedures and interviewing techniques. These officers 
are scheduled to travel on their first refugee processing dreuit rides in March and April. 

• Ann Palmer, Director of International Operations, attended the Rome District Conference this 
past week in Amsterdam. Major topics on the agenda included military naturalization, 
procedures on adjudication of various immigration benefits at overseas location, combating 
fraud and backlog eliminations. 

Security 

I Top Projects Currently Underway (Week Ahead Focus) | 

• Criste Management Unit; Preparing for the first of three COOP/Emergency Preparedness 
dasses. The first dass will be held from March 20 to March 24 at the USCIS training fadlity 
at GLYNCO, GA. 

• Recently received a 79A report from DHS Headquarters reflecting an additional 68 cases that 
are over 90 days old. Cases are being located and distributed to the spedalists for 
adjudication. 

• Received 106 new Federal hires and 230 new Contractor packages in Burlington to be 
worked for EOD. 

• The Office of Administration and OSI are developing a plan of action to respond to the OHS 
tasking regarding planning for response to pandemic outbreaks. This is a major effort that 
will require executive support and assured partidpation by representatives from or for all 
agency components. 

• OSI continues to actively contribute to the USCIS Performance Advisory Group which, under 
the direction of the Office of Strategy and Policy, is to have materials ready for presentation 
to tile Director in the near future. 

I Top Prolate Accomplished (Past Week) { 

• Training for E-qip (electronic security questionnaire) has been ^complished and CIS is now 
hooked up. Security questionnaires will now be completed on line with 100% compliance by 
April 1 , 2006, in accordance with 0MB directive. Security approvals for new Hires Federal 
and Contractors 316. Internal Selections approved 139. 
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Master Calendar Events & Speaking Engagements (30 days out) 


• Meeting vi^h David Colangelo regarding the new Integrated Security Management System 
(ISMS) to discuss deviations and additicms to the requirement packages disbibuted on 2/1 5. 

• Meeting with David Colangelo to discuss processes on how to eliminate our surge backlog. 

Training and Career Development 

Top Projects Currently Underway (Week Ahead Focus) 

• New Model Update: OTCD is scheduled to meet witii SI International next week to finalize 
Task 3 milestones for the design and development of the t-539 prototype training-module. 


I Top Projects i^compllshed (Past Week) 

• New Model Collaboration with the SCOPS: The Office of Service Center Operations 
(SCOPS) agreed to assist OTCD with Task 3 under the New Model contract by providing four 
SME's, on the 1-539, one from each Service Center. This request included a total of 16 
CAO's and their supervisors who will participate in the initiai design, pilot testing, and 
evaluation of the prototype 1-539 training-module. 

♦ EDvantaae On-fjffe Training System Update: OTCD’s Field Training Office (Burlington, VT) 
worked with SUMTOTAL Corporation to test and deploy the self-regisfration letters that will 
automatically produce Basic Training and Advanced Training class rosters and verify 
attendance via an email sent to the USCIS Academy in Qlynco, GA. This real-time updating 
transmits information from the Academy Course Management System (ACMS) to EDvantage. 


[ Master Calendar Events & Speaking Engagements (30 days out) 

• March 14: DHS Training Leadership Council (TLC) meeting, Glynco, GA 

• March 14 &15: INA Overview lor OIG staff. Miami. FL. (Note: This has been coordinated 
with the USCIS Office of Financial Management and Internal Controls.) 

• March 27-29: Pre-Retirement Planning Course scheduled for Burlington, VT. 

• April 3-5: Pre-Retirement Planning Course scheduled for Chicago, ILL 

• April 5&6: INA Ovenri^, Washington, DC 

Transformation ; 

I Top Projects Currently Underway (Week Ahead Focus) 

• The Transformation Program Management Office (PMO) and Integrated Design Team (IDT) 
continue to develop the implementation plan for the initial rollout of the first irKxement of 
applications employing the new elecfronic case management system. The IDT and the 
Technical Solutions Team (TST) will continue refining overall business requirements and 
begin process modeling for the implementation. 

• TST will conduct User Acceptance Testing of MS Enterprise Project Management Server 
Installation. 

» Change Management, Training and Communications Team will continue developing an 
overall communications plan. 

I Top Projects Accomplished (Past Week) ~ 

• Representatives from the Transformation PMO initiated its first benchmarking meeting with 
the US Patent and Trademark Office to discuss USPTO's lessons learned as it migrated from 
a paper-intensive environment to an electronic filing and case-processing program. 
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• The integrated Design Team completed a draft Concept of Operations and continued 
gathering and analyzing Standard Operating Procedures from the field related to potential 
benefit applications and forms for initial release wiUiin the case management system. 

• TST conducted technical alternative analysis for Intake sdution and ongoing configuration of 
the Oracle-Siebel Case Management development environment. 

• The Change Management, Training and Communications team continued, map system 
stakeholders, define potential impacts of the transformation on the organization, and build 
communications vehicles for employees and external stakeholders. 

Master Calendar Events & Speaking Engagements (30 days out) | 


• USCiS executive leadership and the Transformation PMO will officially brief the DHS 
Investment Review Board (IRB) on the transformation effort. 

• Present documentation for DOORs requirements management software to OCIO Information 
Technology Review Board (ITRB) for review and approval. 

• Transformation benchmark meetings with US Health and Human Services, US Patent Office 
and the Internal Revenue Service. 

■ Conduct data modeling and complete Master Data List. 

■ Develop Independent Government Cost Estimate. 

• Continue on-going development program of baseline reporting for IRB, including cost 
schedule and performance metrics for the Transfcxmation pilot. 

• Initiate field site visits to present transformation implementation plan and conduct business 
requirements focus groups with field managers and employees. 

• Begin acquisition of contract support for Increment 1 of the case management system. 

• Provide increase communication to internal and external stakeholders about Transformation. 

• Develop Transformation Training Plan and schedule. 

Verlflcatlon 

Top Projects Accomplished (Past Week) 


• FDNS staff attended the monthly liaison meeting with the Department of State, Department of 
Labor and ICE regarding the coordinating efforts to combat immigration benefit fraud, with 
special emphasis H & L categories. 
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ATTACHMENT 13 


— — Original K«# 9 «g« — 

frtMB: Harwell, Michael J <AjRaxwel|fins 3 .<lha.go 7 > 

To: Divine, Robert <rcdlvlne 8 fins 3 .dhs. 90 v>; Crocettl, Don 
<dcrocett 6 fia 83 .dh 8 . 90 V>; McGraw, Robert A <raac 9 raM 8 fin 83 .dhs. 90 v>; 

Lee, Danielle L <dllee 8 fin 83 .dh 8 . 90 v> 

CC: Gallagher, Rand <r 9 alla 9 h 8 flns 3 .dhs. 90 v>; Co^lihy, Joe 
<jcuddlhy 8 fins 3 .dhs. 90 v>; Hurteau, Mallory J <ajhurtea 8 flas 3 .dh 8 . 90 v>; 
Sheppard, Lorie <lsheppar 28 £ln 83 .dh 3 . 90 v>; Bucher, Steve R 
<spbuc:her 8 fin 83 .dhs. 90 v>; Pierre, Paul H <pspierre 8 fins 3 .dhs. 90 v>; 

Aytes, Michael <iBaytes 8 fins 3 .dh 8 . 90 V>; Paar, Tcnn <tpaar8flns3.dh6.gov> 
Sent: Hem Sep 19 19:04:02 2005 
Subject: Re: Oevelt^ing Issue? 

All, 

I do not suspect I will receive any nore infonsation on this issue, but 
with the potential security and political Issues this nay present I felt 
It should 90 insnediately to the COS. If 1 happen to receive nore info 1 
will Imaediately forward to all on this DL. Of course we are ready to 
assist in any other way as directed. 

Michael 


Sent froai ny BlackBerry Hireless Handheld 


-•--Original Message—— 

Froa: Divine, Robert <rcdivlne8flns3.dhs.gov> 

To: Crocetti, Don <dcrocatt8fins3.dhs.gov>; McGraw, Robert A 
<raacgraw8fins3.dha.gov>; Lee, Danielle L <dllee 8 flns 3 .dhs. 9 ov>; 

Maxwell, Michael J <BjmaxweI8fin83.ciha.gov> 

CC: Gallagher, Rand <rgalla 9 htfins 3 .dhs.gov>; cuddihy, Joe 
<jcuddlhy8flns3.dhs.gov>; Hurteau, Mallory J <Bjhurt8a8fin33.dhs.gov>; 
Shec^rd, Lorie <lsh^par28fins3.dhs.gov>; Bucher, Steve P 
<S(A)UCher8fins3.dhs.gov>; Pierre, Paul H <pnipierra8flns3.dha.gov>; 

Aytes, Michael <aiayte88fins3.dhs.gov>; Paar, Ton <tpaar8£lns3.dhs.gov> 
Sent: Mon Sep 19 18:36:18 2005 
Subject: Re: Developing Issue? 

This Is obvious, but any analysis needs to tell us which types of 
benefits we grant, relying on previous or other pending actions, without 
confirming Identity from those other case files/systeas. Meed to know 
why we don't and what would be involved in changing to verify identity. 
This has particular poignancy as we face a flood of filings by Katrina 
victims seeking to replace documents. 

Robert C. Divine 

Acting Deputy Director, OSCIS 

202-272-1000 


Sent fron ay BlackBerry Wireless Handheld 
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— —Original Massag®— — 

From: Crocetti, Don <dcrocett9fins3.dhs.gov> 

To: McGraw, Robert A <ramcgraw9fins3.dhs.gov>; Lee, Danielle L 
<dllee9fins3.clha .go'7>; Maxwell, Michael J <mjniaxviel8fins3.<lh3.go7> 

CC: Gallagher, Rand trgallaghSf in33.dhs.gov>; Cuddihy, Joe 
<jcuddihy9fins3.dh3.gov>; flurteau, Mallory J <mjhurtea0£in33.dhs.gov>/ 
Sheppard, Locie <lsheppar20fins3 .dhs .gov>; Bucher, Steve P 
<spbucher9flns3.dh8.gov>; Pierre, Paul M <pnpierce8fln33. dhs.gov>; 
Aytea, Michael <aa yte30fin93.dhs.gov>; Pear, T<»ii <tpaar9£in93. dhs.gov>; 
Divine , Robert <rcdivine0 £ins3 . dhs . gov> 

Sent; Mon Sep 19 18:31:40 2005 
Sxibject: FW: Developing Issue? 

Bob-Please read below exchange and see what you can find out from ICE, 
perhaps CBP as well. Also get with Rand/Lori to have some inteimal 
systtuas checks/data milling done. Keep me posted. Thanks. -Don 

Danielle-Please look into this apparent area of vulnerability. Appears 
Paul Pierre ia SCOPS POC. Thanks*Don 


—Original Message-— — 

Frm: Cuddihy, Joe 

Sent: Monday, Septwober 19, 2005 3:53 PM 

To: Crocetti, Don 

Subject: Developing Issue? 


Here we go. Can you find out frcxn ICE if they have a specific 
Investigation going on in Arligto/Baltiaore. If they do, shouldn't we 
be aware of the target and being particularly careful? 

Joe 


— - — Original Message— 

From; Bucher, Steve P 

Sent: Monday, September 19, 2005 3:44 PH 

To: Divine, Robert; Crocetti, Don; Yates, Mllllam R: Aytes, Michael; 
Pierre, Paul M 
Cc: Paar, Tom 

Subject: RE: Developing Issue? 


Robert — Yes, the prior issue related to 1-90 adjudication. The issue 
raised below is a known vulnerability that we have been trying to 
address on a nimiber of fronts over the past year or so. 

Paul— Can you brief us on this issue and on the steps we have taken and 
or have proposed in this area? Thanks--Steve 

— — Original Message — 

From: Bucher, Steve P 

Sent: Monday, September 19, 2005 3:44 PM 

To: Divine, Robert; Crocetti, Don; Yates, Millian R; Aytes, Michael; 
Pierre, Paul H 
Cc: Paar, T<mi 

Subject; RE: Developing Issue? 


Robert — Yes, the prior issue related to 1-90 adjudication. The issue 
raised below is a known vulnerability that we have been trying to 
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address on a nunber of fronts over the past year or so. 

Paul'^Can you brief us on this issue and on the steps we have taken and 
or have proposed in this area? Thanks— Steve 

- — —Original Message- — — 

Fxoa: Divine, Robert 

Sent: Monday, Septenber 19, 2005 12:55 PM 

To: Ciocettl, Don; Yates, Hllliasi R; Aytes, Michael; Richer, Steve P 
Cc: Paar, Ton 

Subject: FH: Developing Issue? 
iB^rtance : High 


I thought I had gotten confimatlon fron someone (Steve?) that we are 
checking ISRS (in response to a ping I got from the Secretary's visit to 
document lab several weeks ago) , but maybe that was just green cards, 
and now we have other documents. I'd like to know about these 
vtilnerabilltles and when we do and don^t check ISRS. Thanks. 

—-Original Message— 

From: Paar, Tom 

Sent: Monday, September 19, 20QS 12:02 PM 
To: Divine, Itobert 
Subject: Fff: Developing Issue? 
ljq>ortance: High 


Robert, 


respect fully, 

— ---Original Massage — — 

From: Maxwell, Michael J 

Sent; Monday, September 19, 2005 10:10 AM 
To: Paar, Tom 
Subject: Developing Issue? 
lo^rtance: High 


Just an FYI 

This issue in not In our lane as it is not involving an employee. But It 
has apparently gone up to Bonner, so I thought you may want a heads up. 

Vr 

Hike 


Original Message- 

From: 

Sent: Monday, September 19, 2005 9:54 AM 

To: Maxwell, Michael J; Langlois, Joseph; Ohata, Pujia; Cuddlhy, Joe; 

Sposato, Janis A 

Subject: FM: Security Situation 

Importance: High 


This is from a friend of mine at Dulles. I told him I would forward to 
the correct people. 


To: Lenihan, Maureen 
Cc: Coloma, Marco 


3 
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Subject: Security Situation 
laiportanca: High 


In a nutshell > the scenario is as follows: 

Cameroon National wants into O.S. - probably refused visa in past, 
contacts attorney in D.C. area (nane and identity are knovm -* ICE and 
Baltimore Co. 

CA have open investigations on him) - we know him too- Me see his name 
on these fraud applications. Attorney in question, files application 
1-131 to 

obtain either an asylee travel docuaent and/or employment authorization 
card foe Cameroon who wants Into U.S. - *the attorney uses the identity 
of a 

legit asylee (farmer client) and the Cameroon who wants into the O.S. 
poses as real asylee - the attorney is utilizing the Id's of former 
clients for 

this scam - it is not known how much he is charging yet* 

Hhat Is happening Is that the attorney has figured out that he either 
applies by mail, internet, or goes to a service center, with the 
understanding 

CIS will not check ISRS for the photo of the actual asylee. Also CIS 
will not require a fingerprint with the application- he has managed to 
acquire 

re-entry documents as well as Employment iUjthorization Cards for 4 known 
prosecution cases -with the actual photo of the Imposter. To the 
untrained 

inspector - they are legit on their face. All the docs are being 
processed through the Nebraska Service Center. 

I am returning to the Eastern District of Virginia court 09/19/05 for a 
pretrial and detention hearing for the latest case. 

In short - if a Cameroon can gat a hold of these decs then a terrorist 
could too. The only solution to this problem would be to atop all mall 
in or 

non-face to face applications-' I'm assuming that is an unlikely re«^est 
for an immediate stop gap. 

There is more to the story and Interest is peaking. The Commissioner was 
briefed last night and we all agreed the problem is probably widespread. 

I hate to throw this bomb in your lap, but X have to start somewhere. At 
least point us in the ri^t direction - maybe one of the 1811*8 for CIS 
(if 

that has ccooe to fruition) 

JT 


4 
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Attachment 14 


Officr of httUigfitct 

Dcpartnwal HoBKhind Securily 
425 \ Sir«ei, NW 
Waihinglc<n.DC 20536 



U.S. Immigration 
and Customs 
Enforcement 


December 16, 2005 

MEMORANDUM POR: DON CROCETn, DIRECTOR 

US CITIZENSHIP AND IMMIGRATION SERVICES (USQS) FRAUD 

rarrecnoN and national security 

FROM; CYNTHIA O’CONNELL. ACTINO DIRECTOR 

OFFICE OF INmUCTNCB 

SUBJECT; USaS ISSUANOa OP MULTOTUE PERMANENT RESIDENT CARDS 

TO DIFFERENT INDIVIDUALS 


On December 13, 2005. the Southwest Field fniellijieace Unit (SWFIU) issued e Homeland Security^ 
iDtelligeace Report (USIR SWFIU-TUC-OIS^; 1ECS H Recoid 06KQH1Z00019). describing the identity 
theft of iegithnate Mexican nadoaals by illegal ali^ (Mexican nationals) in the United States using stolea 
and/or ^Kred Mexican passports. MtelHgonce developed by the SWFIU identiEed a systematic problem 
regarding the issuance of multiple Pennancol Resident Cards (Form I>55 1) to iodividoala using the same 
Alien Registration Nuad>er (ARN). 

Of particular interest ondined in the HSIR is the issuance of multiple Permanent Resident Cards to differeiit 
individuals all uaing the same ARN. Specifically, seven Permanent Resident Cards were issued to drffismnt 
individuals asing the name Daniel CARCIA|^^^^^ all piovidiog the Mme ARN. These documents were 
issued to the dlfTerent individuals, all of whom provided pbotogaphs, fin^rprinta, and aignatuip. These 
masactwoe were captured in die USCJS Image Storage and Retrieval System (ISRS), a web-based computer 
system used to manage and capture (rtiotagraphic tnnges. fin^rpiints and signatures of legitnnate ^jplicants 
fw imangradop benefits. The SWFIU retrieved all the captnred dam in ISRS depicting the issuance of the 
tmiltiple Permanent Resident Cards to obviously different individnals. 

Based on the information developed by the SWFIU. it is apparent that the USCIS overall fKOcess of 
ven&ationijssuance^ao^ubsegueoUnnagCT^^fA^enMnra^e^eat^id^svabMnble. This 
vuhienftnKty if alkmed to raotinue wiiboot modificatkw, will uodennine the securi^ of the US immigration 
system and could have severe national security Ingrlicadons by allowing uoscnipulous individuals to eater the 
US wrongfully obtain Pennanent Resident Cards, as proof of identity and legitimacy in the United States. 

Au^hment 

SWFIU HSIR TUC-013-06 


Cc; Acting Assistant Security P. Clark 
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Attachment 15 


itaptt«neBf«(B«OJdflad$ecBKltr 
apd Emna^inidon Sariw 


49JrS7«e^A|tr 

0C2M5f 


5S> s 2 2DQ3 


MEMCaUNDVM FOR B£C10i^CM.DlB£C7^ORS 
SBRVTCBCKNTERO] 


FROM: 

SUBJKrr: 



WiffiomEL'Srj _ 
AfMdaxfcOiEecior (os' 


This Eoeraorawlam dttc«S9f« oew guideKneK for Service Ceaten w1u» exefdSiQ| tittsr 
BnAlboiity tD Issup Foca I462, StuUe. ta Apptvr (NTA), asd is « ismsnAer of <he «c£s&bf; 
prisc^Jes tbn govern dccisioits co cxeieSse pocosecBtorial dbanCxoa v/hai adjudicating bcocQb 
«^iieaiioi2& 

ITieioitiaX ^[riiose via fbcos on ^hsee insas 

All cases wbete (he aliai’s vkdatioa of die Ssmigntiaix taA MBtioaalitjr Act 
aodf or E^sdocal, StaoD or toed sCtiUCes eod codes constitutes fl dmat to 
psbae astety ot tuitional secor^; 

2 Isstanoes wketc &aud fiehcioe has been detected- 

3 CartaiD appUcadoss for Tempo^ ftoteded Stab» flFS) vrtiocs the Oasis fbr 
tbto dsedd or Wi^dAwdi eimsdbifies & grmd of r^toitsKU^ i» eanelndabiliQ^. 
The resttlations (Bdoire tie isfluinee of nchai|dA$ docttsaeni vliea die buis foe 
A *rPS dcaial or wittidnmd ooxutituias & growd of depcftabSity or 
excLvdaknHty. £See SC39.244.10(oXi) and 244.14<bX3)]^ 

Tbis untial phase is schcdnlrd to eenkmence by die end of Sopnaber 2003» ense 
Sts&dsiti ^petstiagl^rocedures (SOPs) have bean compMed sod si] tnSidttg» and 
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Service CovtvrDii^ctoa Page 2 

SuliQect: ServkeOatferXssiMmeeof^fotices (o Appear 


tcfioarces neodt li2ve bccQ addicssei. As as^smratttf diagjitialiiDpIpnffntalioapbaseWT)) be 
ct»dacScdSnc<mim»ctjk«$v}dilBiml9^ CutotBsS8focceiiw9t(ICB)^indtte£KecttCLve 
Office of lisnupatiaD Review (EOIR^ before a^f subBe^^oeol pbasce aie msplwncnted- 

fa ix^stanoes wtWtd diflos appear to be sobject to Diaadateor dete w tioix onUer eeetJrvi 
236(0) oi the IKA< tfce Satviee Ceuteco wiO e^^udzeate tfao applicatsoa^ prepeeB and sijp wa NTA, 
but will aoT Serve the NTAontiMSttes or OB BOOL bstead, tbe SeeWoe Ceertefi witt psepate e 
XDemoraadum to die file es^laimnx ibu asv NtA has hca. esepod, but net sezved. sod that the 
case is bdng traoifcxTed for custody detenmnsdoa and XTA. satvice to the appropriate 
Dbtiict Office point of conUcifor sezvieeof tiie ehargisg doeoneat 

Laafly, It is impwtan tte remind offices that wrftde^aiim to fagaoaaWTAiggist be made 
ut acconbooe wilb tbe atQriied nemonedna eniidedt Proiec*- ^^ 

dated Hevember 17. 2<KK). Al&ough dulfitemonBdxnn.w &Iasiaed prior to Septeniber 11 » 2001 
and the tn^eetuiittfiBa of esAanoed secotily cbecks on all applications and periHem* it 
ea&blished tho imiding pnaciptes for deterndnaboos ittgvdifig prosecutotifil ffiscretion and 
nmaicus Is force. 

If you luma any qaesdoos regarding this mesnoaandura, please cotitSBt. via i^ropiiaie 
chann^, :i^mr crater or Tcfponal tept ca eatative. If needed, Service Ce ai te r T q ^eAt-uLdilv a may 
contact Daniefie Lee <tf A1 Heave* via «-oiad OT tBl<pl»onfi» at 305*^10. Rog^oiui 
r^pceSeBtaihresixiaycoricaetPeterRosaastode, Vis enuil or 11(21^ 514>298Z. 


2 
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Attachment 16 


[This update was written by a Special Agent with close ties to the ICE agent who found 
the alien files.] 

Feb. 15,2006 

I just wanted to update you on an issue I became aware of back in October of 2005. 1 
was informed that there was a “file” room at the CIS, Philadelphia District Office (PHL) 
that contained a large number of alien files (est. at 2,000). An ICE employee found the 
room while searching for a file that the JTTF needed. It is my understanding that the 
majority of these files were for aliens from countries of interest. I also understand that 
these files have been building up for several years. The ICE employee said that through 
conversations with CIS personnel, they gleaned that these files contained a variety of 
immigrant applications that were referred from CIS to ICE 01 for issuance of a NTA and 
were subsequently returned without action. From what I have been able to gather, CIS 
claimed that ICE was charging an exorbitant fee for processing of the cases through 
EOIR. Therefore, they stopped putting people into proceedings directly (CIS issues the 
NTA) or CIS stopped referring the cases to ICE OI. This resulted in hundreds of files 
sitting in limbo with no process moving them forward. It was my understanding diat a 
national MOU was being worked out between ICE and CIS to deal with this issue in 
October 2005. 1 am unaware of a MOU going into effect to this date. 

The National Security ramifications surrounding this are ominous. As you can imagine, 
this plays right into the hands of foreign-bom nationals who wish to stay in the United 
States, while they work on another “petition”, find another wife or circumstance that 
allows them to stay or adjust status. This limbo status puts us into a terrible position, 
especially when superimposed on the status profiles of the 9-1 1 hijackers. I would also 
suggest that this is potentially a national problem not restricted to Philadelphia. CIS will 
be the sacrificial lamb when a national security issue arises with this connection. 

It has come to my attention, that due to construction at Philadelphia, these files were 
moved throughout the District last week, in part and remain in “limbo”. 
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Attachment 17 


— Orlgia»l — 

Frc«: Hunrsll, J 4lichaal.MaxMllidba.goT> 

To: 0*R*illy, Torrance M <Torrance.O'Balllyfldha. 90 T>f Crocatti, Doit 
<D 0 a.Cree 0 ttlidha. 90 T>> NaxMll« Miehaal J <Miohaal.ltezNallidhi.goT> 
CCi Biirtaau, Mallory J <Mallozy.Buxtaaaidha. 90 T> 

Saati Tua 23 07:07:54 2005 
Subjaet: Bat Taoa acaaa 

PmxhMpB wa can BMot later fchla aomlng and bralnaton aa latamal 
aolutlon.7 


Sant f root iqf BlaekBarzy Wlralaaa Bandhald 


-—^Original Maaaag^-- — 

IXoBt O'Eallly* Tazxanoa M <Tazzanoa.O*RailIyiclha.goT> 

To: Crocatti* Don <DoB.Crocattiidha. 9 eT>i MaiM.Vl» Miehaal J 
<Mlchaal .Maznallidha. 9 eT> 

CCi O'Railly* Tarraaoa M <Tarzanca.O*Balllyi<fiM.goT» Burtaau* Mallory 
J <MBllozy.Buztaaaidha. 90 T> 

Sant: Tua Bug 23 07:02:07 2005 
SObjact: BE: Taoa aeaaa 

lafaet* tha lack of aeeaaa is and continues to driTS 08CIS osployaas 
crazy. Bran in FOCOS tbara are aaployaas that haTo IJMXTBD access. 

fifu n n ngn — -- 

rroa: Czooatti* Don tBhiltetOon.Crooettiidba.goTl 
Sant: Tusaday* August 23f 2005 7:00 AH 
To: MaxMll, Miehaal J 

Co: O'Railly# Tarranoa M> Burtaau/ Mallory J 
Sutajact! BBi Taca acaas 


I know nothing about thasa Isauaa being rasolvad. 

‘——Original Mesaaga‘— 

Froat KsxMall* Miehaal J 

Bent: Tuesday* August 23* .2005 6:33 AM 

Tot Crocatti* Dan> Tarranca.O'Raillytdha.goT' 

Subject: Taca acaaa 


Don* Tarry 

An 1 to undaratand that all your folks now hsTo accaaa to TECS ate and 
tha badeground inTsatlgation laaua with CBP has bean ractifiad? 

A follow to aboVa would ba* ia tbara a poaalbility that tha lack of 
auitabla background inTaatigationa of CIS paraonnal inadrartantly 
linlted CIS accaaa to TECS for finite period of tias and tharafera 
adjudicatora were forced to naka daciaiona without all pertinent and 
potentially derogatory information anilable to thorn? 
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Thanks, I hsvs to oraft s rapXy to nuasrous qusatiMM about ths BZ 
procMS -Mitbin CIS and this may bo a good oxasplo of irtiors a stoTopipo 
occuxod in tho procoss. 

Kiko 


Sont ftoa ay BlaekBonry Wiroless Handhold 




95 


ATTACHMENT 18 


From: Han, Dennis 

Sent: Thurklay, 15. 2005 1:40 PM 

To: Minor, Lloyd W; Berglund, John M; Muiln, Gooffroy M 

Subject: FW; Interview Notes 

Sonstttvlly: Confidential 


Geoff: 

See below traffic. 


——Original Message— 

Fr^: SposatO/ Janls A 

Sent: Thursday, September 15, 2005 1:28 PM 
To: Maxwell, Michael J 

Cc: Aytes, Michaelf Yates, William E; Paar, Tom; Haas, Dennis 
Subject: RE: Interview Motes 
Sensitivity : Confidential 


Thank you Michael. You and your staff have been very responsive to me 
and to Focus, and I appreciate that. 

Janis 

Original Message—'— 

cmt Maxwell, Michael J 
'sent: Thursday, September 15, 2005 1:26 PM 
To: Sposato, Janls A 

Cc: Aytes, Michael; Yates, William R; Paar, Tom; Haas, Dennis 
Subject.: RE: Interview Motes 
In^orteuice: High 
Sensitivity: Confidential 


Janls, 

I have spoken with Tom Paar on this particular case. I need to make my 
position clear to all parties . With the approval of the Chief of Staff, 
in this case only, we can finish, the job and share the information. 
However, in the future, I have been directed to cease OSI participation 
in the FOCOS initiative and, as seen in the eioail below, had already 
directed my staff that OSI shall not be involved in future FOCDS 
Initiatives unless approved by Bill, the COS, and ADD. 

I will have Geoff Mullin contact Pat to close the loop and then must 
withdraw from the process . 

Vr, 


Michael 

——Original Message — ■ — 

From: Sposato, Janis A 

' nt : Thursday, September 15, 2005 1:03 PM 
Maxwell, Michael J 

tc: Aytes, Michael; Yates, William R 
Subject: FW: Interview Notes 
Importance: High 

1 
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Maxwell, Michael J 


Promt 

$ent: 


Cc: 

SubjMt; 


Sposato, Janis A 

Thursday, September 1 5, 2005 1 103 PM 
Maxwell, Michael J 
Aytea, Micha^; Yates, William R 
FW: Interview Notes 


Importance: High 

Sensitivtty: Confidential 


Hlchael 

I don't want to interfere .with tdietever Inetruetittie you got fron Robert, but me of our 
FOODS Tiwindawue eases seens to have gottm cauf^t in the middle . I understand that your 
staff had. c<mtaeted Secret service and obtained adverse infozmation.for us about the 
applicant, but that they now feel constrained to share it. Can you see your way clear to 
allow your staff to shue what they have? Or would you rather 1 abk Robert for 
permiaaion? I apologise for putting you on the spot. 

Janie 


•^teiglnal Kessage 

From* MOlin, Satrlola 

Sent: Thursday, S^teniber 15, 2005 9:20 AH 
To: Sposato, Janla A 
Cc: Milraan, Hary C; Leclair, Kellie 
Subject: FW: Interview Notes 
iBportance: High . 

Sensitivity: Confidential 


Janla, FOCUS wa:s hoping to uae Infoxnatlon that OSI (Office of Security and 
investigation) was going to provide In a^pport of thla N400 ease,^ According to 
InfonBation previously provided by OSI, ^Is individual is involved in moving large sums 
of moiey, and under currmt investigation by the Secret Service. According to the 
•information PUNS provi ded FOCUS, there waa no derogatory infoxnatlon and we should procaai 
with adjudicatlm. TOCOS needs the Infozmstion available to OSI In order to render an 
appropriate decision in this case, blanks. Fat 


Original Massage' 

From: Leclair, Kellie 

Smt: Thursday, Septatfber 15, 200S 9:08 AH 
Tot Molln, Patrleis 
Subject: FN:. Interview Motes 
Inportance: Ri(^ 

Sensitivity: Confidential 


Pat, 

This is regarding tbe^^^Bmandamus ease, 

blanks, 

Kellie 

— Original Kesaage 

Froa: Hullin, Geoffrey M 

Sant: Medoaad^r, Septaober 14, 2005 6:48 PN 

To: laclair, Kellie 

Cc: ' j6hn.bergluhd8dhs.gov' 

Subject; Interview Metes 


Keilla, 

Rscvd your message ref reviewiz^ the interview notes you have just been forwarded. I 
would like to assist but I have been instructed that I will be directly defying the Actlni 
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Deputy Dir«ctorfl order If 1 do. You may ask Fat to aek her boos to talk with Director 
Maxwell aa X know he la receptive to our doing idiatever we can to help you giv*. Hoipe 
tills can be reeolved in tint 
Geoff 


''ent from BlackBerxy Nlrelees Handheld 
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Attachment 19 


FranK 

SMit: 

UK 

SutjKt: 


Nolln, Palitda 

FiMbv, S^Xwnbsroe, 2005 B:45 AM 
Mtiln,Gwm«yM 

Somalia; 02/10/1868)1 


iRipoilaiiOB: High 

SanaWnty; ConMantU 


Geoff, Not sure if I ahould be making this request, but lil take a ctiance. The abova-ieferenced 
individuBi has filed a Mandamus against the Servira relating to his unadjudicated N400 application. 
The Name Check Process returned a POSITIVE RESULT and the FBI LHM and FDNS follow-up 
provides FOCUS with no details, other than the individual Is the sub|ect of an ongokig Inveetlga^ 
with national security Implications. According to FDNS, In order to maintain 'case IntegrtV the FBI 
did not provide spedlica of the case, but the case shculd be placed In /Uteyance. I was wondering if 
you would be able to obtain more detanad Information regarding the Investigation along to assist 
FOCUS with this case and Information that could be used In open court before the judge to explain 
the need for placing the case in Abeyance. Thanks for your het>. Pat 
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Attachment 20 


[Note: This document was compiled through a team effort that included staff from the Chief 
Counsel’s office, Public Affairs, Congressional Relations, and others.] 

Draft- 10/4/05 

Initial Statement 

Recent press articles, particularly those appearing this week in the Washington Times, suggest 
that some U.S. Citizenship and Immigration Services (CIS) adjudicators lack access to certain 
law enforcement data bases when adjudicating benefit applications, and that CIS has a backlog 
of approximately 2500 cases involving allegations of employee misconduct. 

Before providing more detailed information regarding these concerns, it is important to 
emphasize that CIS’ highest priority is preserving and protecting the integrity of the legal 
immigration system. While delivering timely, accurate and effective services is critical, CIS 
maintains an unwavering commitment to promoting national security and public safety. Toward 
that end, CIS conducts law enforcement checks on all applications and petitions before 
adjudicating them, and completes approximately 35 million background checks each year. CIS 
has in effect a strict policy requiring the resolution of all law enforcement checks prior to the 
approval of any related immigration application. Obtaining necessary information from a range 
of law enforcement and intelligence agencies is vital to this effort. 

CIS is also places paramount importance on employee integrity. Allegations of misconduct are 
investigated thoroughly and, if substantiated, addressed with appropriate disciplinary action. 
With regard to the number of alleged misconduct cases mentioned in recent press reports (an 
estimated 2600) historical experience indicates that approximately 90% are likely to be either 
unsubstantiated or administrative in nature. CIS has worked hard to devote additional resources 
to our Office of Security and Investigations (OSI) to review and resolve outstanding cases, but it 
will take some time to mobilize these resources and eliminate backlogged allegations. CIS is 
committed to completing the backlog of internal investigations fully, fairly and expeditiously. 

Does CIS Have Full Access to All Necessary Law Enforcement Data Bases? 

[Here we need to fashion 2-3 sentences basically saying No, we do not have FULL access and 
state the reasons why. We then need to emphasize how even without full access, we ensure that 
no application is approved without resolution of all national security and other safety concerns. 
IF we had more complete access - here is what it would look like (the fix) and here is how it 
would render far more efficient and productive our day-to-day operations ...] 

CIS conducts computerized law enforcement background checks related to all applications and 
petitions. For some application types, the agency conducts several different kinds of law 
enforcement checks. If the results of any given check reveal the existence of derogatory 
information, CIS removes the case from normal processing, and seeks clarification and/or 
additional guidance from whichever law enforcement agency posted the background check 
information. Most often, that posting agency is Immigration and Customs Enforcement (ICE), or 
the Federal Bureau of Investigation (FBI), though other federal, state or local agencies may also 
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be involved. When CIS obtains saflicient information to adjudicate a case, it does so. No 
case is adjudicated without sufflcieiit Information either to deny the application, or to 
resolve any identified security or safety concern. 

CIS at times utilizes background check processes to alert ICE about pending applications filed 
by, or on behalf of, aliens deemed to be national security risk. We have in place protections to 
ensure that adjudications do not proceed in the face of unresolved law enforcement information. 
We recognize that law enforcement information can and should be obtained at various stages in 
the adjudications process, not just immediately after filing but also at later stages of adjudication. 
To ensure that security checks are completed and resolved prior to any final adjudication, 
CIS conducts regular quality assurance reviews. Recently the DHS Office of the Inspector 
General completed an evaluation of CIS security processes that resulted in the 
identification of no significant lapses. 

The standard law enforcement check performed by CIS on all applications is called an Inter 
Agency Border Inspection System (IBIS) check. The database at the heart of IBIS is the 
Treasury Enforcement Communication System (TECS). Since the formation of the DHS, some 
transition issues have arisen involving access by CIS adjudicators to TECS. These issues are 
predicated upon a very legitimate debate about the level of employee background checks that 
should be conducted prior to qualifying for TECS access. Negotiations about this issue are 
ongoing, with the Fraud Detection and National Security (FDNS) Unit representing CIS. 

Related questions exist concerning the specific level of access to TECS information CIS 
adjudicators and FDNS staff should be given. [Here we should describe each level and what it 
implies -Alice and/or Nick can you help?] These implicate the law enforcement “need to know” 
requirement, and the level of personnel security clearances of employees seeking access. FDNS 
is likewise responsible for representing CIS in these negotiations. 

With respect to the FBI’s NCICIII database, CIS is encountering direct access difficulties, 
though not with regard to fingerprint checks [add a sentence explaining why]. Access issues do 
arise when we want to submit a name rather than fingerprint check. The CIS Office of the Chief 
Counsel has made numerous attempts to obtain fuller access to NCICIII for agency personnel. 

[Here we need to explain in clear terms how Section 403 of the Patriot Act did not clearly 
provide for the use of FBI criminal history information in adjudications involving aliens already 
in and admitted to the V.S. We should further emphasize our support of an amendment to 
Section 1 04 of the Immigration and Nationality Act that would ensure that those charged with 
determining whether aliens will have temporary or permanent access to the U S. through a grant 
of a visa, immigration benefit, or citizenship, are equipped with the same informational tools as 
law enforcement agencies, as their junction is no less important in the war on terrorism. The 
FBI has provided direct access to NCICIII (via IBIS) to immigration inspectors at ports of entry 
for purposes of ensuring that aliens who seek to enter the U.S. are admissible (i.e. an 
immigration purpose or benefit), yet is has resisted providing that same access to CIS personnel 
adjudicating immigration benefit applications in the V.S. Attached is a comprehensive summary 
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of both the access to criminal history information problem CIS confronts and the proposed 
remedial amendment. ] 

How Does CIS Identify Fraud and Potential Threats to National Security? 

To strengthen national security and ensure the integrity of the legal immigration system while 
simultaneously administering immigration benefits in a timely and effective manner, CIS 
established a Fraud Detection and National Security (FDNS) Unit whose primary responsibilities 
are to: 


> Detect, pursue, and deter immigration benefit fraud, 

> Ensure background checks are conducted on all persons seeking benefits 
before benefits are granted, 

> Identify systemic vulnerabilities and other weaknesses that compromise the 
integrity of the legal immigration system, and 

> Perform as USCIS’ primary conduit to/from law enforcement and intelligence 
agencies. 

The headquarters (HQ)-based FDNS consists of four branches: 1) Fraud Detection, 2) 
Operations, 3) National Security, and 4) Administration/Support Services. A Background Check 
Analysis Unit (HQ-BCAU) widiin the National Security Branch receives and reviews all 
National Security Notifications (NSNs) resulting from IBIS hits. These NSNs, and the 
subsequent case resolution information in the form of a Case Resolution Record (CRR) are 
reviewed by the HQ-BCAU. All CRRs must be approved by the HQ-BCAU before a case may 
be released for adjudication. Sensitive national security-related cases are forward to the CIS 
Office of Field Operations’ FOCUS [spell out] Unit, which provides adjudications-related advice 
and guidance. HQ BCAU’s primary responsibilities include performing system checks and 
gathering information. 

FDNS staff is also assigned to each of the five CIS Production or Service Centers and operate in 
the form of Fraud Detection Units (FDUs). Each FDU is engaged in anti-fraud activities and 
“Top 5” IBIS background check operations: all IBIS hits that involve 1) National Security, 2) 
Public Safety, 3) Wants/Warrants, 4) Interpol, or 5) Absconders are forwarded to FDUs from 
Production Center IBIS Triage Units. The FDUs performs referral and/or resolution activities, 
and return information to adjudicators. Production Center IBIS Triage Units resolve non-“Top 
5” IBIS hits. 

Many CIS District Offices have an on-site local FDNS Immigration Officer (10) to assist in anti- 
fraud efforts and IBIS National Security-related hit resolutions. These lOs are organized across 
the three CIS Regions, and guided by Regional FDNS Supervisors. Local IBIS units under CIS 
Field Service Operations are responsible for resolving non-National Security-related IBIS hits. 


CIS conducts approximately 35 million IBIS checks each year. FDNS is responsible for 
processing all “TOP 5” IBIS hits through Production Center staff and National Security IBIS hits 
through District lOs. 
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As of September 24, 2005, the pending IBIS FDU workload consisted of 13,81 5 cases, including 
all National Security cases. Roughly 90% of the National Security IBIS workload is carried by 
the FDUs. The number of public safety cases referred from all Regions, including the Asylum 
Division and Production Centers totaled 1 1,997 for the ten-month period from September 2004 
through June 2005. 

[NOTE: The current IBIS backlog for the Center Triage units, which resolves other than “Top 
5 ” hits, is approximately 26, 000 cases] 

In March 2005, CIS began requiring all of its offices to report National Security-related hits to 
the HQ-BCAU before commencing resolution activity. Since April 2005, an estimated 2000 
NSNs have been submitted to the HQ-BCAU. Over this same six-month period, approximately 
650 final resolutions were completed by FDNS staff and approved by the HQ-BCAU for release 
to adjudications or referral to FOCUS. Presently roughly 1350 resolutions are pending 
completion. 

[Here we need to add a paragraph explaining how FDNS interfaces with OSI to identify fraud 
and potential threats to national security. Ideally this would include numbers of cases sent from 
OSI to FDNS and the course of such referrals. Point is that we are trying in a variety of ways to 
identify, isolate and resolve instances of fraud and national security risks.] 

How Effectively Do CIS and ICE Share Law Enforcement and intelligence Information? 

Presently CIS is seeking access to ICE's TECS Case Management System that includes 
information on past and present investigations and targets to compliment and reinforce our anti- 
fraud program. [Tom P. prefers that we try to present as united a front as possible vis a vis other 
DHS components as opposed to appearing in conflict with them] Obtaining details regarding 
watch-listed persons is part of a larger information sharing issue confronting various DHS 
components, the FBI, and other agencies upon whom CIS relies for background check protocol 
information. However, CIS typically encounters little difficulty isolating through watch lists and 
FBI name checks individual national security concerns [why?]. CIS also routinely shares 
information with other intelligence and investigative agencies, including ICE. 

Is it True that up to 1300 CIS Adjudicators Have Been Shut out of TECS? 

In January 2005, Customs and Border Protection (CBP) placed approximately 1300 of CIS’ 

8,642 employees into a “restricted profile.” In general, these individuals either never had access 
to TECS, or had let such access lapse. Since then, CBP has moved virtually all of these 
individuals out of a restricted profile and designated them with Level 2 or 3 access depending on 
their background investigation level. Level 2 access pertains to all CIS-posted information as 
well as information any other posting agencies have relegated to Level 2. Level 3 access 
pertains to all CIS look outs as well as look outs established by other agencies. Other individuals 
who have since January 2005 lapsed into archive status may currently be in the restricted profile 
category. Administrative control over CIS users remains an open issue with CBP for all persons 
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placed in the restricted profile. FDNS is currently negotiating with ICE and CBP regarding CIS 
access levels and associated background investigations, which is the greater agency issue as 
regards TECS. 

What Is CIS FOCUS and What Does it Aim to Achieve? 

FOCUS [not an acronym so no longer translation] is a group of seasoned adjudicators in the 
Office of Field Service Operations that was established to provide special attention and technical 
expertise in cases involving national security or public safety concerns. Until now the group has 
consisted largely of field adjudicatca'S detailed from positions in the field, although permanent 
positions for FOCUS have been advertised and are in the process of being filled. While FOCUS 
adjudicators have the authority to decide cases directly, their strcHig preference is to provide field 
adjudicators with resources, information and advice to perform their duties in the best possible 
way. 

Because FOCUS cases derive from the field, there is no set number or limit of FOCUS cases. 
This year FOCUS began its work by assisting the CIS Office of Chief Counsel with regM-d to the 
over 1 00 pending mandamus cases filed in federal court that implicate national security or 
significant public safety issues. FOCUS does not intend to limit its work, however, to helping 
resolve mandamus cases. 

Wfaat Is the CIS Office of Special Investigations and How Many Potential Misconduct 
Cases Does it Have? 

The CIS Office of Security & Investigations (OSI) was established in May 2004 to protect and 
promote agency-wide physical security standards and to prevent, detect and investigate 
allegations of CIS employee misamduct. Presently OSI employs six investigators, four of whom 
are assigned criminal cases, the remaining two investigators are in the process of developing 
OSTs infrastructure, policies and procedures. The four agents are actively investigating 8 cases, 
deemed priority cases, and have closed two cases administratively. OSI has received funding for, 
and will hire, six additional staff to serve as 1811 Criminal Investigators within 30 days. 

Between October 2004 and September 2005, OSI received and reviewed approximately 1500 
complaints that had been pending with the former Immigration and Naturalization Service (INS) 
and Immigrations and Customs Enforcement. Over that same period OSI has received an 
additional 1 100 cases from a variety of sources including the DHS Office of Inspector General, 
the US State Department, the Drug Enforcement Administration. Although the OSI presently 
lacks a database to track and/or inventory all allegations, its Director estimates that about 500 of 
the total 2700 in-house complaints involve alleged criminal conduct. 

Histoiicalty, What Was the Role of the INS Office of Internal Audit and Does It Differ 
from CIS OSI? 

The Internal Investigations Branch, within Legacy INS Office of Internal Audit, managed the 
processes by which allegations of Service employee misconduct were reported, resolved and 
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acted upon. It also conducted and oversaw the conduct of investigations and inquiries. The 
workload received within the Investigations Branch is attached, widi a breakdown of how each 
allegation was handled. 

An explanation of the categories to include an 8-year average (1995 - 2002)‘ is as follows: 

Investigated by the DOJ OIG - Generally criminal in nature or the allegation was against 
a GS-15 or above. Note that OIA did not have the authority to conduct criminal 
investigations. 8.9% 

Investigated by other, which was usually the DOJ Civil Rights Division. Such 
investigations Involved abuse. .5% 

v' Investigated by the OIA - Administrative investigation involving a serious allegation of 
misconduct. Many times the OIG would try to get a US Attorney to take the case, but 
when this would not happen, the matter was referred to the OIA for investigation. 11.1 V» 

Management Inquiry by field - These involved less serious matters that could be 
reviewed by the field management. 39.8% 

Referral to management as information - Something management should be aware of but 
not enough information within the allegation on which to investigate or look into. 29.5% 

File no/action. 4.7% 

Other. 5.4% 

Although information was available in the OIA case management system as to what occupation 
codes were subjects of misconduct allegations, that information is currently not available. 
However, during the months after the creation of DHS, analysis had been done as to the 
percentage of allegations that related to adjudication and asylum officers, and the results showed 
between 10-15%. 

The type of allegations reported in the OIA annual reports is attached. 

Without a database to inventory the allegations received by CIS OSI, it is difficult to compare 
the work of this new internal investigations division with that performed by legacy INS OIA. 
Clearly, however, with regard to OSI allegations related to administrative or criminal 
misconduct, most appear related to what the legacy INS OIA would have also categorized as 
misconduct with the exception of an unknown number of customer service complaints received 
by the OSI concerning the time it takes to adjudicate immigration benefit applications. OSI does 
not yet track the latter type of correspondence. 


The total number of allegations for this 8 year period was 28,722. 
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Although approximately 50 CIS employees have been trained to investigate management 
inquiries, almost 40% of the legacy INS OIA caseload, this process has not been implemented by 
OSI because it lacks a database to track the allegations through resolution, a major point of 
concern for USCIS field leadership who stated the legacy process was “lacking and inefficient”. 

Of the Reported SO Allegations Received Each Week by the OSI, Are These New Cases or 
Cases Filed in the Past That Are Only Now Being Forwarded to OSI from Other DHS 
Components? Has the DHS IG Reviewed and Referred E^ch of the 50 Cases to the OSI? 

• Allegations referred to OSI by the DHS OIG are primarily new although a small number 
represent repeat allegations against one or more persons. As mentioned previously, OSI 
does receive allegations directly from ICE, CBP, US State Department and others. These 
allegations received directly by OSI must be sent to the DHS OIG for review. The OIG 
may accept the case, choose to investigate the case jointly with OSI, or refer the case 
back to OSI who will investigate the case unilaterally. Per an MOU with OIG, the OIG 
shall determine within one business day of the OSI referral whether to investigate the 
allegation or refer it back to CIS. 


Attachments: 

Overview of history of agency's request to receive legislative authority to access NCIC III. 
Categories of Allegations within Legacy INS OLA 


Attachment 1 

Access to Criminal History Information. Section 403 of the USA PATRIOT Act amended 
section 105 of the Immigration and Nationality Act to provide for the use of FBI criminal history 
information for the purpose of determining admissibility to the United States in the visa or 
inspections context. However, after rwo years of work implementing section 403, DHS and 
DOS have found that this section needs several improvements. These amendments have been 
coordinated between DHS and DOS to meet the goals of both Departments. 

In the case of DHS, section 403 did not clearly provide for the use of this important 
information in adjudications involving aliens already admitted to the United States. These 
benefit adjudications within the United States may be equally important to protecting the country 
from terrorism. For example, several of the September 1 1 hijackers applied to change their 
nonimmigrant status. This amendment clarifies that criminal history information shall be 
provided for use in immigration adjudication cases on the same terms as for visas and initial 
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admission to die United States. Relatedly, it provides that immigration adjudications shall be 
considered a law enforcement purpose in order to ensure full access to FBI criminal history 
information. 

In the case of DOS, the Department has received extracts from the FBI that contain only 
biographical information, but do not include information pertaining to the criminal offense or 
disposition. The information pertaining to the criminal offense or disposition is essential for the 
consular officer to access for determining the alien’s eligibility for a visa and admissibility to the 
United States. The FBI contends that the National Crime Prevention and Privacy Compact, a 
statutory authority, prevents it from providing information on the extract pertaining to the crime 
or disposition wi&out a fingerprint match (for positive identification). The FBI maintains that 
positive identification is required because consular officers are not law enforcement officials or 
serving a law enforcement purpose. The proposed amendments to the INA frame the consular 
visa adjudication function as serving a criminal justice purpose and grant consular officials direct 
access to NCIC records. Direct access would frcilitate a more effective and efficient screening 
of legitimate travelers and travelers who are persons of interest. 

Department of State personnel who adjudicate visas abroad act as the nation's first line of 
defense against terrorists and criminals who seek to enter the United States. Since the events of 
September 1 1, 2001, legislation has mandated interagency datashare. In light of the level of 
information shared and the coordination and cooperation with law enforcement and intelligence 
agencies in identifying persons of interest, the Department of State consular officer serves a 
criminal justice purpose and should be granted direct access to criminal history record 
information. This access would enhance the efficiency with which a consular officer is able to 
identify legitimate travelers from persons who may pose a threat if admitted to the U.S. Without 
direct access, consular officers must submit an applicant's fingerprints to the FBI causing 
significant delays and attendant adverse economic impact. The majority of submitted prints are 
returned as "no match" or the crime does not have impact on the individual's eligibility for a visa. 
The current procedures impose significant costs on the operational efficiency of consular 
sections. Direct consular access to the NCIC system is necessary for consular officers to meet 
the national security mandates imposed after 9/1 1 . The statutory language suggested used the 
term Department of State personnel rather than consular officers as Visa or Passport personnel 
may be involved in rendering advisory opinions in visa cases or the decision to issue a passport. 

Proposed Language : 

(a) Section 104 of the Immigration and Nationality Act, 8 U.S.C. 1104, is amended by 
adding a new subsection (f) reading — 


‘(f) Notwithstanding any other provision of law, the powers, duties and functions conferred 
upon Department of State personnel relating to the granting or refusal of visas or passports may 
include activities that serve a criminal justice purpose.’ 
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(b) Section 1 05 of the Immigration and Nationality Act, 8 U.S.C. 1 1 05, is amended by- 


(1) Amending paragraph (b)(1) to read — 


’(b)(1) Notwithstanding any other provision of law, the Attorney General and the Director 
of the Federal Bureau of Investigation shall provide to the Department of Homeland 
Security and the Department of State access to the criminal history record information 
contained in the National Crime Information Center’s Interstate Identification Index 
(NCIC-in), Wanted Persons File, and to any other files maintained by the National Crime 
Information Center, for the purpose of determining whether an applicant or petitioner for 
a visa, admission, or any benefit, relief or status under the immigration laws, or any 
beneficiary of an application or petition under the immigration laws, has a criminal 
history record indexed in any such file.’; 


(2) Amending paragraph (b)(2) to read — 


‘(b)(2) The Secretary of Homeland Security and Secretary of State shall have direct 
access, without any fee or charge, to the information described in paragraph (1) of this 
subsection to conduct name-based searches, file number searches and any other searches 
that any criminal justice or other law enforcement officials are entitled to conduct, and 
may contribute to the records maintained in the NCIC system. The Secretary of 
Homeland Security shall also receive, upon his request, access to such information by 
means of extracts of the records for placement in the appropriate database without any fee 
or charge.’; 


(c) Striking paragraphs (b)(3) and (b)(4); and 


(d) Amending paragraph (c) to read - 


‘(c) Notwithstanding any other law, adjudication of eligibility for benefits under the immigration 
laws, and other purposes relating to citizenship and immigration services, shall be considered to 
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be criminal justice or law enforcement purposes with respect to access to or use of any 
information maintained by the National Crime Information Center or other criminal history 
information or records.’ 

FBI Objection: 

The Department of Justice strongly opposes section 502 of the State DepartmentDs draft 
Authorization bill. That draft section seeks to eliminate certain provisions of Section 403 of the 
PATRIOT Act concerning the means of access by the Department of State and the INS (now 
DHS) to criminal history records maintained in the FBlDs National Crime Information CenterOs 
Interstate Identification Index (NCIC-III) for purposes of determining whether a visa applicant or 
applicant for admission has a criminal history record in the in. Section 502 seeks to provide 
direct, unrestricted name-check access to the fingerprint-based criminal history records in the III 
to State and DHS without any requirement for fingerprints, and without a fee, for the purpose of 
granting a broad array of benefits to both aliens seeking entry in the United States and aliens 
already present in the United States. The proposal seeks to avoid the fingerprint requirement 
imposed by the National Crime Prevention and Privacy Compact for non-criminal justice 
criminal history background checks of the III by defining immigration and visa decisions as 
having a criminal justice purpose. By avoiding any fee for these checks, this proposal also 
places the cost of these incomplete name checks squarely on American taxpayers. 

The Department of Justice opposes this proposal and believes that die issues it raises should be 
resolved through the interagency process because of all the Departmental equities involved. A 
le^slative change of this nature should not go forward absent an interagency consensus. 

The Department of Justice does not concur in this proposal for the following reasons: 


(1) Using Names Instead of Positive, Biometric Identification: This change is being proposed 
when there are still significant outstanding issues the Administratiem is trying to resolve about 
the implementation by the DeparUnent of Justice, the State Deparhnent, and DHS of the other, 
related provisions of section 403 of the PATRIOT Act regarding establishing and adopting a 
biometric technology standard and a folly integrated system Dthat can be used to confirm the 
identity of persons applying for a United Stales visa or such persons seeking to enter the United 
States pursuant to a visa.D There is general agreement by all Departments involved that a check 
of criminal history records is essential to processing applications fen* visa and immigration 
benefits. The Department of Justice, however, has, from the outset, argued that a fingerprint- 
based check for these purposes is both feasible and the most effective and reliable way to 
determine whether a relevant reconi exists on an applicant for a visa or a change in immigration 
status. While DHS and State have argued that foil criminal history checks using fingerprints are 
too hard, take too long, and are too expensive, the security argument should trump these 
operational hardship arguments, especially since the operational hardship is a temporary 
condition under the control of DOS, DHS, and DOJ policymakers. Had a solution for the 
Congressional-tasking for biometric interoperability under section 403 been agreed upon by now. 
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there would be no need to seek to broaden section 403’s authority to do name-checks using 
extracts. 

The FBI has pressed forward on this issue, but absent any DHS cooperation or requirements to 
drive funding for system modifications/ upgrades, die FBI can only make so much progress. 
Currently, the FBI CJIS Division is running 5 ongoing pilots with Consular posts in Mexico and 
El Salvador and may be expanding to the UK shortly. The FBI's new flat transaction will make 
collection easier and less expensive and should be in place this Spring. In addition, the 
Homeland Security Counsel is currently working to produce the first cost estimates for 10-flat 
print checks at time of visa enrollment that are based on actual DHS-supplied transaction volume 
data. The statement in the sectional analysis of section 502 that the cost is not worth the benefit 
should not be accepted without considering this additional information now being developed. 
Given all of this, it is, at best, premature to consider negating the requirement for positive 
identification, particularly through a legislative mandate, by giving unrestricted, direct name- 
check access to III to State and DHS for these purposes. 

(2) The inherent unreliability of name checks. The proposal ignores the steps that are needed 
to be taken in order to secure our borders. The focus should not be on expanding the name-based 
background check capabilities of State and DHS, but rather on moving those agencies, as quickly 
as possible, to a fmgerprint-based back^ound check system. Name checks are not reliable and 
present problems of both security gaps from false negatives and unfairness to applicants from 
false positives. A draft l5-mon1h study by State and the FBI under Section 403(b) doesn't 
support decision-making without positive Identification. In fact, the data shows that without 
positive identification: 

D False Negative Problem - After a negative name check, the Consular Officer has no way 
of knowing whether the applicant who clears die name check is known in the criminal 
files under a different n^e. In these cases, an applicant might be issued a US Visa good 
for up to 10 years. This situation poses highest risk in countries that use different 
alphabets or highly variable spellings of the same name. 

D False Positive Problem - After a positive name check, the consular officer will have no 

way of knowing that the returned criminal history information associates to the applicant. 
The draft PATRIOT Act 403(b) study showed that False Positives occurred 2 out of 3 
times over a 1 5 month study period. In these cases, an applicant might be denied a US 
visa based on irrelevant information 

In addition, the 1 999 DOJ Name Check Efficacy Study showed that 1 1 .7 percent of applicants 
with criminal history records in the study were not discovered by name checks. Moreover, the 
fact that the great majority of fingerprint-based background checks come back with a no record 
response is true of all applicant checks. That is not a reason to excuse the use of fingerprints for 
aliens seeking admission to or immigration benefits fiom the U.S., any more than it is to excuse 
fingerprints that are required of U.S. citizens in the many employment and licensing contexts 
involving background checks for criminal history using III information. 
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(3) ElimiDating the Requirement for Follow-up Fingerprints. Under the interim extract 
approach, there is a requirement that fingerprints be submitted whenever there is a hit by a name 
check in order to get the full criminal history record. This requirement is totally missing in this 
proposal. Given the fact that applicants can wait for a decision on the visa or immigration 
benefits while fingerprints are run when there is a hit on a name, there is no reason to totally 
dispense with the followup fingerprint requirement during the interim name-check regiment 
under Section 403 of the PATRIOT Act, even if a way can be found of providing State and DHS 
widi the ability to check names against the full III database, instead of the extract database 
(which is a subset of III). Moreover, as noted above, the proposal still ignores the fact that 
fingerprints are only submitted when the alien's name matches a name with a criminal history 
record. As a result, an alien with a hard to detect false ED would be able to receive a visa even 
though he or she may have criminal history record information under another name. 

(4) Apparent Inconsistency with the National Crime Prevention and Privacy Compact. 

Tte proposal Ds attempt to redefine the processing of applications for visas or immigration 
benefits as including a criminal justice purpose creates an apparent contradiction or 
inccmsistency with the terms of the National Crime Prevention and Privacy Compact which 
requires that checks of the III for non-criminal justice purposes be supported by fingerprints. 

The Compact was enacted by Congress and has been adopted by 22 states. It could undennine 
the integrity of the Compact to enact legislation declaring an activity to have a criminal justice 
purpose simply because Congress says it does, regardless of whether the declaration is consistent 
with how that language is used in the Compact and has been applied in practice. The 
CompactDs fingerprint requirement was enacted for the same policy reasons discussed above 
regarding the unreliability of name-checks and the importance of using positive identification 
when a person is applying for benefits from the government where the security and protection of 
the public is at stake. 

(5) No Consideration of the Budgetary Impact. This proposal fails to consider the budgetary 
impact of allowing DHS and State to have unrestricted administrative name-check use of and 
access to 111 criminal history records in processing alien applications for visas or for admission 
or adjustment of immigration status. U.S. civil applicants for employment or licensing or for 
positions of trust are required to submit fingerprints and pay a fee when a criminal history check 
of die III is required and authorized by law. Applicant fees t>pically include a surcharge that is 
used to support the operation the national fingerprint-based criminal history record system. If 
visa or immigration benefits can be processed without submitting fingerprints and a fee, not only 
will those benefits be granted without the greater security and accuracy of positive identification, 
the funds from the fingerprint fees will no longer be available to support the CJIS DivisionDs 
record system. The lost :^nds will have to be made up through appropriations and perhaps 
otherwise subsidized through an increase in the surch^ge in the applicant fees paid by U.S. 
citizens. There will also be a significant budgetary impact on the FBI CJIS Division that must be 
considered □ approximately 20 percent of the non-criminal justice fingerprint submissions are 
from DHS and State and their elimination definitely affect CJISDs West Virginia workforce. 

(6) Access to Non-fingerprint Based NCIC Records Does Not Require this Change: The 
proposal n s reference to access to name-based files in the NCIC, such as the wanted persons file. 
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does not require this legislation. If desired, arrangements for access by State and DHS to such 
records can be made outside of the extract process under existing law. 
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Summary: In sum, whenever name-based searches are conducted utilizing the III for 
immigration and visa matters, such searches should be immediately followed up by the 
submission of fingerprints when a match occurs. More importantly, aW aliens seeking a 
visa or an immigration benefit should have fingerprints taken of all ten fingers and have 
those fingerprints run gainst the III — not just those aliens whose names happen to 
match. Aliens seeking these benefits should be required to bear the cost of processing the 
prints for the background check. These requirements are critical to ensure diat 
immigration and visa decisions are based on accurate information. In addition, the 
collection of fingerprints would ’’freeze" an alien’s identification — preventing the alien 
from trying to use a different name at a later rime. The collection of 1 0-ringerprints also 
would allow for the fingerprint’s to be run against the TBI's latent fingerprint file. That 
file contains latent fingerprints taken from crime scenes and other locations of interest, 
such as scenes of terrorist activities. 

USCIS Response to FBI Objection: 

Since 9/1 1 (if not before) Congress has repeatnlly emphasized and mandated the 
breaking down of artificial barriers to the sharing of relevant information between 
agencies. E.g, USA PATRIOT Act and Enhanced Border Security Act. At the highest 
levels, the Department of Justice (DOJ) has promoted this goal as well. See, e.g., 
Testimony of FBI Director Mueller before Senate Select Committee on Intelligence, Feb. 
16, 2005 at 19 (“The FBI’s Information Sharing Policy Group . . . brings together the FBI 
entities that generate and disseminate law enforcement information and intelligence to 
implement the FBI’s goal of sharing as much as possible consistent with security and 
privacy protections.’’). DOJ's objections to this proposal are entirely Inconsistent with 
this overarching Administration, DOJ and Coi^essional policy, and perpetuate the 
roadblocks to information sharing that prevent government agencies ^m communicating 
effectively with one another to prevent terrorism. 

What this proposal seeks to do, in short, is no more than to ensure that those charged with 
the critical function of determining whether aliens will have temporary or permanent 
access to the United States through a grant of a visa, immigration benefit, or citizenship, 
are equipped with the same informational tools as law enforcement agencies, as their 
function is no less important in the war on terrorism. The FBI has provided direct access 
to NCIC III (via IBIS) to immigration inspectors ai ports for purposes of ensuring that 
aliens who seek to enter the U.S. (i.e. an immigration purpose and benefit) are 
admissible, yet it has resisted providing that s^e access to USCIS personnel providing 
immigration benefits within the United States. This distinction is capricious, since the 
inspection and adjudication function are analogous to each other and of equal potential 
importance in fighting terrorism. DHS seeks to en^e the same type of direct access to 
determine whether aliens who file applications th^ can lead to their obtaining travel and 
entry documents (and work authorization) are also admissible, and if they are in the U.S., 
that they are not depoitable due to disqualifying criminal records. DOS seeks the same 
direct NCIC III access in order to make determinations on aliens seeking visas to enter 
this country. The rationale for permitting direct access to immigration inspectors who 
have responsibility for approving an alien for the immigration benefit of admission to the 
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U.S. applies equally to DHS adjudicators and DOS consular officers who have 
responsibility for approving aliens for the immigration benefits and documents that allow 
them to enter (and remain in) the U.S. 

DHS does take and submit ten fmgerprints to the FBI for criminal history checks on 
aliens seeking many forms of immigration benefits (e.g. naturalization, adjustment to 
permanent residency, asylum, temporary protected status, among others). DHS is also 
expanding the categories of applicants and petitioners for immigration benefits and 
documents who will be required to submit full sets of fingerprints as rapidly as resources 
and available technology permit. However, direct access to NCIC III would greatly 
facilitate DHS' ability to identify, via name checks, those individuals who have a 
disqualifying criminal history record, but who might otherwise be missed while routine 
ten printing is being expanded. Direct name access to NCIC HI will also assist DHS in 
identifying those individuals who may have positive "hits" that require finther 
verification of the alien's identity through fingerprint submission. At the moment, 
criminal history "hits" are often received on aliens in the NCIC "wants and warrants" 
files and other NCIC files to which the FBI currently does permit DHS direct access, but 
the information is not necessarily disqualifying for the particular immigration benefit 
(e.g. certain misdemeanors). With direct NCIC III access, DHS could "triage" its benefit 
cases and focus enforcement efforts on those cases where the "hit" was of a type likely to 
disqualify the person for the application or petition at issue. If it received such a "hit" via 
a name check of NCIC III, DHS or DOS could follow up by requesting fingerprints of the 
individual for further verification of identity so as not to deny a benefit to the wrong 
individual. Finally, direct access to NCIC III would assist DHS adjudicators in 
determining what may have happened in terms of conviction, acquittal or other follow-up 
activity in the case of an individual for whom DHS has received a "hit", or an FBI name 
check 'Tiit" from the FBI's investigative records for which the FBI does not require DHS 
to submit fingerprints. 

No one would dispute that fully fingerprint-based checks are more reliable to determine 
identity than name checks, but DOJ’s position that name-check access should not be 
provided at all because print-based checks for all should be done is, essentially, rejecting 
a substantial improvement because it does not result in perfection. Indeed, the same 
argument suggests that law enforcement use of NCIC information without full prints is 
equally flawed, yet law enforcement agencies, in matters where liberty is at stake, are 
authorized to use the system. Furthermore tXDJ’s position that name checks are “not 
reliable’* is contradicted by its own stated position to Congress; in a draft letter to 
Chairman Sensenbrenner circulated interagency in early March, DOJ took the position 
that a match between a visa applicant’s identifying information (e.g., name, date of birth, 
place of birth, country of citizenship) and a record in the terrorist watchlist by itself 
provides reasonable ground to believe that the alien is inadmissible, and thus that the visa 
must be denied. How can DOJ take this position on the one hand, while on the other 
argue that the Department of State should not be permitted to do name-checks of criminal 
history information for the purpose of determining visa eligibility because of their 
“inherent unreliability”? 
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DOJ’s opposition cites budget concerns. In essence the DOJ argument is this: DHS 
should be required to submit fingerprints rather than have name-check access, so that die 
FBI can continue to collect fees to pay the salaries of the people who look at the 
fingerprints. We do not believe that this argument is a credible reason not to share 
information, and it is thoroughly inconsistent with the repeated public statements of DOJ 
and the FBI that their goal is to remove barriers to interagency information-sharing. 
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Mr. Royce. Thank you, Mr. Maxwell. And thank you for dis- 
charging your responsibilities under the Constitution. 

I think that you can take some optimism in the fact that many 
of your charges have been very much vindicated today. Because in 
the reporting of your testimony here, in the newspapers across the 
country is also reference to a response by the Administration. And 
that response is as follows: 

“Washington. Acknowledging widespread security lapses with- 
in the nation’s security system, the Bush Administration an- 
nounced today it is opening anti-fraud task forces in 10 cities, 
including Atlanta, to crack down on fake driver’s licenses, pass- 
ports, and other methods used to obtain immigration benefits.” 

And this is what I really want to share with you. This is the 
quote from the Assistant Secretary: 

“Millions have used fraudulent documents to obtain work per- 
mits, or to provide cover for criminal or terrorist activities, said 
Julie Myers, Assistant Homeland Security Secretary for Immi- 
gration and Customs Enforcement.” 

And she cited in her words, “an epidemic of bogus identification 
documents generated by highly sophisticated crime networks.” 

And then the news reports go on to say: 

“The announcement came the day before a former Homeland 
Security official was scheduled to tell Congress that the De- 
partment was now awarding immigrant benefits, including citi- 
zenship, without proper background checks, and has failed to 
investigate nearly 600 cases of alleged bribery, money laun- 
dering, and other criminal activities by its own employees.” 

I would say that your testimony has already had a pretty major 
effect. The report says that your memos and your words show an 
agency awash in security problems and lacking the resources to 
open investigations, even into the relatively small number of na- 
tional security cases. 

That is what brings us back to your testimony here today, with 
this announcement of this effort to open these anti-fraud task force 
in response to the millions of individuals who have committed doc- 
ument fraud in cities across the United States. Let me ask for your 
observation or response to that initiative, that initiative announced 
the day before you were set to testify, and referencing your testi- 
mony here today. 

Mr. Maxwell. Well, I am happy to hear that the Department is 
taking a hard look at the, quote, rampant fraud that is ongoing ex- 
ternal to the Department. I wish they would take a hard look at 
the rampant fraud that is taking place internal to the Department, 
as well. 

Enforcement really is only one side of the equation. And I will 
come back to my testimony and reiterate that the immigration sys- 
tem itself needs to be reengineered. Without reengineering the sys- 
tem, it will continue to put us into this very same place. 

Mr. Royce. So you don’t have a lot of confidence in that task 
force. 

You know, the GAO reports now — there has been eight of them 
that report extensive fraud in the granting of immigrant benefits. 
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And now, with this reporting today, we find that there is an ac- 
knowledgement of millions of individuals who have taken advan- 
tage of document fraud. How much confidence, then, do you have, 
would you say at this point that these task forces will be able to 
root out that fraud? 

Mr. Maxwell. I don’t think that the enforcement action alone 
will be highly effective. I really don’t have much confidence that 
they will be highly effective at all. 

If you look at the statistics they present themselves, you will see 
that their arrest statistics over the course of the year show, as re- 
ported in the open-source media, an increase in arrests of less than 
a dozen! in a year. 

Internal statistics are much different than that. And you will 
find that ICE actually declines to investigate nearly 70 percent of 
the fraud referrals that CIS sends to ICE. 

Mr. Royce. 70 percent. 

Mr. Maxwell. 70 percent. 

Mr. Royce. They just decline to investigate those fraud referrals. 

Mr. Maxwell. They decline to investigate 70 percent of fraud re- 
ferrals. Now, that number has been provided to me from the Direc- 
tor of FDNS. So he has been tracking this for over 2 years. And 
obviously, that is a substantial amount of fraud that is not being 
investigated. 

Mr. Royce. I am trying to understand what I think most Ameri- 
cans can’t understand about this situation. Why do you believe that 
your national security concerns were being ignored within USCIS? 
Do you think it was embarrassment that the system was in such 
poor shape? Or was it political expediency? Why weren’t you given 
support, you and your agents, for what you were attempting to do 
in investigations? 

Mr. Maxwell. I have come to the conclusion that there really 
was a convergence of factors that were affecting our operation. 

One, CIS was set up to be a service agency, and very quickly 
adopted a mindset of a service agency. So philosophically, law en- 
forcement was 

Mr. Royce. Can you give us an example of that? 

Mr. Maxwell. Well, certainly. Just last night, a CIS adjudicator 
was able to contact me, and said that her supervisors were pres- 
suring them to adjudicate 16 cases per hour. That is every 3.7 min- 
utes adjudicating a case for benefits. That is just a staggering sta- 
tistic. That is just a stamp every 3 minutes. Where is the quality 
assurance in that process? I would question where the quality as- 
surance is in that process. Where is the fraud detection in that 
process? 

Now, put on top of that statement that they are processing an 
application every 3.7 minutes with the documents we have, and the 
statements we have from individuals saying they actually receive 
benefits, cash bonuses for positively adjudicating these cases, and 
you begin to worry that these folks would rather grant the benefits 
and receive a cash bonus than deny a benefit. And you are setting 
the system up for 


^Following correction sent by Mr. Maxwell: Increase in arrests is 91 in one year. “Less than 
a dozen” is not correct. 
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Mr. Royce. Well, here is what the GAO is worried about. Super- 
visors will receive a 2-day time-off award if their group has the 
highest numbers of completions for the quarter. So you get a time- 
off incentive award program. This maybe is why the GAO says that 
“adjudicators we interviewed reported that communication from 
management did not clearly communicate to them the importance 
of fraud control; rather, it emphasized meeting production goals de- 
signed to reduce the backlog of applications almost exclusively.” 

Mr. Maxwell, what is the national security implications for secu- 
rity of the GAO’s finding, and of documents which indicate, you get 
2 days off if you just rubber-stamp and run things through the 
process? 

Mr. Maxwell. Again, the system has been designed at this point 
to allow for the benefits adjudications to go through the system 
with very little quality assurance. In fact, employees are tempted 
to grant benefits in order to receive cash, promotions, time off, 
rather than deny the benefit. 

Supervisors have to review denials. They do not have to review 
approvals. 

Mr. Royce. And this is all post-9/11. 

Mr. Maxwell. All post-9/11, yes, sir. 

Mr. Royce. In your testimony you state that Director Gonzalez 
told staff of two foreign intelligence operatives who work on behalf 
of USCIS at an interest section abroad, and who were assisting 
aliens into the United States as we speak. Obviously that state- 
ment is of serious concern to Members of this Subcommittee. 

What steps are being taken to address this, if I could ask? Is 
there any other information that you can share with us in an open 
forum? One I can think of is, are these foreign intelligence 
operatives from a hostile power? 

Mr. Maxwell. I am not aware of any steps that have been taken 
to mitigate this issue. And in an open forum, I don’t think we 
should discuss further specifics of that case. 

Mr. Royce. Then let me go to Ms. Kephart for one question that 
I have for her before I go to the Ranking Member for his questions. 

I wanted to ask you, Ms. Kephart, in your written statement you 
mention that Hezbollah has successfully smuggled operatives 
across our southern border. Other Hezbollah members have used 
sham marriages to gain entry into the country, as you told us. In 
your estimation, which terrorist organizations do you believe are 
most actively and most effectively exploiting our immigration sys- 
tem? 

Ms. Kephart. I have to go on the evidence that I have had. And 
I would say that the top three would be al-Qaeda, Hamas, and 
Hezbollah. 

Hamas has a lot of charitable work they do in this country, a lot 
of financial resources here in the country. It is important for them 
to come in and stay for a long period of time. 

Hezbollah operates a little bit differently. Hezbollah is more of 
a criminal organization. Their activities here have often been sort 
of mafioso-like. The cigarette scam coming out of North Carolina. 
That was connected to Detroit and Canada, and back to senior 
leadership back in Lebanon. These are folks who need to stay here 
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for long periods of time because they are conducting millions of dol- 
lars worth of scamming here. 

And then al-Qaeda, often the folks that I have focused on there 
are people that have been convicted for terrorist activity, so they 
are more of the operative type. And they have sought a variety of 
different types of benefits. 

But the benefit often goes with what their purpose is here, while 
they are here. 

Mr. Royce. But Hezbollah is supported by Iran, which is a state- 
sponsor of terrorism. If we should ever have major disagreements 
with Iran where push comes to shove, the fact that all those 
operatives are in the United States and have used benefit fraud in 
order to work their way into the system could be a major national 
security problem for the U.S. 

Ms. Kephart. Yes, sir. It is a concern both on the illegal stance 
and the legal stance with Hezbollah. Because, as I talk about in my 
testimony, we know of at least one Mexican-Lebanese alien smug- 
gler who smuggled in about 200 sort of low-level operatives, and 
maybe a few higher-level operatives. So that is the illegal side. 

And then we also have the legal side, with the sham marriages. 
Those sham marriages, I have to say, were some of the most exten- 
sive abuse of the immigration benefit system that I studied when 
I did this study. 

Mr. Royce. Sounds like we need more investigators, not less. I 
am very appreciative of the whistle-blower who has come forward 
to testify today, and to many of his colleagues who have shared in- 
formation with us. 

Ms. Kephart. We need as much law enforcement support of 
fraud as we possibly can get. 

Mr. Royce. Thank you. I am going to go to Mr. Sherman, the 
Ranking Member, for his questions. 

Mr. Sherman. Mr. Chairman, your staff has just distributed this 
officer time off award document, which seems to indicate that if an 
officer approves, well, completes six files a day, they are eligible for 
a 1-day award. 

Mr. Maxwell, you were talking about 16 an hour. I am off just 
by a little bit. 

If an officer is able to complete six adjudications a day, is that 
thought to be relatively fast in the Agency? Or is the Agency look- 
ing to do 16 an hour? 

Mr. Maxwell. I would say that this is no longer actionable intel- 
ligence, sir. The pressure is on for the Agency to beat the backlog 
elimination deadline, and so they are increasing the pressure on 
the adjudicators to grant benefits even more quickly. So they are 
being told by the supervisors 12 to 16 applications per hour. 

Mr. Sherman. Mr. Chairman, we need to make an official in- 
quiry of the Department of Homeland Security. Because if, in May 
2004, it was thought laudatory to complete six a day, and today 
people are being pressured to complete 16 an hour, then basically 
the Agency has decided to stop doing its job. And this has got sub- 
stantial implications for our national security. 

Mr. Culberson. Mr. Chairman, would the gentleman yield? For 
the record, I personally obtained that memo. That is actually from 
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the Houston CIS office, and I personally verified the accuracy of 
this policy. 

And the witness is correct. The pressure has actually been, Mr. 
Sherman, to increase the number of visas that are granted, the 
benefits that are granted. And background checks are not being 
performed. The focus is customer service for the foreign national, 
not national security, and this is evidence of that. 

Mr. Sherman. I think this is evidence of it, but it seems, as in 
Houston, they are at least giving them an hour, or slightly more 
than an hour, to do the job. And Mr. Maxwell is telling us about, 
I assume, a Washington, DC, office, where they are given 3 min- 
utes. 

And as much as I would agree with you that an hour does not 
make a good national security clearance process, 3 minutes is what 
shocks my conscience. And I want to find out whether it is an hour 
or — I have no doubt that this document is right, and that they are 
encouraged to do, oh, 10 or more, you get a week off. 

So at least in the Houston office they are encouraged to do 10 
a day. He is talking 16 an hour. I want to find out which it is. 

Mr. Maxwell, you have brought to our attention some 2700 com- 
plaints against USCIS staff during the roughly 2 years that you 
were there. More than 500 of these involve criminal allegations 
against USCIS personnel. 

Now, a lot of those are just angry applicants. And lawyers, immi- 
gration lawyers, throw in the kitchen sink. You didn’t approve this, 
you must be corrupt. 

What portion of those 2700 complaints are not from applicants 
and their lawyers, but rather are from elsewhere? And who else is 
making these complaints? Who is accusing USCIS employees of 
criminal activity? 

Mr. Maxwell. In my written statement I did delineate the fact 
that the majority of the complaints that did come in of the 2771 
were, in fact, service complaints, individuals complaining that they 
had not received their benefit in a timely manner. 

The second-largest chunk of complaints were what we considered 
administrative complaints. They may have been criminal, but it 
was unlikely that a U.S. attorney would have taken that case on 
for criminal prosecution. Or it may have been simply an employee 
misconduct case that was administrative in nature only. 

The third chunk of complaints were these 528 that, on the face, 
referenced criminality. 

All of the complaints came to us from either the DHS Office of 
Inspector General. Approximately 1800 of them had been referred 
to us by the DHS Office of Inspector General. Approximately 1,000 
had come to us from the ICE Office of Professional Responsibility. 
The others, in much smaller numbers, had come to us from employ- 
ees directly who were reporting to us that other employees had 
been involved in misconduct, or from other law enforcement agen- 
cies, the DEA, the State Department, or we developed leads our- 
selves. 

Mr. Sherman. Now, you brought to our attention that you have 
told USCIS brass what was going on. Can you tell us particularly 
who was the highest-ranking official in USCIS or the Department 
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of Homeland Security that you had a face-to-face discussion with, 
and you said this is happening? And what was the response? 

Mr. Maxwell. As far as within USCIS, I had face-to-face discus- 
sions with Chief of Staff Tom Paar, Assistant Deputy Director Rob- 
ert Divine, and the Director Emilio Gonzalez. 

Mr. Sherman. So when you told the Director what was hap- 
pening, what was his response? 

Mr. Maxwell. When he was offered the documents, his response 
was I may come back to you at some time for those documents. 

Mr. Sherman. Don’t call me, I will call you? 

Mr. Maxwell. That is not specifically what he said, but what he 
said is I may come back to you at some time for those documents. 

Mr. Sherman. Did he? 

Mr. Maxwell. No, sir, he did not. And that was my third offer. 

Mr. Sherman. Okay. So you repeatedly brought this to the atten- 
tion of the Director of USCIS, who just didn’t actually ask for — said 
he might be interested in looking at the documents, but never was. 

Mr. Maxwell. He stated he might come back to them at some 
point. 

Mr. Sherman. Did you talk to anybody at the Department of 
Homeland Security, outside of USCIS? 

Mr. Maxwell. There was written correspondence and classified 
phone communications that did go up to the Department. 

Mr. Sherman. Do you have any of the documents, do you have 
any of that written correspondence? 

Mr. Maxwell. We do have the unclassified written documents 
here. Yes, we do. 

Mr. Sherman. Have you shared them with Committee staff? 

Mr. Maxwell. I believe Chairman Royce has those, yes. 

Mr. Sherman. I know minority staff would also like to look at 
those, and some ought to be made part of the record if they are not 
classified. 

Mr. Royce. We will share all of that information with all the 
Committee Members. 

Mr. Sherman. Good. 

Mr. Royce. Thank you, Mr. Maxwell. 

Mr. Sherman. Do I have time for one more question? 

Mr. Royce. Well, we are out of time. We are going to go to Mr. 
Tancredo, and then down the line. Thank you, Mr. Sherman. 

Mr. Sherman. Thank you. 

Mr. Tancredo. Thank you, Mr. Chairman. Mr. Maxwell, you 
mentioned in your testimony the Office of Human Capital as one 
of the obstructionists. What is exactly the role of the Office of 
Human Capital? And how were they able to actually override the 
director? 

Mr. Maxwell. I think to best describe the Office of Human Cap- 
ital would be to traditionally call them the Human Resources De- 
partment. They were responsible for all the hiring processes within 
USCIS. 

So if I received authorization to hire some number — in this case, 
up to 130 personnel — it was incumbent upon the Human Capital 
Office to actually post those vacancies on the 0PM website, and 
work the hiring process and put candidates in front of me on paper 
so I could select those candidates. 
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Simply by manipulating the process, they were able to slow down 
the hiring process, and grind it to a halt. And on September 5, 
2005, the chief of human capital actually said, in an open meeting 
at which the acting deputy director, the chief of staff, my deputy, 
the head of fraud detection unit, and others, a total of 12 senior 
officials, she actually stated that she felt that USCIS should not 
have a law enforcement component. And therefore, stopped the hir- 
ing process of criminal investigators. She made that statement. 

Mr. Tancredo. So it is certainly part of the culture in USCIS 
that we are dealing with here. It is not just incompetence nec- 
essarily, it is not just on the part of a few people who are trying 
to advance their own agenda. I mean, your testimony would cer- 
tainly lead me to believe that the culture inside the Agency is one 
that does not allow for, or is antithetical to, the actual enforcement 
tasks that you and the other members of your divisions were re- 
sponsible for. 

Mr. Maxwell. I have heard many a time, sir, that CIS was a 
service organization, not a law enforcement organization. 

Mr. Tancredo. The Attorney General Gonzalez said that he pro- 
moted you just before you resigned. Could you tell us about that 
promotion? And under what circumstances you resigned? 

Mr. Maxwell. In December 2005 my position, the director’s posi- 
tion, was posted on the 0PM website as a GS-15 position. I had 
been in an acting GS-15 position prior to that date, and would 
have to compete after nearly 2 years in the director’s position, for 
the permanent slot. 

It came to my attention that a member of the interviewing panel 
for that position had been making numerous derogatory statements 
about me to the chief of staff, who was the hiring official, and had, 
in fact, made statements to DHS management that he was going 
to make a run for my agency, make a run at me. I was, in essence, 
warned that the agency was going to come after me. 

So I had no confidence that despite my ability to compete with 
anybody for that job, that it was going to be a fair competition. 

With all of that in the background, I was keeping the Director, 
Mr. Gonzalez, involved, CCing him on all of these emails that were 
coming and going back and forth from the Department, and all of 
the warnings that I was about to be sacked, and asked him to in- 
tervene personally to prevent the sacking of my office, and me per- 
sonally. I first asked the chief of staff, and he declined to stop the 
attack. I asked Director Gonzalez to stop the attack. 

At some point in early January, he called me at home and said, 
what do you think of my decision. I didn’t know what he was talk- 
ing about. He said well, there were a lot of surprised people today 
when I decided to hire you for your position. And that is where we 
left it. 

I don’t know what he meant by that. Specifically, I took it to 
mean that there was no way that I was going to be selected for 
that position based on who was going to be on that interview panel, 
and he just overrode that panel, made the decision himself, much 
to the chagrin of the chief of staff. 

Mr. Tancredo. And the director brought up apparently spies 
working for USCIS at a meeting. I mean, used those words, accord- 
ing to what I understand in your testimony? 
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In what context did he bring this up? What was the response? 
And are these, quote, spies still there? 

Mr. Maxwell. That meeting was a Wednesday morning meeting 
that is held every week with senior leadership at headquarters. 
And it caught most of us off-guard. It was an open meeting, unclas- 
sified. And he simply asked the question, how is it that two foreign 
intelligence agents or officers can be working an overseas post on 
behalf of USCIS. 

Again, I think beyond that, it would be inappropriate to discuss 
the merits of that case. But that was the statement. 

Mr. Tancredo. Thank you. 

Mr. Maxwell. I don’t know what has become of that situation. 

Mr. Tancredo. Thank you, Mr. Chairman. Thank you, Mr. Max- 
well. 

Mr. Royce. Thank you. Mr. Carnahan. 

Mr. Carnahan. Thank you, Mr. Chairman. And to you, Mr. Max- 
well, I want to say how much I am glad to see you sharing this 
information with this Committee, and with the American people. 

We were shared the memo from Houston about the quotas that 
were given out in that one particular office. Do you have knowledge 
about these same type of quotas or incentives being used in other 
offices around the country? 

Mr. Maxwell. Yes, sir, I do. In fact, I met with a manager re- 
cently, since I resigned. I met with a manager who told us of bene- 
fits parties that they have at the end of a month, where they will 
separate employees into teams and see who can adjudicate the 
most benefits at the end of the month. And each team that adju- 
dicates the most benefits at the end of the month will get some sort 
of prize. It may be movie tickets, it may be dinner out. It may be 
cash. 

But we also have documentation where performance appraisals, 
promotions, if you will, are based upon the number of affirmative 
adjudications. So employees are challenged with their own pro- 
motion potential. If they don’t positively adjudicate a case, they are 
in fear of not promoting. And I think again, that sets the system 
up to be skewed one way, rather than effectively looking for fraud. 

Mr. Carnahan. And you have documents to 

Mr. Maxwell. Yes, sir. 

Mr. Carnahan [continuing]. Describe these benefit parties? 

Mr. Maxwell. Yes, sir. And people willing to testify, if subpoe- 
naed. 

Mr. Carnahan. And you have the names of people that were in- 
volved in those parties, or promoted those parties? 

Mr. Maxwell. Their statement was, if subpoenaed, they are will- 
ing to testify. But certainly, they are afraid of retaliation, for fear 
of their jobs, that if they come forward, you know, senior manage- 
ment would come after them. 

Mr. Carnahan. I guess I am astounded to hear this, like many 
listening today. But why do you believe that our clear national se- 
curity concerns are being ignored? Was this a function of bureauc- 
racy, embarrassment that the system wasn’t working? Political ex- 
pediency? Why do you believe this was happening? 

Mr. Maxwell. It really is this convergence of factors. The system 
itself is broken. It is embarrassing. 
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The internal affairs function itself is a no-win situation for me 
to be in. I am not going to be bringing good news to the director 
of any agency. It is dirty laundry, for lack of a better term. I am 
not the good humor guy. So it is not an enviable place to be. 

But it is the truth. And sometimes the truth hurts. And this 
Agency needs to face the fact that not only is the immigration proc- 
ess broken, but there are substantial problems, corruption prob- 
lems, within the Agency. That information is embarrassing. It 
could damage political careers. And I believe that is why we were 
just obstructed from doing our job. 

Mr. Carnahan. I guess I would like to wind up with trying to 
get an understanding of who was driving this policy or this culture 
within the Agency. 

Mr. Maxwell. At this point, sir, there is actually quite a bit of 
finger-pointing going on. But we have documentation that points 
all the way up to high levels in DHS, from Janet Hale to the dep- 
uty secretary’s office, to the chief of staff within USCIS, to the act- 
ing deputy director, into other agencies, including ICE. 

A lot of individuals had their hands in an attempt to influence 
our ability to do our job. And we provided all of that documentation 
to the FBI, and perhaps they would share more information with 
you regarding their findings. 

Mr. Royce. Mr. Barrett of South Carolina. 

Mr. Barrett. Thank you, Mr. Chairman. Thank you all for com- 
ing today, too. 

I guess, Mr. Maxwell, I want to ask you one question. We are in 
the middle of a major immigration debate here. The House, as you 
well know, erred on the side of security. The Senate, in its infinite 
wisdom, is trying to work on what to do with the folks that are 
here now. 

Answer me a question. If this system is broken not only for the 
people coming in, but the people that are here today, what kind of 
sense does it make to all of a sudden open this system wide open 
for possibly millions more? I mean, tell me the thinking there. 

Mr. Maxwell. I think it may be, with all due respect of course, 
it may be inappropriate for me to comment on what may be in the 
future. Certainly there is plain evidence that the system that exists 
now cannot handle the work load that exists now. 

While I was in my role as Director of OSI, I participated in early 
working groups regarding the temporary worker program. And if 
told to implement that program, as a good soldier I would have 
marched out and done that. I choose not to get involved in the po- 
litical debate. 

However, it is clear that the system that exists now, the process 
that exists now, cannot suitably protect the homeland based on the 
work load that we have now. And the thousands of pages of docu- 
ments I have provided to multiple agencies, including this body, 
and the nine reports that have come out in the last year, all say 
the exact same thing: The system itself is broken as it exists today. 

Mr. Barrett. Ms. Kephart, I would like some comments from 
you, too. I mean, you talked about your system, and I read your 
testimony. And it all makes perfectly good sense. And comment on 
that. 
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And comment, too, if today all of a sudden I could wave a magic 
wand and make my border secure, how long would it take to imple- 
ment the system that you are talking about? I mean, once every- 
thing is safe and secure, so to speak, coming in and out of the coun- 
try, to implement the system that you are talking about. 

Answer the question I asked first, and then about the implemen- 
tation of the system, how long do you think it would take to make 
it fully operable. 

Ms. Kephart. Okay. In terms of a temporary worker program, I 
do not believe — I spent a long time on the 9/11 Commission and 
prior to the 9/11 Commission looking at the immigration service 
bureaucracy. 

You know, we spent a lot of time working on our recommenda- 
tions on the 9/11 Commission. So I feel like I can say about the 
temporary worker program that the system cannot handle it right 
now. 

Until we have biometrics embedded in every single application, 
until we have traveller histories that are electronic, that all adju- 
dicators have access to to verify those identities, and have access 
to forensic document expertise, we are not going to have a system 
that can handle a crush of millions of new applications under a 
temporary worker program. 

It is not a sexy thing to talk about the bureaucracy. But in the 
end, I think that is what it comes down to. Whatever your policy 
view is on what we need to do in the future, some things have to 
be in place. 

How long to implement? You know, I believe that there is a ton 
of really good technology right now that could ramp up our ability 
for adjudicators to get the information they need in a timely man- 
ner. You still need well-trained adjudicators, you still need much 
clearer guidelines on what is appropriate to adjudicate and how to 
adjudicate it, and what becomes a national security concern. And 
all those things of gray areas that adjudicators just don’t have 
right now. 

I was shocked when I looked at Mohammed Atta and Marwan 
A1 Shehhi’s immigration benefit to find that the adjudicator 
wouldn’t have even thought to call the school to find out if they 
really needed to be in school for another 9 months. It wasn’t part 
of her guidelines. It was just, she had what she needed in front of 
her to rubber-stamp, and she moved on. 

So to implement that fully, I don’t think it would take as long 
as people think, if we had everything in place policy-wise, training- 
wise, and technology- wise. I think you could do it in a few years. 
I really do. 

Mr. Barrett. Thank you. 

Mr. Royce. Mr. McCaul from Texas. 

Mr. McCaul. Thank you, Mr. Chairman. Before running for Con- 
gress, I worked in the Justice Department on counterterrorism in- 
vestigations after 9/11. The main tool we had in getting to the ter- 
rorists was immigration violations, so I know how important this 
is. 

Mr. Maxwell, your testimony is not only disturbing, but raises se- 
rious issues, to the extent that we, as a nation, would not only open 
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our arms to terrorists, but in addition give them benefits. That is 
appalling to me. 

And I want to follow up, there is an article in the Washington 
Times that I want to follow up on a couple of issues. 

The issue that a foreign intelligence agent from Iraq could have 
worked in our government with USCIS is very serious. When you 
did your investigation, it reports it turned up national security 
questions about nearly two dozen cases. 

To the extent you can, can you comment, first of all, on this for- 
eign intelligence agent. Secondly, on these two dozen cases that you 
saw. 

Mr. Maxwell. With regard to the individual himself, of course, 
our jurisdiction was solely limited to USCIS employees. He is no 
longer an employee, so our case was closed. And I would refer you 
to the FBI for any further information, and perhaps a closed and 
a classified discussion with me for more in-depth material. 

But in general, there were numerous indicators in this individ- 
ual’s background that he had received trade-craft training from 
multiple foreign intelligence agencies, and should not have been 
hired by USCIS. That was clear in his background investigation, in 
his security jacket, if you will. He should not have been hired by 
USCIS, and had been denied employment by other Federal agen- 
cies for those same national security concerns. 

Following a lengthy investigation that tracked him around the 
globe, primarily across the Middle East, he departed the country, 
resigned his employment at USCIS, and our investigation of him 
ended. 

We then went back and looked at his work product. He was an 
asylum adjudicator. There is no true internal audit function within 
USCIS. You don’t have auditors going out and proactively auditing 
systems and programs within CIS. They have what is called a self- 
audit program. They hand you a piece of paper as a department 
head and say tell me how healthy you are. It is like going to the 
doctor, and he says are you healthy. He doesn’t perform a physical 
exam, he just prescribes the medication based on how you tell him 
you feel. 

So we went back and looked at his work product. And in his 
work product we discovered that approximately two dozen of his 
asylum cases were, in fact, asylum candidates from countries of 
concern that, when entered into the database, came back with na- 
tional security hits. And we referred those hits immediately to the 
FBI. 

Mr. McCaul. And is it your understanding the FBI is currently 
investigating those cases? 

Mr. Maxwell. At the time they were investigating those. And 
the rest of that information would be in another forum. 

Mr. McCaul. Mr. Chairman, I would now request that we do 
have a closed-door briefing with Mr. Maxwell, if that is possible. 

Mr. Royce. We intend to do that, and I appreciate that sugges- 
tion. 

Mr. McCaul. That is why you said that they are using our sys- 
tem against us. 

There is also, in this Times article, it says that USCIS officials 
had deceived Congress. Can you elaborate on that? 
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Mr. Maxwell. There is a history of USCIS officials being tapped 
by Congress to produce documentation reports. And in their re- 
sponse, those reports will evolve. There will be multiple evolutions 
of the same report. 

And typically, those reports, from version one through version 
two through version three through version four, tend to redact im- 
portant information. I have provided some of those examples in 
documentation to Congress and to others. Examples of redaction re- 
garding difficulties in obtaining national security information for 
adjudicators. 

I think that this body, or the GAO, or the IG would perhaps be 
a better body to go back to USCIS and ask for multiple versions 
of documents, to see more examples of what I am talking about. 

Mr. McCaul. It appears we are more concerned about customer 
service far more than any law enforcement component. 

I have a question for Ms. Kephart, but I see my time is expired. 
Mr. Chairman. 

Mr. Royce. We will have to go to Mr. Poe. Thank you, Mr. 
McCaul. 

Mr. Poe. Thank you, Mr. Chairman. I have a question for each 
one of you. Thank you both for being here. 

Mr. Maxwell, I have spent most of my life putting folks in jail 
as a judge in Texas. I have had 22 years. So I don’t like corruption. 
I don’t like criminals. I don’t care where they come from. 

Would it make sense, since you have said there is corruption in 
the system, rather than continue this process of letting people 
game the system to get in this country to do us harm, to shut it 
down? Shut it down for a period of time, until all of us figure out 
who the bad guys are, get rid of the pollution in the system, and 
restructure it in a way that is best for the United States. 

Mr. Maxwell. My professional opinion is that the system itself 
does need to be reengineered. It has to be reengineered from the 
ground up, or we will just continue to replicate the problems 
that 

Mr. Poe. What about shutting it down for a period of time, until 
we figure out what has occurred, and what we can do to make 
it 

Mr. Maxwell. Practically speaking, if that could be done, and 
you could clean out the system and rebuild a system that was se- 
cure. That would be marvelous. 

But to just shut down the system as if it were a computer full 
of viruses, and then turn the system back on and hope the viruses 
are gone, we know they won’t be gone. It will slowly bog down, and 
sooner or later you come back to this catastrophic failure that we 
face now. 

So rebooting the computer only works if you put in a new system. 

Mr. Poe. So we need a new system. 

Mr. Maxwell. Absolutely. 

Mr. Poe. Quickly, give me an estimate, in your opinion, just an 
estimate of people that game the American immigration system a 
year, and fraudulently come into this country, gaming it unlawfully 
coming here. Can you give me an estimate? 

Mr. Maxwell. I can’t even begin to give you an estimate. 

Mr. Poe. Maybe Ms. Kephart can. 
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Ms. Kephart. When I was on the September 11 Commission, one 
of the things that I did was interview senior officials. I interviewed 
about 75 folks in the immigration field as a staffer on the 9/11 
Commission. 

When I was doing immigration benefits interviews, the senior of- 
ficial that I spoke to said that although they had done no fraud as- 
sessments at the time, estimates were as high as 50 to 75 percent 
on fraud. 

Mr. Poe. How many people would that be? 

Ms. Kephart. I don’t know how many people, because you would 
have to deal with the millions of applications. 

Mr. Poe. So 50 percent of them are gaming the system? 

Ms. Kephart. Right. But recently the fraud detection unit, in the 
past year, started doing for the first time ever benefit fraud assess- 
ments, extremely beneficial thing to do. They did a fraud assess- 
ment on the religious worker visa, and a fraud assessment on the 
replacement permanent residency card. 

What they found was the fraud in religious worker benefits was 
33 percent. The fraud in the permanent residency cards was 1 per- 
cent. You know what the difference was? The difference was that 
the religious worker visa does not require biometrics when you go 
for that application, whereas the permanent residency card does. 

I think that, for me, is a big policy argument on biometrics. But 
33 percent in religious workers, that poses some interesting ques- 
tions right there. 

Mr. Poe. One more question. Do you think, based on your experi- 
ence in the 9/11 Commission, that the United States ought to im- 
plement a universal requirement for passports for everybody that 
comes into the United States from anywhere? Including Mexico, the 
Caribbean Islands, and Canada, as a security measure? 

Ms. Kephart. Right. Actually, one of the things we did rec- 
ommend on the 9/11 Commission was a verifiable biometric plus 
citizenship requirement for everybody, including U.S. citizens who 
come into the United States from Mexico and Canada. That became 
the Western Hemisphere Travel Initiative, which you all passed in 
the Intelligence Reform Bill of 2004. And I have actually testified 
before House Small Business, 25 pages specifically on that par- 
ticular issue, sir. 

Mr. Poe. So the answer is yes, you think we ought to have pass- 
ports. 

Ms. Kephart. Yes, sir. Thank you for asking. 

Mr. Poe. Instead of all these other documents. Baptismal certifi- 
cates and all that stuff. 

Ms. Kephart. Right. We need a way for immigration officers, 
when folks are coming into the country. You have 3 minutes per- 
haps or an hour for an immigration adjudicator. You have about 45 
seconds to a minute for your immigration inspector at a border. 
They need to have a document they can rely on to look at to verify 
information about somebody. 

Mr. Poe. Thank you, Mr. Chairman. 

Mr. Royce. Mr. Poe, to answer your question, six million applica- 
tions were filed last year seeking an immigration benefit. If we 
quote Julie Myers yesterday. Assistant Homeland Security Sec- 
retary for Immigration and Customs Enforcement, she said mil- 
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lions have used fraudulent documents to obtain work permits or to 
provide cover for criminal or terrorist activities. She cited an epi- 
demic of bogus identification documents generated by highly so- 
phisticated crime networks. So millions would be the answer. 

We will go now to Mr. Weller of Illinois. 

Mr. Weller. Thank you, Mr. Chairman. Mr. Maxwell, Ms. 
Kephart, thank you for participating in today’s panel. 

Mr. Maxwell, you described in your testimony how terrorists 
have used dual U.S. -foreign citizenship to disguise their travels in 
and out of the United States. We also have the situation where 
there are countries in our own hemisphere that, for a price, will 
sell citizenship, or sell you a passport, implying that you are a cit- 
izen of that country. How widespread is this problem? And what 
are your thoughts about what we need to do? 

Mr. Maxwell. I can’t specifically comment as to how widespread 
that problem is. I can refer you to some documentation we provided 
to this Committee and others that came from ICE in December 
that specifically talks about passport fraud in Mexico, and how 
passport fraud coming out of that country is a, quote, grave na- 
tional security threat and terrorism threat to our country. 

Again, the law enforcement-sensitive document is heavily re- 
dacted, and can be provided in another forum; unredacted, as need 
be. But certainly, we were able, I was able to uncover multiple in- 
stances where, even with biometric systems in place, criminals 
were able to defeat the biometric systems with relative ease, and 
use the same alien number to have a passport granted to them. 
Multiple individuals using the same A number were able to have 
benefits granted to them even with biometrics. 

So with these passport issues specifically, they were able to get 
work documents, so on and so forth, with these fraudulent pass- 
ports coming out of Mexico. 

So we know it is an issue. And ICE calls it, quote, a grave na- 
tional security issue with terrorism consequences. 

Mr. Weller. How about the case, though, where there are cer- 
tain governments in our own hemisphere, in the Caribbean in par- 
ticular, that, for a fee, that the government will sell you a passport, 
will give you something they call economic citizenship if you make 
a statement you are going to invest so much money in that par- 
ticular country? What is your view of that process? And what 
threat do you see as a result of it? And how many people do you 
think are using that to enter the United States? 

Mr. Maxwell. I don’t have any specific information I can provide 
you on that today. 

Mr. Weller. Ms. Kephart? 

Ms. Kephart. If I may go back to I think your prior question and 
talk a moment about biometrics. 

Biometrics, I know I have mentioned it a lot. It is not the sole 
solution here. It has got to be coupled with traveller histories, and 
then on top of that you have got to have a really robust fraud de- 
tection and deterrence and interdiction program, where you have 
got pattern analysis and fraud assessment built into the system. 

You have got to have a system where you are bouncing informa- 
tion, real-time, of new applicants off of old, known fraud activity. 
So that you can come up with assessments on an individual appli- 
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cation of whether this is a likely issue of an alien committing fraud 
or not, so it can be referred on, or the benefit granted in a timely 
manner. 

You need a whole series, a layering of support on the fraud side, 
I think, to make this all work well. 

Mr. Weller. And what is your view regarding certain govern- 
ments selling passports and citizenship to people who are not citi- 
zens of their country, for a fee? 

Ms. Kephart. It is a problem on the international front. One of 
the things I think the United States needs to do a lot more and 
a lot stronger is engage our international partners on terrorist 
travel and fraudulent travel around the world. I think it needs to 
become an international priority when we talk to our neighbors 
abroad. 

It is nothing we can control unless we use other means, other 
types of carrot-and-stick activities with our neighbors to try to get 
them to stop. But it needs to be a priority when we talk to our 
neighbors. 

Mr. Weller. Well, we know who these countries are that are 
selling these documents, implying that these individuals are citi- 
zens of their country. Have we asked for a list of those from those 
respective governments so we know who they are? 

Ms. Kephart. I don’t know, sir. You would have to ask the State 
Department, I think, for that. 

Mr. Weller. Okay, thank you. 

Mr. Royce. We need to go to Mr. Culberson from Texas. 

Mr. Culberson. Thank you, Mr. Chairman. Is Mexico one of 
those countries selling false passports or identification cards? 

Ms. Kephart. Mr. Weller might know the answer to that. I don’t 
know. 

Mr. Royce. Ms. Kephart, you could cite in your own testimony. 
You have an example in the Mexican Consulate overseas. Why 
don’t you reference that? 

Ms. Kephart. Oh, right, that is true. The Hezbollah marriage 
scam. Actually there are two different things here. There is a mar- 
riage scam whereby they were abusing immigration, our immigra- 
tion adjudicators overseas with marriage fraud. 

There was another case of the alien smuggler, Bugader, who was 
a Mexican-Lebanese alien smuggler, who was working out of the 
Mexican Consulate in Lebanon. They were selling false visas, 
$3,000 a shot usually, pulling people into Tijuana, and then smug- 
gling them into the United States. So there was corruption there. 

Whether selling false passports, they were visas in that par- 
ticular case. 

Mr. Culberson. Mr. Chairman, I know our time is very limited, 
and I don’t want to take much time. But I do want to state for the 
record, and ask that these be entered into the record. 

The White House is well aware of this. I notified the White 
House in a letter I have here dated May 28, 2004, of the results 
of my personal investigation of the Houston CIS office, which un- 
covered — and I brought it to the White House’s attention on May 
28, 2004 in this letter to Andy Card, the White House Chief of 
Staff — the problems that Mr. Maxwell is testifying to here. 
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And the response I got back was we are looking into it. And 
nothing ever happened. Nothing was ever done to counteract the 
town hall meeting that the top two Federal immigration officials in 
Houston participated in for illegal aliens telling them that the 
Bush Administration was not going to enforce immigration laws; 
that there would not be any raids on workplaces, putting essen- 
tially a big neon sign over the city of Houston that any terrorist 
could come right in, and we are not going to either run you down 
or attempt to identify you. I would like to have that entered into 
the record. 

Mr. Royce. Without objection. 

[The information referred to follows:] 
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COMMITTEE ON APPROPRIATIONS 

Subcommittee on 
Transportation and Treasury 

Subcommittee on 
THE Legislative branch 

Subcommittee on 
THE DISTRICT OF COLUMBIA 

ASSISTANT MAIORUY WHIP 


JOHN Culberson 

7th District, Texas 

May 28, 2004 


Washington office: 

1728 LONGWORTH BUU.OING 
Washington. DC 20515-4307 
202.225.2571 
Fax 202.22.5.4381 

District office: 

10000 Memorial Drive, Suite 62o 
Houston, Texas 77024-3490 
713.682.8828 
Fax: 713.680.8070 

INTERNET; 

www.culberson.house.gov 


The Honorable Andrew H. Card, Jr. 

The White House 
1 600 Pennsylvania Avenue, NW 
Washington, DC 20500 

Dear Secretary Card: 

After a visit Wednesday to the United States Citizenship and Immigration Services (CIS) office 
in Houston I have become convinced that a clear and present danger to the national security of 
the United States and its citizens exists in that office, especially in light of yesterday’s 
announcement by the FBI and the Department of Justice that terrorists have entered and are 
seeking to enter our country this summer to attack us once again. 

I have learned first hand that the Houston CIS office has not provided ANY training to their 
adjudication officers (who interview applicants) on law enforcement techniques to identify or 
flush out potential terrorists in an interviewL These adjudication officers are America’s first line 
of defense against terrorists seeking to enter our country, and the Houston office is a wide open 
door for these killers because the staff is totally untrained and unprepared to spot them or stop 
them, and because the Houston office is widely known as an easy entry point. As a result of this 
reputation, the Houston office’s caseload is more than ten times higher than any other in the 
nation. 

To make this dangerous and alarming situation even worse, federal immigration officials and 
local law enforcement helped advertise that the immigration laws of this nation are not being 
enforced in Houston by participating in an April 25, 2004 town hall meeting in Houston which 
was called by the Association for the Advancement of Mexican Americans for the sole purpose 
of reassuring illegal aliens that they are safe here because federal immigration laws are not being 
enforced in Houston. I have a tape and transcript of the meeting. It is appalling and absolutely 
unacceptable that any law enforcement official would participate in a town hall meeting for law 
breakers to reassure them that the law will not be enforced. 

If the terrorists did not know it before, they know now that the door is wide open in Houston 
because this town hall meeting was widely publicized for what it was - law enforcement officials 
reassuring law breakers that Houston does not enforce our immigration laws. 



132 


Therefore, I am asking that the Houston CIS office be closed immediately until the adjudication 
officers and all supervisors are trained in the best law enforcement techniques for asking the 
right questions and looking for the right clues to identify and flush out terrorists during an 
interview and background check. At an absolute minimum, an order should go out to stop all 
interviews of foreign nationals by untrained CIS employees. I believe this lack of training and 
turning a blind eye to potential terrorists probably extends far beyond the Houston CIS office, so 
1 would also ask for a formal investigation to determine how widespread this lack of training is. 

The blind eye to potential terrorists and criminal aliens appears to be pervasive in the Houston 
CIS office based on a large number of consistent and plausible complaints I have received from 
employees in that office who have asked me to maintain their anonymity for fear of retaliation. I 
met yesterday with Director Hipolito Acosta and his deputies and they assured me that these 
reports were simply not true, and I will give them the benefit of the doubt on these complaints 
until he is able to document his assertions. My staff and I intend to thoroughly investigate the 
operation of the Houston CIS office, and I will report my conclusions to you and all of the 
recipients of this letter as soon as possible. 

I am conducting this investigation on behalf of my constituents whose lives have been put at risk 
by the inability of the Houston CIS office to identify potential terrorists, and on behalf of House 
Majority Leader Tom DeLay, House Judiciary Committee Chairman James Sensenbrenner and 
House Appropriations Homeland Security Subcommittee Chairman Hal Rogers, who are as upset 
as I am that federal and local law enforcement officials would send the message to aliens seeking 
to enter this country illegally that our immigration laws will not be enforced in Houston. 

To magnify the threat to our national security even further, the Houston CIS office uses policies 
and procedures that are designed to discourage and minimize verification of the background 
information supplied by applicants. Adjudication officers are rewarded with time off for meeting 
their quota of cases completed, and the difficulty of using investigation tools and other policies 
all appear designed to encourage approval of an application and discourage denial. The entire 
atmosphere at CIS is hurry up to serve the “customer,” who CIS told me was the foreign national 
applying for the greatest privilege ever created in the history of the world - to become a citizen 
of the United States of America. 

At the same time CIS adjudication officers and their supervisors are being trained to flush out 
and identify potential terrorists, I believe it is equally important in a war like this that every CIS 
and ICE officer be trained to understand that the customer is NOT the foreign national, but is 
instead the families and children of America who are counting on all of us to keep them safe at 
home and at school and at work and as they travel. I have enclosed, with permission, a 
photograph of a kindergarten class which I showed the CIS employees yesterday to emphasize 
that these children are their true customers. I hope you will encourage CIS offices across the 
country to keep a similar photograph of local kindergarteners on their walls as a reminder of who 
their true customers really are. 

I do not intend to make any of this public since I do not want to magnify the damage already 
done by the town hall meeting for lawbreakers, and because I am confident my heartfelt and 
imminently reasonable request for immediate terrorist training for CIS personnel and to halt all 
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interviews by untrained personnel will receive prompt and favorable attention irom the Bush 
Administration. We also need to organize a second very public press conference with CIS and 
ICE and other federal and local law enforcement officials to undo the damage done by the 
townhall meeting by announcing specific steps that are being taken to enforce our immigration 
laws in Houston. 

America is at war with sneaky, cowardly lying criminals who have proven they will exploit 
weakness in our immigration laws. Federal immigration officials and local law enforcement 
have just helped light up a huge neon sign over Houston that the door for potential terrorists is 
wide open right here. This cannot stand. 

I look forward to your reply and to swift and decisive action by the Bush Administration as I 
have suggested here or in any other way that you or the Bush Administration deem appropriate to 
remedy the clear and present danger to our national security and to the lives and safety of our 
families that exists in Houston. 


Sincerely, 


John Culberson 


Addressees; 

White House Chief of Staff Andrew Card 

Attorney General John Ashcroft 

Department of Homeland Security Secretary Tom Ridge 

FBI Director Robert Mueller 

House Majority Leader Tom DeLay 

Senate Judiciary Committee Chairman Orrin Hatch 

House Judiciary Committee Chairman James Sensenbrenner 

House Select Committee on Homeland Security Chairman Chris Cox 

Senate Terrorism, Technology and Homeland Security Subcommittee Chairman Jon Kyi 

Senate Immigration, Border Security, and Citizenship Subcommittee Chairman Saxby Chambliss 

Senate Homeland Security Appropriations Subcommittee Chairman Thad Cochran 

House Homeland Security Appropriations Subcommittee Chairman Hal Rogers 

Department of Homeland Security Under Secretary Asa Hutchinson 

Department of Homeland Security Inspector General Clark Kent Ervin 

Citizenship and Immigration Services Director Eduardo Aguirre, Jr. 

Immigration and Customs Enforcement Assistant Secretary Michael Garcia 
CC: 

Citizenship and Immigration Services Houston District Director Hipolito Acosta 
Immigration and Customs Enforcement Special Agent in Charge Joseph Webber 
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Mr. Culberson. And I also wanted to ask, Mr. Chairman, to 
enter into the record the memo that I obtained from the Houston 
CIS office proving that it is the official policy of CIS to award time 
off to their officers if they increase the number of applications that 
they approve. 

And then finally, Mr. Chairman, for the record, the sworn testi- 
mony of the FBI director that I obtained under oath in front of my 
Subcommittee, confirming that individuals from countries with 
known al-Qaeda connections were assuming false Hispanic identi- 
ties and entering the United States pretending to be illegal aliens, 
and disappearing. I would like to have that entered into the record, 
as well. 

Mr. Royce. Without objection, they will be entered into the 
record. 

[The information referred to follows:] 



U.S. Department of Homeland Security 

Citizenship and Immigration Services 

P. O. BOX67044& 

Houston, Texas 77060 


May 14, 2004 


MEMO! 


roUMFOR: Section 245 


FROM: Oscar Molina, SDAO 


SUBJECT: Time Off Awards 


Effective immediately, we will be instituting a quarterly Time Off incentive awards program for 
officers as well as supervisors. The time off awards for officers will be based on average 
completions per day during the quarter. Supervisor awards will be based on the total number of 
completions of their officers for the quarter. The current quarter runs from April 1 to June 30. 
The next quarter runs from July 1 to September 30. 


OFFICER TIME OFF AWARDS 


Average Completions Per Day 

Time Off Award 

6 

1 Day 

7 

2 Days 

g 

3 Days 

10 or more 

1 Week 


Supervisors will receive a two (2) day time off award if their group has the highest number of 
completions for the quarter. 
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FOREIGN NATIONALS AND ILLEGAL ALIENS ENTERING THE UNITED 
STATES 

Mr. Culberson. Thank you, Mr. Chairman. 

Director Mueller, I want to also echo the sentiments of the Sub- 
committee Members in congratidating you and thanking you for 
the superb job you are doing at tiie FBI. I think Congressman 
LaHood has correctly stated it, sir, with all the finger pointing 
goii^ on in this town, everyone agrees that you have done a superb 
job in m ana ging the agency, and you are right to thank the ^ents. 

I want, if I could. Sir, to zero in, in particular, on accurately and 
securely identifying foreign nationals entering the United States. It 
is a particular source of concern to me, Sir: I represent the City of 
Houston, and an intell^ence assessment that the FBI released in 
October of last year, that portion of the intelligence assessment 
that I can discuss publicly that is unclassified, states that the 
Houston, Texas, corridor has become a popular transit and destina- 
tion point for alien smu^ling operations, including the movement 
of special interest aliens in the United States, and mat the corridor 
is particularly attractive because it offers established smuggling 
routes that have proven successful in the past. 

That infcnmation, Sir, coupled with the fact that the Department 
of Homeland Securify has identified firom the period of October 
2002 through June of 2004, nearlv 10,000 special interest aliens 
from couDtnee with known u Oaeda connections who have entered 
the United States. I wonder if I could ask a series of questions 
about securely identifying these individuals. I believe the ouestions 
^at the chairman, MoUohan and others have askea focused 
correctly on the FBI’s efforts to establish databases where you can 
keep tra^ of these individuals. And obviously it is fundamental 
that to be able to track these individuals we have got to securely 
identify who they are. 

I have had reports, and I wanted to ask you to confirm. Sir, that 
there are individuals, these special interest aliens; are you aware 
of special Interest aliens, individuals from countries with known al 
Qaeda connections entering into the United States using false iden- 
tities, and in particular, changing their Islamic surnames to His- 
panic surnames? 

Mr. Mueller. We have had indications of that, yes. 

Mr. Culberson. And of course, the coun^ has done a good job 
of securing the airports, the ports of entry. The one area that I am 
deeply concerned about, seeing your intelligence assessment about 
Houston being a popular transit and destination point for £ilien 
smu^Ung was a real concern to me, and particulariy when I 
learned what you have just confirmed, that we have got individuals 
fi^m countries with known al Qaeda connections changing their Is- 
lamic surnames to Hispanic, using false identities entering the 
United States, 

The top two Federal imini^ation officials in Houston partici- 
pated in a town hall meeting in April of 2004, and it was a town 
hall meeting called for illegal aliens. And the top two law enforce- 
ment officios in the Houston area announced at the town ball 
meeting that the Bush Administration was not ming to enforce un- 
migration laws, that illegal aliens should not be concerned about 
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being rounded up or bothered, that immigration laws are not being 
enforced in Houston. Deeply conce rning And I would imagine you 
would share that concern to have sort of that announcement made. 

Mr. Mueller. I guess I would be surprised that anybody said 
that immigration laws would not be enforced. I know they are 
being enforced. I know it is a question of resources, but I do believe 
the Administration is intent on enforcing the immigration laws. 

Mr. Culberson. Well, it was rather rtunning to me as well. And 
I share your concern, it was a real source of concern. And, peo- 
ple are coming here honestly looking for a job. We need to establish 
some sort of program where people can si gn up in their home covm- 
tries and come here legally and iwirk; I understand the need for 
that, certainly as a Texan, I understand tiiat. My concern is indi- 
viduals from countries with known connections changing their 
identities, coming here under a false Hispanic identity or other 
identity for reasons to hurt the United States because they know 
that is a point of entry they can get in to the United States without 
much difficulty. 

MATRICUIA CONSULAR CARD 

Another one of the principle sources of concern, sir, that I wanted 
to also ask you about. In June, 2003 your Director of the Office of 
Intelligence, Steve McCraw, testified at the Judiciary Sub- 
committee on Immigration Borders Security and Claims, that the h- ^ 

FBI bad a particular concern about the use of the matricula con- CO 

sular card. He testified that the Department of Justice and the f^I 
have concluded the matricula consular is not a reliable form of 
identification due to the nonexistence of any means of verifying the 
true identity of the card holder. Is that still the opinion of the FBI, 
sir? 

Mr. Mueller. Yes. 

Mr. Culberson. He also testified that the matricula consular is 
a perfect breeder document for establishing a false identity; is that 
stfll the opinion of the FBI? 

Mr. MC^LLER. Yes. 

Mr. Culberson. He also testified that the ability of foreign na- 
tionals to use a matricula consular to create a well-documented, 
but fictitious identity in the United States provides an opportunity 
for terrorists to move freely within the United States without trig- 
gering name-based watch lists that are disseminated to local law 
enforcement officers; is that still the opinion of the FBI? 

Mr. Mueller. Yes, that could happen. 

Mr, Culberson. Yes, sir. The concern, of course, lies with not 
only making sure we identify these people with local law enforce- 
ment, but one of the first things a lot of these folks want to do is 
open a bank account; so in response to that, because of money 
laundering concerns, Congress enacted in the PATRIOT Act in Sec- 
tion 326 — and I know you are familiar with this requirement, Sir, 
because you all worked extensively on helping the Congress, the 
Judiciary Committee in the House and the Senate in draffing ^ese 
provisions. Section 326 of the PATRIOT Act requires, I am quoting 
from the statute, to be very brief, but I wanted to ask your opinion 
of this, sir. 
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Mr. Culberson. The Treasiiry Department shall adopt regula- 
tions that, at a minimum , require h anks to implement rules for for- 
eign nationals opening bank accoxmts that require three things: 
one, that tiie r^iilation req^es that the bank verify the identity 
of any foreign national seeidng to open a bank account; number 
two, that the bank maintain records of the information used to ’ 

verify the person’s identity; number three, that the bank consult 
lists of known or supported terrorists or terrorist organizations. 

The final Treasury regulati«m, which they issued, simply states i 

that foreign nationals — and I am paraphrasing here, but correct me 
if I misstate them, but this is what the rule says. Tliis is in Section 
103.121 of the Code of Federal Regulations, Title 31, foreign na- 
tionals opening a bank account in the United States are only re- 
quired to produce one of the following; taxpayer ID number, a pass- 
port ID number, an alien identiGcation card number, or any other 
government-issued document evidencing nationality and bearing a 
photograph. 

In your opinion, does that Treasury rule comply with the statute > 

in Section 326 of the PATRIOT Act? 

Mr. Mueller. Well, I probably shouldn’t give off-the-cuff legal 
opinions. 

Mr. Culberson, Within your opinion. 

Mr. Mueller. I would have to look at it more closely. I see the 
contrasts that you are making, however. 

Mr. Culberson. Well, the rule that the Treasury Department 
enacted does not require — ^in fact, the Treasury Department spedh- 
cally said in their justification that they eliminated the require- 
ment that b anks retain copies of the documents used to verify iden- 
tity, and, so, therefore, the banks can destroy the photocopies of the 
identifying documents that were used by the foreign national to i 

open the bank account; is that correct? 

Mr. Mueller. You are reading from the CFR? I would have to I 

take a look at that. : 

Needless to say, from the perspective of identifying those persons ’ 

who are engaged in illegal activity, whether it be terrorism and 
narcotics, traffic^g and what have you, the more information 
kept by the bank, the stronger the procedures to identify and make t 

certain that the person is who he or she says they are is important | 

to limiting the use of banks to provide a conduit for funds for these | 

various activities. } 

Mr. Culberson. One of the Treasury Department regulations 
which I know you are familiar with states that a foreign national ' 

can open a bank account using any form of photo ID card issued v 

by a foreign government. That would essentially allow foreign na- i 

tionals to open a bank account using matricular or any other type U 

of consular card; correct? !• 

Mr. Mueller. Again, I would have to look at it. From what you ’ 

are sayii^, that would seem to be the case. $ 

Mr. Culberson. Yes, sir. And the rule, based on the way the * 

Treasury Department has issued it, does not require banks to con- . 

suit lists of known terrorists, to your knowledge, does it? 

Mr. Mueller. I understand your concern about that. 1' 

Mr. Culberson. Yes, sir. 
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Mr. Mueller. I don’t have it in front of me, and I would have 

Mr. CuIjBERSON. Sure. Are you familiar with all the discussions 
that went back and forth between the FBI and the Departments of 
Justice and Treasury before the Treasury Department promulgated 
these rules? 

Mr. Mueller. In fact, I am not that tuned in to those discus- 
sions. I am sure (here were discussions, but I am not certain what 
the discussions were, so I 

Mr. Culberson. Okay. 

Mr. Mueller [continuing]. Must confess that I am not that fa- 
miliar with those discussions. 

Mr. Culberson. In general, do you know whether the Treasury 
Department rules adopted for foreign nationals opening bank ac- 
counts makes it more or less difficult for the FBI or law enforce- 
ment to identify foreign nationals, for example, laundering money 
or the true identity ^ foreign nationals opening bank accounts? 

Does it m^e it more or less difficult for law enforcement to do 
their job? 

Mr. MueUjER. Well, let me — ^not having it in front of me, let me 
just say that we, as Agent McCraw testified before earlier, we are 
supportive of having identification that will enable the banker to 
determine that the person is whom he or she says he or she is. It 
would be in the interests of law enforcement, q\jite obviously, to 
maintain Uiat information for a period of time. CO 

Mr. Culberson. To comply with the PATRIOT Act as written? 

Mr. Mueller. To comply with — well, yes. Apparently, to comply 
with the PATRIOT Act as written. 

Again, I would have to go back and look at the regulation in 
order to — and it would require some analysis. 

Mr. Culberson. Sure, u I could, what co\fid you tell us about the 
number of individuals entering the United States from countries 
with known al Qaeda connections that are changing their sur- 
names, adopting false identities and entering the United States 
among those entering the country illegally? 

Mr. Mueller. I would have to check on number of instances we 
have had where somebody from, say, a Middle Eastern country has 
come in, having adopted a name, a Hispanic nam e in an attempt 
to come in. I am not certain how many instances there might have 
been. 

I can teU you we are concerned, that Homeland Security is con- 
cerned about special interest aliens coming into the United States. 

We work closely with the Border Patrol and ICE to interview those 
when they are apprehended. We have an ongoing, for example, in- 
vestigation toother into Bmuggling organizations ^at may be as- 
sisting in getting special agent aliens across the border. It is a tre- 
mendous concern to us, and I know it is of tremendous concern to 
Homeland Security, and we are working together to identify those 
smuggling organizationa and to take them out of business. 

Mr. Culberson. If I could, Mr. Chairman, a couple of questions, 
and I will wrap it up. 

These are not just Hispanic sumames these individuals are 
adopting other fal^ identities as well, sir? 

Mr. MUEiiER, I would have to bq bank ?in<l ^rao 



326 

Mr. Culberson. Okay. What countries are tiiese individuals 
coming from, to your knowle^e, the ones that you are aware of 
that are adopting false identities, Including the Hispanic false iden- 
tities and crossing over the border, biding among the illegal aliens. 
Mr. Mueller. I would have to check. 

Mr, Culberson. Could you get back to me on that, sir. 

Mr. Mueller. Sure. 

[The information follows:] 

Illegal Alien Border Crossings 

Individuals from countries including A^hanistan, Egypt, Pakistan, Somalia, 
Saudi Arabia, South Africa, Turkey and Yemen are known to use dlegal alien bor*r 
crossings. The Federal Bureau of Investagation has an on-going initiative to identify 
aliens who have entered the United States in the past two years from those coun- 
tries. 

Mr. Culberson. I would really like to work with someone in 
your office and obtain this information. 

I wanted to also ask, I have gotten reports — and then I will pass, 
Mr Chairman. We may have some follow-up later. 

I have had some reports, very reliable reports, that there are spe- 
cial interest aliens travelling into Brazil, changing their identities 
and then crossing into Mexico, and because these are visa wmyer 
countries these individuals are then crossing, usii^ false identities, 
into the United States firom these countries that have visa waivers. 
Are you aware of this, sir? 

Mr. Mueller. Yes. 

Mr. Culberson. And can you talk about that to us here? 

Mr. Mueller. That is an issue — I beheve it has been raised 
with— I know the State Department is interested in this issue and 
dealing with our counterparts in Mexico; and, of course, Brazil is 
down by the tri-border area, which is of substantial concern to us. 
It is an issue that I know is being addressed not only by us in 
Homeland Security but also by State Department. 

Mr. Culberson. Have you seen a surge or a spike in the number 
of special interest aliens travelling to Brazil and into Mexico using 
these identities because there are visa waivers? Has there been a 
spike in recent years? 

Mr. Moeller. I wouldn’t call it a spike. I would say ^ere ^ye 
been instances that have come to our attention in which this is 

Mr. Culberson. Okay. I would like to, if I could — I will follow 
up in writing with you, sir; I will provide you copies of the Treas- 
ury Department rule, but, if I could, I really would like to ask your 
opinion and talk about how we can fix this problem and have the 
ability to accurately identify foreign nationals in the country. 

Mr. Wolf. Thank you. 

Do you have a legal attache in the tri-border area? 

Mr. Mueli^r. iBt me just dieck. I know we had an agent who 
was TDY there for a period of time. I would have to get back on 
t hflt , I had thought we had sent him back in, but I would have to 
confirm that. 

Mr. Wolf. It seems he should be there. 

[The information follows:] 
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Tri-Border Legats 

The FBI has Legal Attache offices, or Legats, in Buenos Aires, Argentina; and 
Braeila, Brazil. L^at personnel also have a presence in Santiago, Chile; Caracas, 
Venezuela; and Botota, Colombia. 

TERRORISTS PURCHASING GUNS 

Mr. Wolf. Is Hezbollah active in the United States? 

Mr. Mueller. Yes. 

Mr. Wolf. Following up on Mr. Fattah's comment, and I think 
the answer is somewhat obvious, but do you think suspected terror- 
ists should be able to purchase guns, and does the law need to be 
changed to prevent this from occurring in the future? 

Mr. Mueller. I think we ou^t to look at the law and see what 
modifications could be made. When NICS has somebody who is 
seeking to purchase a weapon and the person is on the watchlist, 
the first thing that happens is that the agent who has that case 
I is notified; said, as the report indicates, in several instances, when 

the agent was notified, they were able to determine a disability or 
' a disqualifying factor. In one instance, for instance, a person was 

an illegal alien. In another case, a person had some mental insta- 
bility. That would preclude that individiial from getting a gun. 

But in that area where we cannot find a disqualifying factor and 
, the person is a suspected terrorist, I think one ought to look at 

what in addition can be done to perhaps modify the law to limit 
J that person’s access to a weapon. 

I can teU you that when we are alerted to the fact that a person 
on the watchlist is going to be allowed to have a weapon, then we 
don’t let it go. In other words, ,we will follow up on that. Once alert- 
ed that the person does not have a disqualifying factor and may 
wdl be able to purchase a weapon, then we follow up on that. 

I Mr. Wolf. You said Hezbollah is active. Is Hamas active in the 

( United States? 

I Mr. Mueller. Yes. 

I Mr. Wolf. So let the record show both Hezbollah and Hamas — 

Hezbollah who killed 241 Marines in the bombing in Lebanon — you 
were in the Marines, if I recall. 

Mr. Mueller. Yes. 

, Mr. Wolf. We also understand that the Department of Justice 

i Inspector General is currently doing a review of the Terrorist 

j Screening Center. We are going to ask the IG to review your plans 

to integrate the Terrorist Screening Center’s database with a se- 
cure fliht program. Will you work with the IG to insure that they 
have all the information they need to conduct a thorough review? 

' Mr. Mueller. Yes. 

Mr. Wolf, lhank you. 

RECRUITMENT/^TENTION 

We provided you a variety of new personnel authorities to recruit 
and retain talented staff and provided $30 million to pay them. We 
want to make sure that all of these, not just some, but all of the 

( new authorities and funding are used effectively. 

One of the new authorities was provided for retention and reloca- 
tion bonuses for critical staff. What criteria are being used to deter- 
mine who will receive a bonus? Will critical staff in high-cost areas 
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and research policies and procedures, congresaional/public affairs staff to ad- 
dress media and congressional inquires and interest in the operation of the Secure 
Plight Program, and the n>ace and equipment needed for the additional personnel 

Cl the jrear since the TSC was est^ushed, operatingcosta have been evaluated, 
and it is clear that opiating coats exceed Ce initial budget allocation. New 
initiatives will significantly increase TSC operating costs. 

QUESTIONS SUBAOTTED BY REPRESENTATIVE CUL^XtSON 

Subcommittee on Smence, State, JnsHce, Commerce, and Related Agenmes, 
House Committee on Appropriations, March 2005 

Martrieula Consular ID Cards 

QUESTION: Does the government of Mexico have a centralized database 
to coordinate the issuance of Consular ID cards? 

ANSWER: We are not aware of a centtalized database maintained by the Govern- 
ment of Mexico (GOM) to coordinate the issuance of Consular IB cards. 

QUESTION: Does the government of Mexico have a standardized or 
verifiable way to assure that Mexican birth certificates are valid before 
i jailing a Consular ID card based on a Mexican birtii certifioate? 

ANSWER; We are not aware of a standardized or verifiable means by which the 
GK)M assures that Mexican birth certificates are valid before issuing Consular IB 
cards based upon them. In fact, it is relatively easy to obtain a fraudment birfii cer- 
tificate in Merdco, since a birth certificate (including a ‘legitimate'’ new birth certifi- 
cate) requires only information provided by two witnesses. 

QUESTION: Does the FBI and Department of Justice consider the 
Matricula Consular card to be a reliable form of identifioation? Would you 
please specify the reasons for the opinion of the FBI and Department of 
Justice regarding the reliabilify of the Matricula Consular cara as Identi- 
ficatiott? 

ANSWER: The Department is working expeditiously on this response and will 
transmit it to the Committees on Appropriations as soon as it is complete. 

[Clerka’s note. — The Department of Justice did not submit a substantive response 
to this question prior to the publication of this hearing transcript.] 

QUESTION: Would a foreign naUonal who was legwy mesent in the 
United States need or be limited to using a Consular ID card? 

ANSW^; We defer to DHS with rewect to immigration matters such as this. 

[Cletks's note.-^The Department of Justice did not submit a sifostanhve response 
to this question prior to the publication of this hearing transcript.] 

QUESTION: What other forma of ID are available to foreign nationals 
who are l^ally In the United States? 

ANSWER: We defer to DHS witii respect to immigration matters such ss this. 

[Clerks’s note. — The Department of Justice did not submit a substantive response 
to tlus question prior to the publication of this hearing transcript.] 

QUESTION: If a depositor presents only a Matricula Consular card as 
idratification to open a bank account in the U.S., bow certain can the bank 
be of the depositors true identity? Why? 

ANSWER: We defer to the Department of the Treasury or otiier bank regulating 
agencies regarding this matter, as they are in a better position to explain standard 
banking practices. 

[ClerWs note.— The Department of Justice did not submit a substantive response 
to this question prior to the publication of this hearing transcript.] 

USA PATRIOT Act 

I am concerned that the Treasury regulation issued under Section 326 of 
the USA PAI^OT Act does not comply with the statute. I have attached 
the relevant sections of the USA PATRIOT Act and die CFR for your re- 
view. 

QUESTION: Does the Treasniw rcvidation coimfy with the diree o^cit 
requirements of Section 326 of Ute I^IA PATRIOT Act? Why or why no^ 

ANSWER; The Department of Justice has determined that the Treasuiy reg:fia- 
tion complies with the three explicit requirements of Action 326 of ^e USA PA- 
TRIOT Act, 
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QUESTION: Does the Treasury - regulation as written make it easier or 
more difficult for fore^U: nations to open bank accounts in the U.S. using 
folse identities? Why or why not? 

ANSWER: By requiring that financial inatitutions establish customer identifica- 
tion procedures, foe regulations enacted by the Treasury Department have made it 
more difficult to open bank accounts using false identities. These procedures aiul the 
intense scrutiny of suspect accounts have combined to assist our pursuit of ter- 
rorism financing. The scrutiny of these accounts has been facilitated by a greater 
understanifing S' the problem (including improved global awareness on the part of 
law enforcement, regi^tors, policy-inakers, the private sector, and foreign govern- 
ments) and more soj^usticated and effective processes and mechanisms for addr^s- 
ing and targeting temriat financing. 

QUESTION: Does the Treasury regulation as written make it more or less 
dlffi^t for U.S. law enforcement authorities to accurately identify foreign 
nBtinnabi who use foe-U.S. banking sj^stem? Why or why uot? 

ANSWER; The Treasiuy regulations clearly define how financial institutions can 
tiiare information with law enfcnvement, establishing foe procedures by which ex- 
changes are documented while protecting financial institutions' customers. These 
regulations have improved our abilify to obtain this information, e nhanrir ig our ahtl- 
ify to identify, investigate, and resolve potential terrorist financial activity quickly. 

AI Qaeda Entering the United States at the Borders 

In your teatimony to the Subcommittee, you confirmed that Individual 
fown countries wifo known Qaeda connections have entered tlm U.S. il- 
legally over our southern or northern boitiers using false Hispanic identi- 
ties. 

QUESTION: To foe fullest extent .possible, without revealing case specific 
Infiwmatian that could endanger ongoing Investigations, would you please- 
estimate, to foe best of your ability, how many of these individuaU usiiq; 
false Eiispanic identities m^ have or did enter the U.S. ill^ally by any 
means, inclndlng using Bmugsiers or simply by wtdking or entering ille. 
gaily on their own or with thehelp of others? 

ANSWER: While we are concern^ with- any individual who enters the United 
States by illegal means, we are not able to accurately estimate the number of indi- 
viduals using fdse Hispanic identities who have entered the U.S. illegally, due to 
tlw very nature of ille^ entry. The Department of Homeland Security (DHS) may 
be better able to provide an eatimate. 

QUESTION: Where-and how are they entering the U.S.? 

ANSWER; Anecdotal information, including information obtained through FBI 
sources, indicates that iUe^ entry from Mexico includes the use of estAlished 
pwints of entry accessed on root and'by car, and the uae-of both commercial and pri- 
vately owned aircraft. 

QUESTION: Are they assuming folse Identities other than Hispanic? 

ANSWER: The FBI has received reports that -individuals from countries with 
known al Qaeda connections have attempted to enter foe U.S. illegally using alien 
smugging rings and assuming Hispanic appearances. An FBI inveriigation into 
these reports continues. 

QUESTION: What other. type of. identities are they assuming? 

ANSWER: For complete information regarding border, crossings and arrests, we 
defer to DHS. llw FBI has no confirmed evidence that individuals connected to ter- 
rorism have assumed nationalities significantly different from their true back- 
grounds when crossing U.S. borders. 

QUESTION: Would you- please elaborate on the circumstauces and/or 
techniqaes used In^viduals to assume a folse identity, enter the UjS. and 
then us how many of these individuals the FBI and Department of Jus- 
tice can locate today? Where and how are they entering the U.S.?. 

ANSWER: The modus operand! used by iUegal aliens differs ^ region and cir- 
cumstance. A limited number of subjects of FBI countertarorism (CT) investigations 
have used false an^or altered documents, in some cases under false names, in order 
to cross U.S. borders. The FBI'has no information to suggest a consistent or cen- 
trally organized method to gain illegal entnr, or more than occasioDal or individual 
use of BHch B nmfood. 'Ihe ^1 defers to DiiS wifo respect to the number of individ- 
uals mvolve^'' since FBI information is source based and anecdotal in nature. 
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QUESHON: What tnw of criminal or terrorist activity could tiiese Indi* 
viduals be involved iitf 

ANSWER: It appears to the FBI that most illegal aliens desire only to work in 
the United States and send money home to their famiUes. However, t^y often ao 
complish this t^ugh illegal entry into the United States, false statements on em- 
ployment verification fonns, failure to remster with the government, and the com- 
nussioD of other criminal offenses. Though it is clearly true that iUega] aliens, resi- 
dent aliens, and even citizens have the opportunity to engage in terrorist and other 
c nia i n al activify, the FBI has not developed information mdicating a direct correla- 
tion between illegal status and terrorist activity. 

QUESTION: Have Sipecial Interest Aliena adopted other Ihlae identities to 
enter this country? Wnat forma of ID are these m^vidualB using? 

ANSWER: As mdicated above, a limited number of subjects of FBI CT Investiga- 
tions have used false and/or altered documents, in some cases under false names, 
in order to cross U.S. borders. 

QUESTION: How can we fix this problem to ensure that the Federal gov- 
ernment has the ability to accurately identify frtpftigii nationals 
the counby? 

ANSWER: Recent increases in law enforcement personnel and continued close co- 
operation and information sharing, including between DHS’s Immigration and Cus- 
toms Enforcement (ICE) and the ^I, will facilitate the Federal governments identi- 
fication of those UlegaUy entering the country. Both ICE and the ^1 have been 
working hard to increase the efficient use of biometrics (the automated recognition 
of individuals based on physical or behavioral characteristics), and have bew coordi- 
nating closely with foreign government to improve the security and fiaud resistence 
of travel documents. The FBI additionally focuses on the idutificarion and disrup- 
tion of organizations involved in smuggling foreign aationah into the country and 
providii^ them with false idenrificatioii, which allows them to travel freely through- 
out the United States. 

QUESITON: hi the FBI Director’s testimony, he confirmed that special In- 
tez^t aliens from countries with known AJ Qaeda eormections nave en- 
tered the U.S. by going tbiaoii^ Brazil and then Mexico. Would smu pleaae 
elaborate? 

ANSWER: The FBFs information indicating that illegal aliens have traveled to 
the United States ^ way of Brazil and thm Mexico is based on intelligence sources 
that have been neither corroborated nor diroroven at this time. As irith all intel- 
l^ence information, this may be only a small piece of what is really happening, and 
the FBI is not prepared to state conclusively mat the Brazil route is being traveled 
more heavify than other routes. It is important to recognize that, just because an 
individual is from a country with known al Qaeda coonectioaSi tnm does not nec- 
essarily mean the individual is connected to terrorism, and the ^I does not believe 
that aO or even most individuals from those countrira have personal connections to 
al Qaeda. 

QUESmON: How and where are these individuals entering the U.S.? 

ANSWER As indicated above, anecdotal information, induding information ob- 
tained tbrou^ FBI sources, inificates that iUegal entry (nai Merico includes the 
use of established points of entry accessed on foot and ty car, and die use of both 
commerdal and privately owned aircraft. 

QUESTION: Are they adoptii^ false identities? What type of IDs are they 
using? Can their identities be confiimed using these types of ID? Why or 
why not? 

ANSWER: As indicated above, a limited number of subjects of FBI CT investiga- 
tions have used false and/or al^ed documents, in some cases under false names, 
in order to cross U.S. borders. A false or fraudulently obtain^ pasroort or visa may 
allow an illegal alien to obtain valid U.S. identification and, trith ^at, access to aU 
the benefits of lawful presence in the United States. Although illegal entry may be 
accomplished without a passport or visa, iUegal aliens would need some form of 
fraudulent identification in order to obtain documents indicating lawful United 
States presence. 

QU^nON: Why is it a problem for law enforcement to have these SIAs 
entering the U.S. throu^ Brazil and Mexico? 

ANSWER: One of the primary aims of border security is to ensure that the people 
who seek to enter the Imited States are legally eligible to do so. In order to accom- 
plish this goal, we must know who they are and must have an opportunity to in- 
spect them upon arrival. Aliens who evade inspecdon and succeasfiiily enter the 
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country illegally are unknown to the Government and pose a potential risk to the 
United States. Likewise, aliens who enter the country thrmmh the use of fraudulent 
documents may conceal their true identities or intentions. Controlling our southern 
border with Meidco is particularly challeiming to law enforcement for many reasons, 
including geography, volume of traffic, and resource considerations. 

The ease with which individuals phti enter into Mexico and then the United States 
is illustrated by the following example. In July 2004, a South African fem^e was 
arrested at McAllen-Miller International Airport in Texas as she tried to board an 
airplane for New York. The subject carried a pair of muddy, wet pants in her lug- 
gage, approximately $7,300 in various currencies, and a pasmnrt with three double- 
sided pages missing. Border Patrol agents determined that the subject did not have 
a valid visa for ent^ into the United States. Flight itineraries she carried mdicated 
that she ^d traveled fium Johannesburg to Dubai (United Arab Emirates), to Lon- 
don, and then to Mexico City. She passed easily through checkpoints, because South 
Africans do not need visas to travel in those countries. The subject then crossed into 
the U.S. illeg^y by wading across the Rio Grande. 

QUESTION: How mamy of these in^viduals have entered the U.S. using 
this route? 

ANSWER: With respect to specific illegal immigration patterns and statistics, we 
defer to DHS. 

QUESTION: Ha] [wlhat type of criminal activity have they engaged in the 
past, and [in] what type of criminal activity could they be eng^ed in the 
U.S.7 

ANSWER: Because of the veiy nature of illegal entry, we cannot identify aU those 
who enter the Unit^ States ifiegally and, consequently, we cannot identify their 
past criminal activities (this would be difficult in any event because it would depend 
on the qualify of foreign criminal histories and the willin^ess of those countries 
to ^are information}. Once in United States, our Vilify to investigate and 
prosecute any crimes in which they might engage (which ate Ihnitless) may be in- 
hibited our inabiHfy to ascertain their identities with certainty. 

QUESTION: How many of these individuals can the FBI and Department 
of Justice locate todayr? 

ANSWER: As indicated above, because of the very nature of illegal entry, whether 
through Brazil and Merico or othenwse, we cannot identify (or later locate) aU those 
who enter the United States illeg^y, because the illegal entry dreumvents our se- 
curity process and limits our ai^ty to conduct eftective screening throu^ review 
of visa applications and interviews. 

QUEOTION: What is being done to prosecute them? 

ANSWER; As a preliminaiv matter, we should note that there is no standard defi- 
nition of "special interest alien.” The Department, however, often in coiyimction 
wiUi DHS, vigOFOudy investigateB and prosecutes individuals and organizations that 
facilitate the illegal entiy of aliens into the United States, particularly where the 
individuals or organizations may present potential risks to the national security. 

Individuals and Immigration Status 

QUESTION: The Houston Police Department and several other police de- 
partments in cities across the country, including New York and San Fran- 
cisco, have noliries that prohibit t^cera from even ashang individuals who 
are stopped or detained their immU^tion status. Does uiia policy hinder 
Federal law enforcement? Why or why not? 

ANSWER; The Department is working expeditiously 'on this response and will 
transmit it to the Committees on Appropriations os soon as it is complete. 

[Clerk’s note.— The Department of Justice did not submit a substantive response 
to this question prior to the publication of this hearing transcript.] 

QUESTION: Two provisions signed into law in 1996 prohibit States and 
localities from bamog their offirials from providiim immigration informa- 
tion to the Federal mvemment: 8 USC lS73(a) and Pub. L. No. 164-193. In 
the Attorney Generm’s opinion, do the policies in Houston, New York, and 
San Francisco coomly with Hiese statutes? Why or why not? What other 
states or localities have policies that' bar officiw from providing immigra- 
tion information to the Federal eovemment? Are these policies in compli- 
ance with these Federal statutes? 

ANSWER: The Department is workiiig expeditiaualy on this response and will 
trananiiii'toths CoBunittees on Appropriations as soon as it is complete. 
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[Clerk's note. — The Department of Justice did not submit a substantive response 
to tiiis question prior to ute publication of this hearing transcript.] 

question i&i A recent report released by tke Center for Immigration 
Studies states that it is commonplace for foreign nationals to apply for the 
diversity visa lottery propam multiple times usmg many different aliases 
and other false personal information. In addition, uie visa lottery pnMram 
has spawned a cottage industry featuring sponsors In the U.S. trao ms^ 
promise suooeas to appUoantf in ucbangc for largo sums of money. Ill-in- 
ibrmed fareipi nstioniJs are willing to p^ t^ dollar for the guarantee of 
lawfal permanent resident status in the U.S. In conjunotioo with the State 
Department, what steps is the Justice Depai^ent talcing to correct threats 
and flaws in the diveraty visa lottery system? 

ANSWER: The Department ia workia^ expeditiously on this response and will 
transmit it to the Conusitbees on Appropnations as soon as it is comiAete. 

[Clerk’s note.— The Department of Justice did not submit a substantive respouae 
to this question prior to the publication of this question prior to the publication of 
this hearing transcript.] 

QUESTIONS SUBMITTED BY BEPI^SENTATIVE MOLLOHAN 
IDENTIIAFIS 

QUESTION: What is the timeline for the initial deploymeut of an IDENT/ 
lAPlS interface? 

ANSWER: An interface used by the Department of Homeland Secuhtys Customs 
and Border Protection (CBP) to transmit fingerprint search requests to the lute- 
ftrated Automated Fingernrint Identification System (lAFTS) was originally piloted 
m 2000 usiiyr ten-print image subuisslons. In 2001, the Department of Juatice 
(DOJ) developed integrated IDENT/IAFIS workstations to allow simultaaeous 
aearcnea of both systems (twoorint aearchea of DHS's Automated Biometric Identi* 
ficatioo System, or IDENT, ana ten^print searches of lAFIS) an d to refine the meUt> 
od by which CBP aearchea lAFIS (using Ten-Print Bap Sheet (TPBS) subnussioas). 
The rBI received fundu^ in FV 2005 to enhance lAFlS’ capaciQ' to support the in- 
creased workload reeulCing from DHS's nationwide deployment of these integrated 
woikfltatioiu. The enhaacement of lAFIS capacity ia schMuled to be completed by 
the Bumaur of 2006 with the foliowing objectsvea. 

• Provide lAFIS capab lliy to aupport the increased use of the TPRS. CurrenUy, 

lAFIS can support 5,000 TPtiS transactions per day; this project would allow lAFlS 
to process up to 20,000 TP^ traiuactions per d». 

■ During system availability (currentlv, 98.^ w), reduce TPRS respouse time from 
10 minutes to two minutes for 90% of tne TPRS submissions, and to three minutes 
for the remaining TPRS submissions. 

• Identify enhancements that will provide 99% eyetem availability for 'll'KS 
transactions. 

• Implement enhancements that will allow lAFIS to process an additional one 
million criminal transactions per year. 

LiTtguisti/ Foreign Language Program 

The FBI ia seeking an additional $26.3 million and 274 added poeitions 
for the foreign langiuge program. The EBPe tranalation needs in miMort 
of cpimtertenorism investigations has grown by 42% since FY 2001. Most 
of the requested additional resources would be used to enhance the FBTe 
ability to translate quickly information gathered in a foreign lat^oue and 
help provide a permanent staff for the National Virtual Translation Center. 

QUESTION: 'llie attritJon rate for contract linguists has been around 
11%; for language specialists, the attrition rate is closer to 7%. What do you 
propose to do to lower those attrition rates? Are there efforts underway to 
imiuement new retention programs? Is there ai^thing proposed in thie 
budget for foreign lai^uage incentive pay? 

ANSWER; The FBI is in the process of implementing a Fo reign Language Pro- 
ficiency Pay Program. Under the first phase of this prt^am, FW Language Am- 
lysts and lAs will be offered pay incentives for language use, maintenance, and 
achievement. This prt^ram is expected not only to improve retention rates fbr FBI 
employees with proficiencies in critical language, but also to stimulate career-long 
language learning among a broad gpecfrum of rBI employees. 

Tne President's 2006 request for 274 additional LanguMe Analyst positions is de- 
signied to allow the FBI to offer employment to many or its most hi ghl y qosHfied 
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Contract linguists (CLs), permitting them to benefit from the Language Analyst re- 
tention programs cited above. (Currently, nearly two-thirds of the fBrs translation 
services in ^abic, Urdu, and Farei are being provided by CLs.) Beyond this, the 
FBI’s market anafysis in preparation for the renewal of linguist contracts on 10/01/ 
OS will ensure our CLs are paid a competitive hourly rate consistent with their re- 
sponsibilities and external demand factors. 

Currently, over 3,000 FBI employees and contractors have certified fore^ lan- 
guage profiaeuey scores at or above the working proficiency level, including 406 
Language Analysts and 931 Cla. Strong demand for their languaro skills from 
other government agenties and the private sector is weU documented. It is due in 
large part to this demand that annual attrition amemg FBI Lanmage Anal3'8ts has 
incroMod nearly 4% since 09/11/01. Many departing employees Mve cited the lure 
of hi^er salaiies and upward m(4)iiity as the primary reasons for their separation. 
More than 95% of the FBI's 1,300+ linguists are native speakers of their Foreign lan- 
guage and hold Seoet CTS) security clearances. Their native-level fluencies and 
rong-teim immersions witiiin a foreign culture ensure not only a firm grasp of collo- 
quial and idiomatic speech, but also of heavily nuanced languid containing reli- 
giouj, cultural, and lustoiical references. Beyond these qualities, over 60% of FBI 
Unguiite hold at least bachelors' degrees and 37% hold graduate-level degrees. 
Ibeae qualities make them extremely valuable to the FBI's intelligence pro^am, 
but also particularly attractive to omer employers seeking these scarce skill sets. 
The initiatives we have outlined above should help ua increase retention of our high- 
ly qualified linguists in the face of increasing mancet demand. 

QUESTION: Todaiy, nearly all of the eounterterroriem intelli«nce the 
Fm gathers is translated within 24 hours. Is that also true for other forms 
of intelligence the FBI gathers? 

ANSWER: The FBI now has sufiicient translation capability to promptly address 
all of its highest primity CT inteUieeuce, typically within 24 hours. This is due to 
the FSTi unprecedented efforts to hire linguists since 09/11/0,1, ^ focus on Mid- 

dle Eastem and South Asian languages. 

FBI translation resources required to support other FBI intelligence investiga- 
tions not presenting such grave and immediate threats to national aecunfy are as- 
signed a level of pnorify consistent with the FETs Foreign Intelligence Threat As- 
sessment and the National Intelligence Priority Framework. This process ensures 
the most effective and efficient use cf finite tnnalation resources. While much of 
this coUected intelligence is reviewed within 24 hours by FBI linguists, some of it 
is not. Given the FSTb first priority of protecting the United States from aether 
terrorist att^, linguists are assiiped, as circumstancea warrant, to the live or 
near-live Title III wiretap or Foreign Intelligence Surveillance Act monitoriM of 
high priorify terrorist targets that present a direct threat of violent activity. Such 
assignments are highly maimower mtensive, but are essential to prevent terrorist 
attacks. ’The Presidents 2006 ramiest for 274 additional Language Analyst positions 
is designed to assist the FBI in closing this performance gap. 

QUESTION: The FBI requests an additional $5 million for contract lin- 
guiata. 'The FBI has received significant increases for contract linguists in 
recent years, usually earmarked for counterterrorism and counterintel- 
ligence. Would the $6 million request meet expanded criminal translation 
needs? 

ANSWER: Full funding of the President’s 2006 enhancement request is expected 
to provide the FBI vrith w translation capacify required to meet its needs through 
Fz 2006. FBI demand for translation services has increased across aU investigative 
program areas since 09/11/01. Because of the FBI’s strategic emphasis on disrupting 
ana dismantling terrorist activities in the United States, It is increasingly common 
for FBI cr imin al investigations to have a CT nexus. When -such a nexus exists, funds 
eaimarked for CT linguist needs can be used to support the criminal investigation. 

The FBI uses a combination of both Language Anal^ta and CLs to meet trans- 
lation requirements. While there ia tittle frinctional difference between a Language 
Analyst and a CL, a Language Analyst is an employee of the FBI, while a CL serves 
under a p^ormance-bas^ labor-hour contract, hfon-personnel funding authorized 
to support the FBI's CL Pre^am totaled $66,139,002 in FY 2004, including a 
$38,^,000 noQparsontiel funding enhancement authorized by the FY 2003 Emer- 
gency Wartime Supplement (P.L. 108-11), of which $9.3M recurred. For FY 2005, 
$36,036 ^85 is avail^e to the FBI for CL services and travel. 

QUESTION: Few the next several years, the FBI Is OTojecting ao increased 
taranstation workload in Middle Eastiwn and South Asian languages, ia the 
vfohiity of 1S%. Are you also anticipating increases in the translation work- 
load feKmoreteaditional eounterintelligence languages such as Chinese? 
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Mr. Culberson. And also ask, if I could, Mr. Maxwell, is our CIS 
adjudication officers trained in law enforcement techniques to spot 
or identify potential terrorists coming through their offices, to your 
knowledge? 

Mr. Maxwell. No, sir, they are not. 

Mr. Culberson. So an adjudication officer, is it also true, as a 
result of what I learned from the Houston CIS office and other in- 
vestigation, that CIS adjudication officers are often told don’t ask 
questions you might not like the answers to. Is that a fair charac- 
terization? 

Mr. Maxwell. Anecdotally, I have heard similar statements. I 
have no documentation to support that, hut I have heard similar 
verbal statements. 

Mr. Culberson. And is it also true that CIS adjudication officers 
are denied access to, in many cases, criminal background databases 
that would allow them to even perform a criminal background 
check on an individual sitting in front of them applying for citizen- 
ship or a green card? 

Mr. Maxwell. Yes. 

Mr. Culberson. Mr. Chairman, our time is so short here today, 
and the testimony of these two witnesses is so profoundly impor- 
tant to the national security of the United States, that I would like 
to suggest, as a Member of the Appropriations Committee, that we 
work with you, Mr. Chairman, and convene a closed hearing. 

I sit on the Subcommittee on Appropriations with jurisdiction 
over the FBI and the Department of Justice. I would like to suggest 
that we hold a joint hearing in closed session with these witnesses, 
and witnesses from the FBI and the Department of Justice, as well 
as CIS, and get Chairman Rodgers and Chairman Wolf involved, 
and talk about this in closed hearings in a very careful, methodical, 
and thoughtful way. And then talk about solutions. 

This is of such immense importance, Mr. Chairman, that I think 
our other Committees need to be involved, as well. 

Mr. Royce. Good suggestion. We will take that under consider- 
ation, Mr. Culberson. 

Mr. Culberson. Thank you. 

Mr. Royce. I am going to go to Mr. Tancredo for one final ques- 
tion. 

Mr. Tancredo. Just one final question. When we started to talk 
about the culture inside of the Agency, Mr. Maxwell. It is my un- 
derstanding that you have actually heard statements to the effect 
that immigration is a right, and it trumps national security. Or im- 
migration is a right, not a benefit. Is that accurate? 

Mr. Maxwell. The exact statement, sir, was immigration is a 
right, not a privilege. 

Mr. Tancredo. Not a privilege. Again, when you start talking 
about what is wrong with the culture inside the Agency, what bet- 
ter description can you give than just that. Immigration is not a 
right. That is the perception of the people who run the Agency. 

Mr. Maxwell. The statement made to me, sir, is immigration is 
a right, not a privilege. 

Mr. Tancredo. Excuse me, is a right, not a privilege, not a ben- 
efit. Thank you very much. 
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Mr. Royce. I want to thank our two witnesses, especially for 
coming forward on such an important issue concerning our national 
security. And of course, that underlying issue is our ability to check 
terrorism. 

I think we all learned a great deal today from our two witnesses. 
And I believe the Subcommittee greatly appreciates, also. I just 
want to commend Mr. Maxwell for coming forward today. And I 
want to commend Ms. Kephart for all her good work and all her 
published works on this vexing problem. 

Thank you both very much. 

We stand adjourned. 

[Whereupon, at 11:50 a.m., the Subcommittee was adjourned.] 
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